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Criminal Underworld Expectation
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Highly Segregated Criminal Underworld
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Travel Back in Time to Understand the Cybercrime
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Godfathers Of Modern Criminal Underground
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VLADISLAV KHOROKHORIN AKA 
“BADB”

ROMAN VEGA AKA “BOA”

DMITRY GOLUBOV AKA “SCRIPT”
2001
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Hard Work Has Paid Off With First Arrest in 2003 
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ROMAN VEGA AKA “BOA”

ARRESTED in CYPRUS 2003 ARRESTED in FRANCE 2010
VLADISLAV KHOROKHORIN AKA “BADB”
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Some Got Very Lucky - The Epitome of Corruption

8



#RSAC

First Major Win for the Law Enforcement 

9



#RSAC

Dozens New Forums Quickly Filled the Void
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Credit Card “Shops” Distribute 99% of All Stolen 
Payment Cards
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E-commerce Innovation Led to a Thriving 
Underground Commerce
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Bulletproof Hosting Services
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VPN/RDP/Proxy Providers
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Alternative Communication Channels 
Alongside Traditional Forums and Markets 
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Banking Trojans Are Common. However, Not as Much 
as Before
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Credentials Theft Has Shifted From Web To
Mobile 
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Payment Card Compromises Is a Huge Problem 
(Despite EMV)  
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Market for Stolen Credit Cards is Stronger 
Than Ever 
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Ransomware Remains a Major Source of Income
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Crypto Hijacking Has Replaced Ransomware (For Now)
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RAT Malware is Affordable and Readily Available
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Non-Distribute AV Scanners Help Keep Malware 
Undetected 
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Money Laundering is Imperative to the 
Criminal Economy
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Online Fraud is the Centerpiece of the Dark Web
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If You Can’t Defeat Them, Work With Them 
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Need To Confirm a Bank Transfer? No 
Problem!
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Well Developed Network of the Shipping Mules
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Automated Call/Email Flooding Services are 
Used to Hide Unauthorized Transactions
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Advanced Custom Made Browser Antidetect
Software

34



#RSAC

COMMUNICATION

Jabber qTOX Messengers

SUPPORT INFRASTRUCTURE

VPN Proxy RDP

Bulletproof Hosting

DISTRIBUTION

Forums Markets CC Shops

Chat Rooms

HACKING
• Email Accounts
• Social Media Accounts
• Website/Servers Hacking

DATA PROVIDERS

• Medical Records
• Enrolls

• Fullz
• Email:Password

Databases

SPAM

FRAUD

• Account Bruteforcing
• Forged Documents
• Romance Scams
• BEC

• HSA Fraud
• Retirement / 401k Fraud
• eCommerce Fraud
• Retail Fraud

SUPPORT INFRASTRUCTURE

• Calling Services
• Pick-up Services
• Forged Shipping Labels
• Goods Purchasing

• Goods Reshipping
• SMS/Email Flooding
• Antidetect Systems
• Risk Scoring

SUPPORT INFRASTRUCTURES

• No-Distribute Scanners
• Payload Encryption

MALWARE

• RAT
• Banking Trojans
• Crypto Hijacking
• Account Checkers

• Web Injects
• Ransomware
• POS Malware
• DDoS
• AdClick Malware

FINANCIAL SERVICES

• Money Laundering
• Crypto Exchange
• Payments Obfuscation



#RSAC

Hacking Services is the Essential Part of the 
Underground  
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Overwhelming Daily Volume of Activity 
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Success = Symbiosis of Manual Research + 
Technology
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Be Calm and Get Threat Intelligence 
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Not every company has equal exposure on the dark web. 

Intel teams have the different skill levels and appetite for information.

Can they handle semi-processed or raw data feed, or would they 
rather receive a finished intelligence only?

How will you measure the success or failure?


