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Abstract. Bitcoin is a digital currency system in which transactions
are digitally signed by signing keys associated to all transaction inputs.
It uses the ECDSA signature scheme, likely because this was the most
widely-used signature scheme with the performance properties Bitcoin
needed at the time of its creation. However Schnorr signatures offer more
functionality than ECDSA does. In particular, Schnorr signatures sup-
port constant-size interactive multisignatures which are indistinguishable
to observers from ordinary signatures. If Bitcoin supported this, it would
improve both performance and user privacy.

However, while these multisignatures are algebraically simple to describe
and “obvious” to implement, Bitcoin’s use of ephemeral keypairs intro-
duces new attack scenarios in which (multi-)signers are able to choose
keys adversarily. This paper provides a survey of these scenarios and
proposes a framework for the use of Schnorr signatures which is secure
against all of them.

1 Introduction

Bitcoin[9] is a digital currency scheme in which all participants (are able to)
validate transactions. These transactionsﬂ consist of outputs, which have a ver-
ification key and amount, and inputs which are references to outputs of earlier
transactions. Each input contains a signature of the transaction with its refer-
enced output’s key.

Today, Bitcoin uses ECDSA signatures[I] over the secp256k1 curve[3] to au-
thenticate transactions. As Bitcoin nodes fully verify all transactions, signature
size and verification time are important design considerations, while signing time
is much less so. Because of this, the multisignature functionality of the very sim-
ilar Schnorr signature scheme seems appealing.

A complicating factor is that all keys in Bitcoin are chosen at random by the
owners of outputs; any authentication of keys or association to users happens
outside of the system. It is therefore important to be resilient to related-key
attacks, and in the case of multisigning, adversarial key generation.

In this paper we explore the issues that arise from using Schnorr multisig-
natures in practice, propose a scheme that overcomes them, and show how to
apply it for various use cases in cryptocurrencies like Bitcoin.

! This is true for all transactions except coinbase transactions which bootstrap the
currency supply.



Schnorr signatures By applying the Fiat-Shamir transform[d] to the Schnorr
identification scheme[IT], the Schnorr signature scheme is obtained. They are
defined by the equation

(R, s) = (kG, k — ze)
where (z, P = xG)E| is a fixed keypair belonging to the signer, (k, R = kG) is
an ephemeral keypair that must be unique per-signature, and e = H(R||m) is a

random oracle hash of R alongside the message m.
It can be verified by the equation

sG+eP =R (1)

Since the verification equation is linear in all variables, several well-known
extensions can be readily obtained.

Multisignatures Consider n signers with keypairs {(z;, P;)}?; who wish to pro-
duce a combined signature on a message m. They act as follows.

1. They independently produce ephemeral keypairs {(k;, R;)}"_; and distribute
R; among all other parties.
2. Each computes

i=1

e < H(R|m)

s; — ki — xze

and distributes s; to all other parties.
3. One party computes s = >, s;. The final signature is (R, s).

This can be verified using the above verification equation, with public key
P = Z?:l b

2 Pitfalls and Design Motivation

We now discuss several problems that appear when using this scheme in practical
settings.

2 Upper case variables represent elements of a group (E,+) in which the discrete
logarithm problem is hard. It has a generator G with order q. Lower case variables
represent elements of Z/nZ. aP represents the a-times repeated application of the
group operation on P.



2.1 Related public key signatures

Assuming (R, s) is a valid signature for message m and public key P, it holds
that
sG+eP =R

Which implies that for every value of v,
s—evG+eP+evG =R
which can be rearranged as
(s—ev)G+e(P+vQG) =R,

which is again the Schnorr verification equation. We see that (R, s — ev) is a
valid signature for message m and public key P + vG. This allows third parties
to obtain a valid signature for related public keys, without access to the corre-
sponding private keys. Note that since this is not possible for chosen public keys,
this does not break the security of Schnorr signatures[12]. However, in protocols
where the public keys are not fixed in advance, this may be problematic.

This is particular worrisome in combination with Bitcoin’s BIP32[15] key
derivation, where such related keys may be used

Pchildi = Pparcnt + f(Pparcnt, Z)G

where f is the BIP32 key derivation function. This would allow any third party
who observes a signature (R, s) for P.pjg, to convert it to another key Pchi]dj by
replacing it with

(R, s+ e[f(Pparcnty Z) - f(Pparent7j)])

while only knowing the public key Pparent-

Solution The standard solution[2] for this issue is to include the verification
public key in the hash, and define

¢ < H(R||P[jm)

without modifying any of the other equations.

2.2 Derandomized signing

To avoid the need for a strong random number generation at signing time,
the creation of the ephemeral keys k; is often done using a algorithm like
RFC6979[10], which computes them using a deterministic function f(z;,m).
When multiple signers are cooperating, one must ensure that the same ephemeral
key is not reused when other participants change their ephemeral keys in a re-
peated signing attempt. Otherwise participants can recover others’ private keys.



Ezample attack Alice and Bob want to jointly produce a signature. Alice pro-
duces an ephemeral keypair (ka, R4) and sends R4 to Bob. In a first attempt,

Bob responds with a point Rg). Alice computes

RM « Ry +RY
e — HRWY|P|m)

8541) — ka —zge)

and sends 5541) over to Bob. Bob chooses not to produce a valid sg), and thus
subsequent protocol steps fail. A new signing attempt takes place, and Alice
again sends R 4. Bob responds with a point Rg) =+ Rg). Alice computes

R® « R4+ RY
e® «— H(RP|P||m)

5542) — kag— er(2)

(2)
A

and sends s’ over. Bob can now derive

m _ (2
w4 = SA_—Sa
e(2) — ()

Solution To avoid this problem, we must ensure that whenever any R; point (or
the message m) changes, the k; values change. As long as f is deterministic, this
implies a circular dependency in the choice of ephemeral keys. It can be solved
by introducing (non-repeating) randomness or a counter into the function f.
Unfortunately, this requires a secure random number generator at signing time,
or state that is kept between signing attempts.

2.3 Public key cancellation

Motivating ezample Alice and Bob want to jointly produce a signature. Alice has
keypair (24, P4), and Bob has (zp, Pg). However, Bob instead lists his public
key as P = Pg — Pa. In this case, verifiers will expect a valid signature for the
combined public key

PZPA+P/B=PA+PB—PA:PB

which Bob can produce without access to Alice’s private key.

In general, whenever some signer can choose their public key after observing
some other signers’ keys, it is possible for them to choose in such a way that the
others’ keys are cancelled out.

Traditionally, one would expect all public keys to be chosen and certified in
advance. This is possible when there is a certificate authority in play, or when
all verifiers demand a signature by all signers’ claimed public keys.



Pointwise delinearization Here we explore an alternate solution that does not
require out-of-band validation. We change the computation of s; in the original
multisigning scheme to

and the resulting combined public key to

This delinearization makes it impossible for any single signer to choose a public
key in such a way that they can learn the private key corresponding to the
combined key. We make this more precise in the next theorem.

Theorem 1. Suppose an attacker is given a combined public key P and can
produce Q@ and x such that

P+ H(Q)Q = 2G

where H is a random oracle. This attacker can be used to directly produce Schnorr
signature forgeries with key P.

Proof. Choose a message m to forge on, and give the attacker a challenge key
as P. For all random oracle queries X, reply with WM’ where H' is the
random oracle used by the Schnorr signature scheme. Let the attacker produce
x and () as in the theorem statement. Then

_ Q _
P-HQQ=P- 4 =G

Q[ Pl[m)
This can be rearranged as
—zH'(Q|P|m)G + H'(Q|P|m)P = Q,

which is the Schnorr verification equation. We conclude that (Q, —zH'(Q||P||m))
is a valid Schnorr signature for message m and public key P.

We observe that this theorem exactly covers the case when an attacker con-
trols a single public key: he waits for the other signers to reveal their keys, and
computes

n—1
P=Y H(P)P,
=1

and reveals his own key as ). Unfortunately, the delinearization scheme fails to
protect against the case where multiple signers can collaborate to cancel out the
keys of others.



Multiple key cancellation attack Assume the honest participants control m out
of n keys, and their keys combine to

B, = Zm: H(P;)P;
i—1

The attackers now choose a large number of secret numbers, and use Wagner’s
algorithm[14] to choose {r;};-,,, out of them such that

n

> H(Py+1G) =-1

i=m—+1

modulo the order of the group. They then reveal their public keys {P;}i,, ., as
{Py +riG};,, 1. The combined key then becomes

Py + Z (Po +1:G)(Ph + 1iG)

i=m-+1

which equals

<1+ Z Ph‘i""z ))Ph+< Xn: ’I“iH(Ph—‘rT’iG))G

i=m-+1 1=m—+1

which, due to the choice of {r;}j-,, ,,, cancels out to

< i T‘H(Ph—l-?“iG)) G

1=m-+1
As a result, the attackers can produce a valid signature with as private key

n

Z TiH(Ph + TiG)

i=m-+1

Full delinearization The correct solution puts all signers’ public keys under the
hash to compute delinearization factors. We define a key set commitment C' =
H(Py||Ps]|-..||Pn), and change the computation of s; to

S; ki — H(CHPl)l‘Ze

and the resulting combined public key to

P=> H(C|P)P, (2)

i=1

We can generalize our claim from the previous section to allow the attacker
to produce multiple public keys — or equivalently, to allow multiple signers to
collude.



Theorem 2. Let A be an algorithm which receives as input m public keys {P;}i—,, 1.
outputs public keys {P;}j_,, ., and secret key x such that

S"H(C|P)P: = 4G
=1

where H' is a random oracle and C = H'(Py|--- || Pn) as above.
Then a random oracle simulator for A exists which can solve the discrete
logarithm problem.

Proof. The simulator acts as follows. It begins with a discrete logarithm chal-
lenge (G, Q) where its goal is to determine y such that @ = yG. It then acts as
follows.

1. It chooses m — 1 keypairs (y;, P;) for i =2,...,m. It sets P, = @Q and gives
{P;}, to A.

2. It answers random oracle queries uniformly at random, except when it re-

ceives a query of the form C||P;, where C is itself the output of an earlier
query. In this case, it forks A and replies with uniformly random numbers
he, h, to the respective forks.
(We assume hy # h,., which is true except with negligible probability, and
we can assume without loss that such a situation only happens once, since
only one query of the form C|/P; will contain information correlated with
A’s output.)

3. Eventually, the respective forks of A output n —m public keys {P;}7, .,
and respective secret keys x, and x, such that

hePy+ > H(C|P)P; = z,G
=2

hePy+ > H(C|P)P; = 2,G
i=2
(Note that both forks must output the same public keys, since the fork
occurred after they were chosen, except with negligible probability. This is
because the forking query contained the variable C' that A could not know
before choosing the public keys.)

It is then immediate that
Ty — Tp

he — h,

Thus the discrete logarithm challenge is solved.

Q:-Pl: G

We observe that in the special case n = 2, we can rearrange the commit-
ments to obtain the situation from the previous section. We proved this secure
by showing that single key cancellation was equivalent to producing a Schnorr
signature. On the other hand, we can use this fact, combined with the above
proof, to obtain a proof that Schnorr signatures are one-time secure.



3 Applications

We now describe how the resulting scheme can be applied to cryptocurrencies
in various ways.

3.1 O0P_CHECKSIG replacement

The most obvious application is as a direct replacement of the OP_CHECKSIG
transaction Script opcode. In its current form in Bitcoin, it acts as an operator
that pops a public key and an ECDSA signature off the stack, and verifies the
signature against the key with the current transaction as message. In a new
Script version, this opcode could be replaced with an equivalent one that pops
a public key P and a Schnorr signature (R, s) off the stack instead, and verifies
the transaction m against it using Equation

The immediate advantage is that whenever multiple signatures are requested
for authorizing a spend, a simple OP_CHECKSIG opcode can be used instead of
the costlier and less private OP_CHECKMULTISIG to encode an n-of-n multisig
policy. The various signers simply act a single one towards the public, using the
combined public key according to Equation [2| To sign, they interact internally
until a single combined signature is obtained, and present it to the network
afterwards.

Furthermore, this would be an opportunity to improve some long-standing
issues with malleability and inefficiency of DER signatures [16] that are currently
used.

3.2 0OP_CHECKMULTISIG replacement

The above approach is unfortunately limited to cases where signatures from all
signers are needed. Bitcoin currently supports simple threshold policies where
only m-of-n signers are needed to authorize a transaction, using the OP_CHECK-
MULTISIG opcode. It pops a list of public keys, a list of corresponding signatures,
and values for m and n from the stack. This is inefficient, as its size and validation
time scale linearly with the number of participants — but it is more flexible than
what we can do with our multisignature Schemeﬂ

We can, however, provide a replacement for 0P_CHECKMULTISIG as well. In-
stead of popping a list of signatures, it pops just one combined signature and
a list of which keys are to be used. Validators compute the combined pub-
lic key from the chosen subset of public key, though the delinearization step
(P; — H(C||P;)P;) can be done ahead of time by the signers — it exists purely
to protect the signers from each other.

3 There exists a threshold scheme for Schnorr signatures [13], but it requires the par-
ticipants to interact to establish the keys, rather than being able to choose them
independently. This is compatible with our proposal, and can be used still to dis-
tribute its keys to more participants.



3.3 Signature aggregation across inputs

The previous two applications generally reduce the number of signatures to ver-
ify per transaction input to 1, but we would like to go further, and aggregate
all signatures from all transaction inputs into 1. Here we do not have a prepub-
lished commitment to the set of signers, as each transaction input can spend an
output that requires authorization from distinct participants. We do not wish
to restrict this functionality, as it would interfere with fungibility improvements
like CoinJoin[6].

This is where delinearization comes in. If the validation were to simply add
public keys like in Section [3.2] an attacker can steal any coins using the cancel-
lation attacks from Section [2.3] To do so, he proceeds as follows:

1. The attacker chooses any number of transaction outputs {Oi};};f he wants
to steal, and identifies their public keys {P;}7—}.

2. He computes the public key P, + =G — Z?;b
key.

3. He produces a transaction that sends a small amount of his own money to
create an output O, with public key P,.

4. He can now construct a transaction that spends {O;}?_, while signing with
private key z.

where z,, is his own private

Even pointwise delinearization would be attackable. Especially as an attacker can
easily choose to add hundreds of extra transaction inputs, Wagner’s algorithm
would very efficiently let him cancel that out. However, when the verifier fully
delinearizes the public keys before combining, this is not possible.

Implementation To implement this, we can propose that all OP_CHECKSIG and
OP_CHECKMULTISIG-like opcodes be modified to take 1-byte arguments that in-
dicate whether or not a combined signature for that position is present, instead
of actual signatures. The opcodes retain their policy check — for example, a
2-of-3 multisig check will still verify that 2 of the 3 signatures indicate pres-
ence. However, they also accumulate a list of all public keys for which signatures
are claimed to be present. Finally, after individual transaction input scripts are
evaluated, a single transaction-wide signature is verified against the delinearized
combination of all public keys in the accumulator. To sign for this, all transac-
tion input owners (typically only 1) collaborate to produce the single aggregated
signature.

Performance As this scheme requires delinearization at validation time, it no
longer runs in (nearly) constant time. However, the public key combination equa-
tion and the validation equation can be combined into one. Its performance is
similar to that of batch validation[§].

Analysis We analysed the Bitcoin blockchain to determine the potential storage
and bandwidth savings that would result from the scheme above. We assume
every signature would be reduced to 1 byte, except for one per transaction. This



does not account for the potential savings from n-of-n thresholds that could be
reduced to single signatures. Overall, a 25% reduction is observed, with more
recent blocks showing a slightly higher reduction.

Bitcoin network: signature aggregation savings
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4 Future work

4.1 Merkle key trees

Instead of publishing all participant public keys and letting the verifier combine
them like in Section we can instead compute all valid subsets and combine
them ahead of time — essentially rewriting the m-of-n policy as a 1-of-n.

This quickly becomes unwieldy when (:1) grows too large. Instead of publish-
ing them, a Merkle tree[7] over the combined keys can be computed, and only
its root needs to be revealed. The signers then pick one combination, produce a
combined signature for it, and reveal the combined key, signature, and Merkle
branch to prove its inclusion in the tree. This scheme only needs O(log, ()
space — often less than the O(n) needed by 0P_CHECKMULTISIG.

4.2 Polynomial-key multisignature

The tree-based scheme in Section [4.1] is not computationally feasible when the
number of possible satisfactions becomes too large, and the OP_CHECKMULTISIG
scheme in Section is inefficient when the number of public keys involved



is large. Since threshold signatures are usually used in Bitcoin for redundancy
reasons, it would be attractive to construct a scheme which is more efficient in
the common case where more keys participate.

Ezample Consider the scheme from Section [3.2 with public keys {P;}?_;, where
a threshold of 4 signers is wanted. Instead of publishing {P;}?_,, consider pub-
lishing only the two points Pog = $.._, P; and Poy = Y.o_, iP;. Then if, for
example a signature with Py, P, P3, and Ps is wanted, the following combination
key is used:

Pia35 = 4Pco — Pot

It is equal to
5

Piygs =Y (4—i)P,
i=1
which simplifies to
Pio3s =3P, + 2P, + P — P

which can be signed for without knowing z4. By choosing different combinations
of Poo and Pgq, any single participant key can be cancelled out at verification
time.

This scheme can be generalized. By publishing 1 +n — m polynomial combi-
nations of the participant keys, any m-of-n threshold policy can be implemented.

5 Conclusion

We have described a number of the practical challenges that arise when applying
Schnorr multisignatures to the Bitcoin system, and suggested solutions to these
challenges which also provide a number of additional benefits

If deployed, our proposed work would reduce the going-forward storage and
bandwidth requirements of the Bitcoin system by approximately 25% while im-
proving user privacy and without introducing any new cryptographic strong
assumptions or undermining accountability.

These improvements can be deployed in a disruption free and fully back-
wards compatible mechanism by utilizing the script versioning mechanism that
is part of the Segregated Witness upgrade[5] making their deployment a realistic
prospect in the immediate future.
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