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Several cyber security to protect your account in the social
- :networking Twitter

(s02.justpaste.it/files/justpaste/d224/a9161498/twitter.jpg//)

When you enter the network Twitter through the browser always make .1
sure you enter the correct site Twitter.com (https://twitter.com/) and that an
encrypted site at the beginning of the link Pal HTTPS, or green tag, and note

any marks (error) called or the appearance of a page to the testimony of
false requests "acceptance" or conversion for another site requires no

.powers or entry on your account

When using Twitter from your phone, whether "Android" or the iPhone, .2
prefer to use the official Twitter application for its effort in Twitter of

encryption applied, and then downloaded from the official Apple Store or
.Google Play, not only of the sites and forums

Make sure your account is linked to Twitter actually private Baamelc, and .3
make sure your ability to access e-mail, so that you can retrieve the account

.in case of a breakout or arrest

Make sure you use the word difficult and complex passage, and it must .4
.be different from the password via email

http://s02.justpaste.it/files/justpaste/d224/a9161498/twitter.jpg
https://twitter.com/
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Enable the "request personal information when you request to reset your .5
password," or so-called "Request Personal Information" section of the
settings in the Twitter option, so as to put an obstacle to attempts to

.penetrate your account

When you use an application Twitter official in the phones prefer to .6
activate the "Login Verification" option from the account settings and then
"Security" in order to stop hackers from using your account even if actually

got the password, because it is activating this option you will be asked
Twitter authorization to enter into a time the intervention of new Twitter, also
remember to save backup codes that will give you Twitter, but you can not
even access your account in the event of the loss of your device or if it is

.closed

Do not make any unwanted applications from being able to use your .7
account, as applications automated Twitter and statistics and the Qur'an

.and dhikr and so on

Do not enter any suspicious links or links sent by people you may .8
Astahedvuk, always make sure that the link is true, given to him and ensure

.the safety of letters and words

may Astahedvk hacker by mail by sending email seems like a "Twitter" .9
and requests the password change or re-entry of the account, be aware of

.it

Give the password to someone you trust, even change the password in .10
the event of arrest you or confiscate your computer, or even informs

.Mtabaenk in the event of any harm may befall you

note of activating the GPS Tagging property when taking photos and .11
when published in the networking sites they inferred on you and exactly

.where you may be targeting

considers own Twitter messages in a secure and encrypted, provided .12
used correctly has been published in a report Saybrkov private and thus
entitled (your private messages are not private, how do you maintain the

https://blog.cyberkov.com/?p=1241
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privacy of your private messages on Twitter) (https://blog.cyberkov.com/?
(p=1241

 

:Several security-mail when taking pictures and publishing
-

s02.justpaste.it/files/justpaste/d224/a9161498/how-to-take-action-//)
(photoswideplayer.jpg

image that today go out of your mobile phone just a picture no longer, but .1
contain a lot of information around you, can extract this information by Exif
Data information on images, such as may be information "location" Always

make sure you disable "location services" camera in your phone through the
.camera settings in Android, or privacy settings in the iPhone

You can also publish false information "for your geographical location," .2
so that it appears that the image has been captured in such and such a

place, a fake website, you can use an application Mappr
(https://itunes.apple.com/us/app/photo-gps-editor/id471263055?mt=8) the

https://blog.cyberkov.com/?p=1241
http://s02.justpaste.it/files/justpaste/d224/a9161498/how-to-take-action-photoswideplayer.jpg
https://itunes.apple.com/us/app/photo-gps-editor/id471263055?mt=8
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iPhone to falsify the geographical location of the image, or apply Photo GPS
Editor (https://itunes.apple.com/us/app/photo-gps-editor/id471263055?

.mt=8) also

Here is a short interview about keeping your privacy in the application of
Alanstgram which is not recommended for use Facebook for political
followers in the collection of information and a bad reputation in the

.protection of privacy

Alalkrtony several security when using mobile GSM
- :network Telecommunications

s04.justpaste.it/files/justpaste/d224/a9161498/shutterstock-64274944-//)
(680x400.jpg

It is known that mobile GSM networks are encrypted for the average user .1
only encrypted weak so easily penetrate and eavesdrop on conversations

using tools are not worth more than $ 3000 dollars, so I would prefer not to
be used by reporters and journalists and media professionals and the use of

.phones encrypted to protect sensitive talks

https://itunes.apple.com/us/app/photo-gps-editor/id471263055?mt=8
http://s04.justpaste.it/files/justpaste/d224/a9161498/shutterstock-64274944-680x400.jpg
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The use of encrypted phones from a company CryptoPhone .2
(http://www.cryptophone.de/)  German encoding the talks, but both sides

.must use the same phone to complete secure calls

use a phone BlackPhone (https://www.blackphone.ch/) which is running .3
Android, which contains applications to maintain the security of your

.communications such as   silent circle (https://silentcircle.com/) and others

The use of voice applications VOIP encrypted alternative for GSM .4
.networks have Vsalnaha in a special section of this article

 

Several mail security at cutting off communications and
- :the Internet

(s02.justpaste.it/files/justpaste/d224/a9161498/no-signal.jpg//)

Some states moving at intensification of the protests to cut off
communications and the Internet from the crowds or the crowd or the state
fully Here are some solutions to continue to communicate in the case of the

:Internet and telecommunications were cut

.The use of mobile-related Balstleight for talks or the Internet .1

http://www.cryptophone.de/
https://www.blackphone.ch/
https://silentcircle.com/
http://s02.justpaste.it/files/justpaste/d224/a9161498/no-signal.jpg
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space use the Internet to access the Internet in isolation from the local .2
provider of Internet

Use Twitter by SMS in case the network Twitter or disconnect from the .3
Internet and the survival of communications block (you must adjust your

(settings for the Twitter-Twitter by SMS text messages

Create Wireless Wifi private internal networks and long-range .4
communication between the groups even if cut off Internet and

.telecommunications

use an application FireChat located for iPhone .5
(https://itunes.apple.com/kw/app/firechat/id719829352?mt=8) and Android

(https://play.google.com/store/apps/details?
id=com.opengarden.firechat&hl=en) to share photos and conversations in
the vicinity of 200 meters and without the need for Internet or call or even

phone segment, where the open (Chat for images and conversations rooms)
accommodate up to 80 people in an internal network, including only and

should attention that the application is not indicated Encryption at the
moment, it should be used only when the Internet and communications cut

.and not permanently

use an application Tin-Can app for the iPhone .6
(https://play.google.com/store/apps/details?

id=com.hubski.com.kvh.tincan&hl=en) and Android
(https://itunes.apple.com/us/app/tin-can/id312267910?mt=8) written

.without the need to connect to the Internet or communication networks

use an application The Serval Project for Android .7
(https://play.google.com/store/apps/details?

id=org.servalproject&hl=en)devices, which makes your application is a
station to communicate with other parties using the same application in the
vicinity of 200 meters and the more the number of users increases, the more

the vicinity of the application work, communication is done by internal
numbers such as "Operator" system

https://itunes.apple.com/kw/app/firechat/id719829352?mt=8
https://play.google.com/store/apps/details?id=com.opengarden.firechat&hl=en
https://play.google.com/store/apps/details?id=com.hubski.com.kvh.tincan&hl=en
https://itunes.apple.com/us/app/tin-can/id312267910?mt=8
https://play.google.com/store/apps/details?id=org.servalproject&hl=en
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use of the devices Walkie Talkie short-range communication via radio .8
".waves, "but it is not encrypted

Several e-Security to encrypt all your activities when you
:connect to the Internet

(s02.justpaste.it/files/justpaste/d224/a9161498/encryption-imgpng.jpg//)

Internet access by mobile is is the most important in the collection of
information worker, where your published several statements that run
background as well as when you are browsing the Internet sites is not

encrypted, taking into account that most of the "Bandwidth" are you using
the Internet is not encrypted and can be through analytical and monitor you
great information around access, and access the approximate place of your

presence to reveal the number of your IP, for example, so always
permanently advised encrypts communication using the networks of the
VPN when you are connected to the Internet even hide your location and

your activities completely for ISP service provider and the security agencies
.and intelligence services and others

http://s02.justpaste.it/files/justpaste/d224/a9161498/encryption-imgpng.jpg
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Use the VPN services and prefer to stay away from the American Arab or .1
.services in this area

Use the service Freedome (http://www.f- .2
secure.com/en/web/home_global/freedome) of VPN phones for the iPhone

from here (https://itunes.apple.com/us/app/f-secure-freedome-
vpn/id771791010?mt=8) and for Android from
(https://play.google.com/store/apps/details?

id=com.fsecure.freedome.vpn.security.privacy.android&hl=en)here, a
service of the Finnish security company F-Secure which is not free, but a

quick control and protect you from spyware and fraudulent websites and so
.on

Or use application Avast SecureLine! From security company Avast .3
(http://www.avast.com/index)  can download application for the iPhone from
(https://itunes.apple.com/us/app/secureline-vpn-wifi-security/id793096595?

mt=8)here, and for Android from
(https://play.google.com/store/apps/details?

id=com.avast.android.vpn&hl=en)here, as it can be used for windows
.systems from (http://www.avast.com/secureline-vpn)here

There are also other programs, but the advantages of previous programs
they install the encryption certificate you to contact and control, and in case

of a sudden disconnection is to contact the program automatically giving
.you additional protection

Also must alert: to stop the work program must remove encryption from a
.degree in the iPhone settings

 

- :Several mail security in the Safe Browsing in Internet
The browser is the portal to the Internet, used by Web sites to collect a huge

amount of information that is later analysis to monitor your behavior, the
following browsers protects your privacy and encrypt your data to keep you

:away from the eyes of censorship

http://www.f-secure.com/en/web/home_global/freedome
https://itunes.apple.com/us/app/f-secure-freedome-vpn/id771791010?mt=8
https://play.google.com/store/apps/details?id=com.fsecure.freedome.vpn.security.privacy.android&hl=en
http://www.avast.com/index
https://itunes.apple.com/us/app/secureline-vpn-wifi-security/id793096595?mt=8
https://play.google.com/store/apps/details?id=com.avast.android.vpn&hl=en
http://www.avast.com/secureline-vpn
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TorBrowser browser hides your identity and protects you from tracking -1 
and you can share information confidentially and encrypted and hidden
always advisable if you want to conceal your identity while conducting

.Bnchatatk online anonymously does not mean you

(s04.justpaste.it/files/justpaste/d224/a9161498/tor-browser.png//)

To download the English version from here
(https://www.torproject.org/dist/torbrowser/3.6.6/torbrowser-install-

(3.6.6_en-US.exe

To download the Arabic version from here
(https://www.torproject.org/dist/torbrowser/3.6.6/torbrowser-install-

(3.6.6_ar.exe

Orweb for Android browser hides your identity and protects you from -2
tracking and you can share information in secret and hidden encrypted and

."a similar version for TorBrowser but the system "Android

http://s04.justpaste.it/files/justpaste/d224/a9161498/tor-browser.png
https://www.torproject.org/dist/torbrowser/3.6.6/torbrowser-install-3.6.6_en-US.exe
https://www.torproject.org/dist/torbrowser/3.6.6/torbrowser-install-3.6.6_ar.exe
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(s02.justpaste.it/files/justpaste/d224/a9161498/orweb-android.png//)

For download from the store's system Android from here
(https://play.google.com/store/apps/details?

(id=info.guardianproject.browser

Note: This browser inauguration Orbot program so that it can in turn
requires access to the Tor network to hide their identity by matching (The

(work of Ruth needs of the device

Onion Browser for iPhone browser: hide your identity and protects you -3
from tracking and you can share information confidentially and encrypted

.and hidden for a similar Orweb in Android and TorBrowser

http://s02.justpaste.it/files/justpaste/d224/a9161498/orweb-android.png
https://play.google.com/store/apps/details?id=info.guardianproject.browser


9/14/2015 Several cyber security to protect your network communication SOCIAL ... - justpaste.it

http://justpaste.it/l72d 11/34

(s02.justpaste.it/files/justpaste/d224/a9161498/tor-iphone.jpeg//)

For download from your store Balaifun from here
((https://itunes.apple.com/us/app/onion-browser/id519296448?mt=8

Aviator browser safe and easy to use browser and protects your privacy -4
and protects you from scripts in fabricated observation sites, but does not

.hide your identity and encrypts your communications

http://s02.justpaste.it/files/justpaste/d224/a9161498/tor-iphone.jpeg
https://itunes.apple.com/us/app/onion-browser/id519296448?mt=8
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(s02.justpaste.it/files/justpaste/d224/a9161498/whitehat-aviator.jpg//)

For download from here
((https://updates.aviatorbrowser.com/Win/Aviator.msi

Opera Mini browser for the iPhone and Android: This Login browser -5
on sites using proxy particular company and which is conceal your identity

while browsing the number and hides your IP and Azhrk from another
.country, also opens blocking websites

http://s02.justpaste.it/files/justpaste/d224/a9161498/whitehat-aviator.jpg
https://updates.aviatorbrowser.com/Win/Aviator.msi
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s02.justpaste.it/files/justpaste/d224/a9161498/download-opera-mini-7-0-//)
(1-for-an.jpg

For download for Android devices from here
(https://play.google.com/store/apps/details?

(id=com.opera.mini.android&hl=en

For download for iPhone devices from here
((https://itunes.apple.com/app/id363729560

Note: There are some countries have addressed the opera company until
you cancel encryption and stealth located in OperaMini browser, including

.Saudi Arabia, so it is not considered safe to use in Saudi Arabia

Instead, he prefers to use Yandex OperaMini a browser that encrypts
communication and open blocked sites the same as the original application

OperaMini but the famous Russian yendex company added some
.improvements to it

:To download the application Yandex OperaMini from here

For the iPhone from here (https://itunes.apple.com/us/app/yandex-opera-
(mini/id480943757?mt=8

http://s02.justpaste.it/files/justpaste/d224/a9161498/download-opera-mini-7-0-1-for-an.jpg
https://play.google.com/store/apps/details?id=com.opera.mini.android&hl=en
https://itunes.apple.com/app/id363729560
https://itunes.apple.com/us/app/yandex-opera-mini/id480943757?mt=8
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For Android from here (https://play.google.com/store/apps/details?
(id=com.opera.mini.android.yandex&hl=en

Several cyber security to protect files and hardware
:encryption in full

(s02.justpaste.it/files/justpaste/d224/a9161498/lockondoor.jpg//)

The entire device is one of the most important choices encryption for
reporters of a private conflict zones when it hardware or forfeiture or loss of
equipment, the iPhone will be encrypted once the lock screen and prefer to
be the word of a long-secret and not with the four characters, either Android
devices Valchwir the optional special security settings , preferably activated
the device completely and internal memory, but after taking a backup copy

.of the contents of your device in case of any error during encryption

:In whole or in Flash Memory follows encryption tools for laptops

TrueCrypt program: the entire or part of your device encrypts or a group -1
of files in your devices and maintains the confidentiality and prevents
.obtained in the event of device loss or confiscated or get it forcibly

https://play.google.com/store/apps/details?id=com.opera.mini.android.yandex&hl=en
http://s02.justpaste.it/files/justpaste/d224/a9161498/lockondoor.jpg
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(s02.justpaste.it/files/justpaste/d224/a9161498/truecrypt-logo.jpg//)

For download from here
(http://filehippo.com/download_truecrypt/download/352d9625bafddeeaaec707274b07c96a

Note: The download version (7.1) of the TrueCrypt program only and do not
download new versions (7.2) for the existence of the changes and stop the

.encryption properties by developers for unknown reasons

 

VeraCrypt program: It is based on the TrueCrypt program is that it was -2
developed by a French company and increase the work of the encryption

mechanism, which works similar to encrypt files and program the same way
as TrueCrypt

(s04.justpaste.it/files/justpaste/d224/a9161498/veracrypt.png//)

(/For download from here (https://veracrypt.codeplex.com

Encryption by Windows BitLocker system is available with a number of .3
versions as Microsoft Windows system and you can encrypt the entire

device or flash memory encryption or external Hardsk Also, it is suitable to
.protect your data

http://s02.justpaste.it/files/justpaste/d224/a9161498/truecrypt-logo.jpg
http://filehippo.com/download_truecrypt/download/352d9625bafddeeaaec707274b07c96a/
http://s04.justpaste.it/files/justpaste/d224/a9161498/veracrypt.png
https://veracrypt.codeplex.com/
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To learn more about BitLocker encryption system from
(http://www.pcworld.com/article/2308725/a-beginners-guide-to-bitlocker-

.windows-built-in-encryption-tool.html)here

Use hard disks (Hardskat) encrypted stand-alone and without software .4
intervention, such as company discs integral CryptoSSD

(http://www.integralmemory.com/product-categories/encrypted-ssd) rapid
containing Merged have encryption chip, or company iStorage datAshur

(http://www.istorage-uk.com/datashur.php) Aalvlac Memory Almhvir, and no
doubt there are many other kinds of them dear, including the price, and

when talking in this section I saw it appropriate to talk about an article in the
new independent explains all these types and evaluates, and write it when it

.possible, God willing

(s04.justpaste.it/files/justpaste/d224/a9161498/encryption-cyberkov.jpg//)

:Several mail security in the Instant Safe via e-mail
E-mail is today from one of the most important means of private

communication, and send reports and work meetings, interviews or
publishing leaks and so on, and uses many a letter from a company (Google

and Microsoft and Yahoo) and that was good in terms of security against
hacker attacks, but to Aihamak of Tlss the US government or Google and

http://www.pcworld.com/article/2308725/a-beginners-guide-to-bitlocker-windows-built-in-encryption-tool.html
http://www.integralmemory.com/product-categories/encrypted-ssd
http://www.istorage-uk.com/datashur.php
http://s04.justpaste.it/files/justpaste/d224/a9161498/encryption-cyberkov.jpg
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Microsoft, which has utilized against you one day, so I prefer to use
companies are not American, as well as maintain your privacy and your

.personal security

Hushmail service: safe and free e-mail service through which to open an -1
account and start correspondence which ensures service encrypts

messages without user intervention lies Service servers in Canada, which is
.one of the most secure mail services

(s04.justpaste.it/files/justpaste/d224/a9161498/00010.jpg//)

(/To register from here (https://www.hushmail.com/signup

ProtonMail Service: safe and free e-mail service, but new so you should -2
request a lawsuit to open a new account in the service, encrypted High-
encrypted and lies servers Service in Switzerland, and are supervised by

scientists in physics and encryption of Harvard University and MIT and the
European Agency for Nuclear Research, Inc. Saybrkov her private

partnership project was supervised and examined to make sure encrypted,
and got a recommendation and appreciation from the institutions mentioned

.certificate

s04.justpaste.it/files/justpaste/d224/a9161498/d2d1de70960108017b09bf827e402d1a.png//)

http://s04.justpaste.it/files/justpaste/d224/a9161498/00010.jpg
https://www.hushmail.com/signup/
http://s04.justpaste.it/files/justpaste/d224/a9161498/d2d1de70960108017b09bf827e402d1a.png
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(To register from here (https://protonmail.ch/invite

Tutanota service: a letter fully encrypted, secure and easy to use and -3
maintain the privacy and can open an account free of charge. Sarfrath lies in

Germany Mtoroh and says he is protected from the NSA, but Atab phone
.number when you register for the purposes restore the account at his loss

(s04.justpaste.it/files/justpaste/d224/a9161498/tutanota-600-400.jpeg//)

(To register from here (https://app.tutanota.de/#register

:Several security-mail written in Instant security
Programs and applications written communication of the most popular

means of direct communication that is used by millions around the world in
the domestic, commercial and media communication and many areas are,

and to maintain the security of this correspondence and conversations must
be a top priority for all members of society, particularly activists, journalists

and correspondents to them of responsibility in keeping sources their
information, so it should not to use unsafe programs such as (Alwatsab

WhatsApp or Line) and other programs that not protect their data and their
privacy and allow the security services, intelligence and hackers are spying

on them and their penetration, the following list of best written
communication, which protects the privacy and confidentiality of your

.conversations programs

https://protonmail.ch/invite
http://s04.justpaste.it/files/justpaste/d224/a9161498/tutanota-600-400.jpeg
https://app.tutanota.de/#register
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Threema program: a program written correspondence encrypted End- -1
to-End Available for Android and iPhone only and does not force you to use
the phone number to enter the conversation where the program depends on

the generation of a unique ID for each user, also can use your phone
number also will work (sync) so you know from of your friends use it, and lay

servers program in Switzerland, which is safe and heavily encrypted and
safe from many types of attacks and advised him to be the first program to
communicate as groups provides, voice communicating and sharing photos

.and videos are encrypted as well

(s02.justpaste.it/files/justpaste/d224/a9161498/threema.jpg//)

For download for iPhone devices from here
((https://itunes.apple.com/us/app/threema/id578665578?mt=8

For download for Android devices from here
((https://play.google.com/store/apps/details?id=ch.threema.app&hl=en

Telegram program: Program "Tlaqram" Russian origin contain secret -2
talks feature "Secret Chat" encrypted end-to-end "End-to-End" between

you and the transmission also features a "self-destruct" feature after a
period to be determined in Conversation . She has been writing a detailed
explanation of the subject and seeking more boring anyone who wants to

http://s02.justpaste.it/files/justpaste/d224/a9161498/threema.jpg
https://itunes.apple.com/us/app/threema/id578665578?mt=8
https://play.google.com/store/apps/details?id=ch.threema.app&hl=en
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read it here (https://blog.cyberkov.com/?p=1415) . To use the Karobat
Annsah, where talks can be retrieved because of the "synchronization"

.feature if your machine was confiscated

(s04.justpaste.it/files/justpaste/d224/a9161498/telegram-app-logo.png//)

Teliqram to download the Android software from here
(https://play.google.com/store/apps/details?

(id=org.telegram.messenger&hl=en

Teliqram to download the program for the iPhone from here
((https://itunes.apple.com/us/app/telegram-messenger/id686449807?mt=8

SureSpot program: a safe program and written encrypted messaging via -3
smartphones. It does not require any phone number or email when you

.register and began to use

(s04.justpaste.it/files/justpaste/d224/a9161498/images.jpg//)

For download in the Android devices from here
(https://play.google.com/store/apps/details?

(id=com.twofours.surespot&hl=en

https://blog.cyberkov.com/?p=1415
http://s04.justpaste.it/files/justpaste/d224/a9161498/telegram-app-logo.png
https://play.google.com/store/apps/details?id=org.telegram.messenger&hl=en
https://itunes.apple.com/us/app/telegram-messenger/id686449807?mt=8
http://s04.justpaste.it/files/justpaste/d224/a9161498/images.jpg
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For download in the iPhone devices from here
(https://itunes.apple.com/us/app/surespot-encrypted-

(messenger/id790314865?mt=8

Wickr program: supports Instant written safe and Alkarobat supports -4
and maintains user privacy and has a "self-destruction" of the messages

.feature. Available for the iPhone and Android

(s04.justpaste.it/files/justpaste/d224/a9161498/wickr.jpg//)

For download in the Android devices from here
((https://play.google.com/store/apps/details?id=com.mywickr.wickr2&hl=en

For download in the iPhone devices from here
(https://itunes.apple.com/us/app/wickr-self-destructing-

(secure/id528962154?mt=8

Cryptocat Service: You can use the service "Krepettokat" written -5
correspondence safe and features Krepettokat provide added browser and

to provide programs in the Mac and the iPhone messaging encrypted
through channels are Achaaha in the server, which is not like the rest of the

https://itunes.apple.com/us/app/surespot-encrypted-messenger/id790314865?mt=8
http://s04.justpaste.it/files/justpaste/d224/a9161498/wickr.jpg
https://play.google.com/store/apps/details?id=com.mywickr.wickr2&hl=en
https://itunes.apple.com/us/app/wickr-self-destructing-secure/id528962154?mt=8
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applications, but is by creating an encrypted room to chat rely on fictitious
names or the (nick Nimes) through which communication between

.members

(s04.justpaste.it/files/justpaste/d224/a9161498/cryptocat-cyberkvo.png//)

In addition to download Firefox browser from here
(/(https://addons.mozilla.org/en-US/firefox/addon/cryptocat

In addition to load the Chrome browser from here
(https://chrome.google.com/webstore/detail/gonbigodpnfghidmnphnadhepmbabhij

In addition to load the Safari browser from here
((https://crypto.cat/get/cryptocat.safariextz

To download the software for Mac from here
((https://itunes.apple.com/us/app/cryptocat/id613116229?ls=1&mt=12

To download the software in the iPhone from here
((https://itunes.apple.com/us/app/cryptocat/id784085689?ls=1&mt=8

application IO SwissCom: a Swiss application encrypted, secure and .6 
provides written and audio communication, such as Viber and Tango

services and we will talk about in a larger section (voice communication
.(security

http://s04.justpaste.it/files/justpaste/d224/a9161498/cryptocat-cyberkvo.png
https://addons.mozilla.org/en-US/firefox/addon/cryptocat/
https://chrome.google.com/webstore/detail/gonbigodpnfghidmnphnadhepmbabhij
https://crypto.cat/get/cryptocat.safariextz
https://itunes.apple.com/us/app/cryptocat/id613116229?ls=1&mt=12
https://itunes.apple.com/us/app/cryptocat/id784085689?ls=1&mt=8
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application PQChat: British company offers high-level encryption and .7
claims Mtorene that even computer networks giant may not break

encrypted, which is when it is installed on the device the user is forced to
activate the security features (such as Master Basord) and another secret

number to enter the program, also contains features (additional
documentation) so make sure you're already right the other end spoke, and

.he does not talk to you or another person under duress

(s02.justpaste.it/files/justpaste/d224/a9161498/pqchat.jpg//)

It is currently available only to the owners of the iPhone and can be
downloaded from here

. ((https://itunes.apple.com/us/app/pqchat/id871584056?mt=8

 

application Sicher: German came in response to the American spy .8
expanded by the NSA to Germany from Msthartha Merkel to the smallest

citizen where, uses encryption mainly protects privacy, and has many
features and moves the files and images are encrypted and can delete what

.has to share control

http://s02.justpaste.it/files/justpaste/d224/a9161498/pqchat.jpg
https://itunes.apple.com/us/app/pqchat/id871584056?mt=8
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s02.justpaste.it/files/justpaste/d224/a9161498/sicher-privacy-chat-app-//)
(iphone.png

 

Available for iPhone devices from
.(https://itunes.apple.com/us/app/sicher/id840809344?mt=8)here

And is available for Android devices from
(https://play.google.com/store/apps/details?

.id=de.shapeservices.sicher&hl=en)here

Use iMessage service subsidiary of Apple, which is encrypted service .9
(end to end) and secure and can not be for governments and corporate

communications, even for Apple, monitoring and eavesdropping on them,
and said so in dealing with law enforcement agencies

(https://www.apple.com/legal/more-resources/law-enforcement/)guide, but
the service is limited to only Apple products, and when attention must be

activated to close the property (retransmission Pal SMS when the failure of
.the iMessage) where the SMS messages that exposed and control

http://s02.justpaste.it/files/justpaste/d224/a9161498/sicher-privacy-chat-app-iphone.png
https://itunes.apple.com/us/app/sicher/id840809344?mt=8
https://play.google.com/store/apps/details?id=de.shapeservices.sicher&hl=en
https://www.apple.com/legal/more-resources/law-enforcement/
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(s04.justpaste.it/files/justpaste/d224/a9161498/imessage-security.jpg//)

Several cyber security in voice communication Safe
- :Encrypted VOIP

The voice communication from more types of communication effectiveness
and speed and is often used activists or the public program such as Viber

and Tango and two two Israelis and Tango unencrypted originally, but
should not you use them, the people and is also used heavily service

programs Skype Skype which is encrypted for local governments but not for
US intelligence Russian, Chinese, Israeli, as many of the reports showed, as

he has been added Synchronization Services for the talks in which the
written posing a risk, as it stores the talks at Microsoft and in devices
without encryption, so it is not recommended are advised to use the

- :following alternatives

http://s04.justpaste.it/files/justpaste/d224/a9161498/imessage-security.jpg
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Linphone program is open source application provides secure -1
communication and written and audio encoder is excellent and does not

depend on the phone number, but on the "user" that you create to run the
program time and record your own account name, but you must pay

attention that you have access to the settings and activate the option SRTP
.which activate to encrypt video and audio in the talks

s04.justpaste.it/files/justpaste/d224/a9161498/creation-logotype-//)
(linphone.png

The application works on all platforms such as iPhone, Android and
windows and Linux giving you complete freedom to choose

To download the application for the iPhone from here
((https://itunes.apple.com/en/app/linphone/id360065638?mt=8

To download the application for Android from here
((https://play.google.com/store/apps/details?id=org.linphone&hl=en

The application IO Swisscom: a Swiss application terrific audio and .2
written for talks like Pal Viber and Tango, but the entire sound using SRTP

techniques and can not spy on the voice in which your conversations
encrypted, also contains a written talks encrypted as well, based on the

http://s04.justpaste.it/files/justpaste/d224/a9161498/creation-logotype-linphone.png
https://itunes.apple.com/en/app/linphone/id360065638?mt=8
https://play.google.com/store/apps/details?id=org.linphone&hl=en
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phone number in the activation and synchronization of communication and
easy views Use all Sarfrath in Switzerland, which is famous in the Arab

.world

(s02.justpaste.it/files/justpaste/d224/a9161498/io-swisscom.jpg//)

To download the application for the iPhone from
(https://itunes.apple.com/ch/app/io-free-phone-calls-chats/id649895248?

.l=en&mt=8)here

To download the application for Android from
(https://play.google.com/store/apps/details?

.id=com.swisscom.io&hl=en)here

The application and services company Silent Circle .3
(https://silentcircle.com/) safe and highly encrypted, but the involvement

and monthly parties must possess the program, which is effective, fast and
safe, and consists of three applications they Silent Phone and Silent Text

.and Silent Contacts

http://s02.justpaste.it/files/justpaste/d224/a9161498/io-swisscom.jpg
https://itunes.apple.com/ch/app/io-free-phone-calls-chats/id649895248?l=en&mt=8
https://play.google.com/store/apps/details?id=com.swisscom.io&hl=en
https://silentcircle.com/
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(s02.justpaste.it/files/justpaste/d224/a9161498/silent-circle1.jpg//)

For download for the iPhone from here
((https://itunes.apple.com/us/app/silent-phone/id554269204?mt=8

For download for Android from here
((https://play.google.com/store/apps/developer?id=Silent+Circle&hl=en

The application RedPhone: It is open source and fully encrypted .3
application uses encryption ZRTP and works on the Android system only at

the present time, the production company and sounding Systems is
(https://whispersystems.org/) a group of activists in the area of privacy and

.information security

http://s02.justpaste.it/files/justpaste/d224/a9161498/silent-circle1.jpg
https://itunes.apple.com/us/app/silent-phone/id554269204?mt=8
https://play.google.com/store/apps/developer?id=Silent+Circle&hl=en
https://whispersystems.org/
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(s02.justpaste.it/files/justpaste/d224/a9161498/redphone.png//)

For download for Android from (https://play.google.com/store/apps/details?
.id=org.thoughtcrime.redphone&hl=en)here

Updated: it was announced from the developer team Day 07/30/2014 m 
from the launch of Signal Service for encrypted communications Encrypted
VOIP for the iPhone and it works identical to work with the application has

.RedPhone Balondroed

The application of Signal: It is the application of secure communication .4
Encrypted VOIP established company Whisper

(https://whispersystems.org/)Systems, a subsidiary of a group of activists in
the area of privacy and information security, and application specific

Balaifun and works identical to those application has Redphone of the same
company, which provides a secure communications and encrypted encrypts

.ZRTP Non-Negotiable spy, which it is free and open source

http://s02.justpaste.it/files/justpaste/d224/a9161498/redphone.png
https://play.google.com/store/apps/details?id=org.thoughtcrime.redphone&hl=en
https://whispersystems.org/
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(s04.justpaste.it/files/justpaste/d224/a9161498/signal-screen1.jpg//)

To download the application for the iPhone from
.(https://itunes.apple.com/app/id874139669)here

Use FaceTime services for Apple computers, whether audio or video .5
(FaceTime Audio / FaceTime Video), a safe and encrypted (end to end) and

used for ordinary people or reporters and the media better than using
normal communication that by the GSM where they control often, Elvis Time

is safe and encrypted so that it can not telecommunications, Internet and
security monitoring companies, said Apple evidenced Company (rules

dealing with the forces of law enforcement)
(https://www.apple.com/legal/more-resources/law-enforcement/) that it can

not provide the American justice calls or the content of the talks because
.they do not have authority over her

 

:Several mail security in the cloud storage for files

http://s04.justpaste.it/files/justpaste/d224/a9161498/signal-screen1.jpg
https://itunes.apple.com/app/id874139669
https://www.apple.com/legal/more-resources/law-enforcement/
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It uses a lot Services "Alclaud" or cloud services to store their files and
photographs or make a backup copy of important and non-important files,

and perhaps the most popular service in this area is a service Dropbox Drop
Box, which joined Condoleezza Rice of the Council of your managed

recently and is known to fight for privacy and support the absolute spy mail
, so Adraor Snowden advised not to use the service and considered it

.dangerous to personal security and privacy

Here we put alternative and safe services and less than the paths of Xbox in
.terms of space and features but much better ones

MEGA Service: cloud storage is very safe and free service offer space 50 -1
gigabytes free and encrypts files during transmission and while stored in the

servers of service. Service provides programs for Windows also offers
programs for smartphones, Android and iPhone, and its owner is known to

.protect privacy and support Wikileaks

(s02.justpaste.it/files/justpaste/d224/a9161498/mega-logo.png//)

To download the software in the Android system from here
(https://play.google.com/store/apps/details?

(id=com.flyingottersoftware.mega&hl=en

To download the software in the iPhone from here
((https://itunes.apple.com/us/app/mega/id706857885?mt=8

(/To register and open an account from here (https://mega.co.nz

http://s02.justpaste.it/files/justpaste/d224/a9161498/mega-logo.png
https://play.google.com/store/apps/details?id=com.flyingottersoftware.mega&hl=en
https://itunes.apple.com/us/app/mega/id706857885?mt=8
https://mega.co.nz/
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SpiderOak service: cloud storage service encrypted very high -2
encryption keep confidential files where no one can not company

employees see the contents of your files

(s04.justpaste.it/files/justpaste/d224/a9161498/spideroak-08e63.png//)

To download the software in the Android from here
(https://play.google.com/store/apps/details?

(id=com.spideroak.android&hl=en

To download the software in the iPhone from here
((https://itunes.apple.com/us/app/spideroak/id360584371?mt=8

(/To register and open an account from here (https://spideroak.com/signup

SugarSync service: service to store simple and easy to use files and -3
provide programs for smartphones, Android and iPhone, this service driven.

Area can be rented at a price of almost $ 7 a month

(s04.justpaste.it/files/justpaste/d224/a9161498/sugarsync-logo.png//)

For download in the Android from here

http://s04.justpaste.it/files/justpaste/d224/a9161498/spideroak-08e63.png
https://play.google.com/store/apps/details?id=com.spideroak.android&hl=en
https://itunes.apple.com/us/app/spideroak/id360584371?mt=8
https://spideroak.com/signup/
http://s04.justpaste.it/files/justpaste/d224/a9161498/sugarsync-logo.png
https://play.google.com/store/apps/details?id=com.sharpcast.sugarsync&hl=en
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(https://play.google.com/store/apps/details?
(id=com.sharpcast.sugarsync&hl=en

For download in the iPhone from here
((https://itunes.apple.com/en/app/sugarsync/id288491637?mt=8

Copy.com service: service to store encrypted files Zhaaba provides 15 -4 
gigabytes free. Keep confidential and protect your files and protects your

privacy. Programs for almost all systems provide

s02.justpaste.it/files/justpaste/d224/a9161498/copy-backups-y-//)
(sincronizacic3b.png

To download the software in the Android from here
((https://play.google.com/store/apps/details?id=com.copy&hl=en

To download the software in the iPhone from here
((https://itunes.apple.com/us/app/copy-for-ios/id546789632?mt=8

For download in the Windows or Mac system from here
(/(https://www.copy.com/install

You should always be cautious and find out ways spies and hackers
and avoided Saybrkov has published a special report entitled so (and
(https://blog.cyberkov.com/?p=971)face-to-face with spies Damascus |

How to Syrian intelligence electronic rhythm Internet activists?)
(https://blog.cyberkov.com/?p=971) Fradjah

This short guide ask God's faithfulness in it, and we hope to be  
published and participation on a wider scale, and we will endeavor to

provide Saybrkov in similar topics in more detail in the future

The God of the intent behind and above all a science education

Khaled from Gaza

https://play.google.com/store/apps/details?id=com.sharpcast.sugarsync&hl=en
https://itunes.apple.com/en/app/sugarsync/id288491637?mt=8
http://s02.justpaste.it/files/justpaste/d224/a9161498/copy-backups-y-sincronizacic3b.png
https://play.google.com/store/apps/details?id=com.copy&hl=en
https://itunes.apple.com/us/app/copy-for-ios/id546789632?mt=8
https://www.copy.com/install/
https://blog.cyberkov.com/?p=971
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