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About Me

6

• Consulting Systems Engineer

• OPNET, Riverbed, Piston Cloud Computing

• Cycling, Scuba Diving, Traveling

• @rivimont
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• What is Cisco Umbrella?

• Making Sense of Big Data

• Real-World Threat Campaigns

• Putting it into Action

• Q&A
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Cisco Webex Teams 

Questions? 
Use Cisco Webex Teams (formerly Cisco Spark) 
to chat with the speaker after the session

Find this session in the Cisco Events Mobile App

Click “Join the Discussion”

Install Webex Teams or go directly to the team space

Enter messages/questions in the team space

How

1

2

3

4

8

cs.co/ciscolivebot#BRKSEC-2049

BRKSEC-2049
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DNS is the Critical Lifeline of the Network

9BRKSEC-2049

Every Possible Device All Network Architectures All Operating Systems
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What happens when you visit a single site?

10BRKSEC-2049

CNN[.]COM:

26 Domains

39 Hosts

171 Objects

557 Connections

68%
of organizations 

don’t monitor 

DNS 
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Remote

sites

Enterprise 

location B
Internal Windows 

DNS server

Enterprise 

location C
Internal BIND server

Using a Single Global 
Recursive DNS Service

11BRKSEC-2049

Benefits

Global internet activity visibility

Network security w/o adding latency

Consistent policy enforcement

Internet-wide cloud app visibility

Enterprise 

location A
Internal InfoBlox 

appliance
Home 

users

Roaming 

laptops

ISP2

ISP1

ISP3

ISP?

ISP?

ISP?

Recursive DNS for internet domains 

Authoritative DNS for intranet domains 
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3rd Party Validation 
www.dnsperf.com  Public DNS Resolvers

• 1.1.1.1 isn’t doing any 

blocking or applying 

policies

• Provide free visibility!

BRKSEC-2049 12

Source: ThousandEyes Global DNS Performance Benchmark Report

http://www.dnsperf.com/
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Simplest Security Deployment on the Planet
Point external DNS traffic to Umbrella

13

Network Deployment

BRKSEC-2049

DNS

208.67.222.222
208.67.220.220

2620:119:35::35 
2620:119:53::53 

Provision DNS 
or DHCP servers

Provision corporate 
and guest wireless APs 

Any device Any owner
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Enterprise-wide deployment in minutes

14

Existing

DNS/DHCP 
servers, 

Wi-Fi APs

Simple config

change to 

redirect DNS

ISR4K WLC

Network footprint

 Provisioning and policies per VLAN/SSID; 

tags for granular filtering and reporting

 Out-of-the-box integration 

(Umbrella virtual appliance also available)

Meraki 
MR/MX

Endpoint footprint

Granular filtering and 

reporting on & off-network 

(Umbrella roaming client 

also available)

AnyConnect 
roaming 
module

Cisco Security 
Connector 

vEdge
(future)

BRKSEC-2049
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Cisco Umbrella
Cloud security platform 

15BRKSEC-2049

Built into the foundation of the internet

Intelligence to see attacks before launched 

Visibility and protection everywhere

Enterprise-wide deployment in minutes

Integrations to amplify existing investments

Malware

C2 Callbacks

Phishing

208.67.222.222(P) 
208.67.220.220(S)
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WE TAKE IMMEDIATE ACTION

UMBRELLA
Enforcement & Visibility
Network security service that 
blocks Internet activity 
attributed to domains. And 
retain all DNS logs for as long 
as required

INVESTIGATE
Intelligence & Enrichment
Live graph of global DNS 
requests and contextual data 
Features our passive DNSDB

logs

YOU CURATE & CORRELATE

context 
context 

on 
domains, 
IPs, or 
ASNs

domains

CUSTOM

IN-HOUSE

SYSTEMS

INTERNAL 
SERVERS

logs

SECURITY INCIDENT & 
EVENT MANAGEMENT

YOUR
SCRIPTS

Customer

Integral Part of Your Security Platform

16BRKSEC-2049
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• What is Cisco Umbrella?

• Making Sense of Big Data

• Real-World Threat Campaigns

• Putting it into Action

• Q&A
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Global Network System 
Statistics
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Global Activity

19BRKSEC-2049

Source: http://system.opendns.com

http://system.opendns.com/
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Big Data > Vast Data = Unique Perspective

20BRKSEC-2049

160B
requests 
per day

15K
enterprise 
customers

90M
daily active 

users

160+
countries
worldwide

DNS Requests Daily Active 
Users

Enterprises Countries

BRKSEC-2049



91.223.89.201
AS197569

Our View of the Internet
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Authoritative DNS logs

Used to find:

 Newly staged infrastructures

 Malicious domains, IPs, ASNs

 DNS hijacking

 Fast flux domains

 Related domains

User request patterns

Used to detect:

 Compromised systems

 Command and control callbacks

 Malware and phishing attempts

 Algorithm-generated domains

 Domain co-occurrences

 Newly registered domains

Gathering Intelligence at the DNS Layer

22BRKSEC-2049

Any device

Recursive DNS

root

com.

domain.com.

Authoritative DNS
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Guilt by inference

 Co-occurrence model

 Geo-Location model

 Secure Rank model

Guilt by association

 Predictive IP Space Modeling

 Passive DNS and WHOIS 

Correlation

Patterns of guilt

 Spike Rank model

 Natural Language 

Processing Rank model

 Live DGA Detection  

2M+ live events per second 

11B+ historical events 

Statistical Models

23BRKSEC-2049
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a.com b.com c.com x.com d.com e.com f.com

time - time +

Co-occurrence of domains means that a statistically significant number of identities 

have requested both domains consecutively in a short timeframe

Possible malicious domain Possible malicious domain

Known malicious domain 

Co-occurrence Model
Domains guilty by inference

25BRKSEC-2049
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The Co-Occurrence Probability Distribution Function

• The histogram of |ti(c)−tj(c)| for all 
clients and all pairs of malicious 
domains (i,j) appears to be gamma 
distributed.

• This allows to calculate the probability 
that two malicious domains are related. 

• The Co-Occurrence is the sum of this 
probability for all the possible clients 
connecting to both domains.

• The model is normalized to take into 
account “legitimate co-occurrences”

• (e.g google-analytics).

26BRKSEC-2049

https://umbrella.cisco.com/blog/2013/07/24/co-occurrences/
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What do these applications have in common?

27BRKSEC-2049
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Spike Rank Model

28BRKSEC-2049

Patterns of guilt 

y.com

DAYS

D
N

S
 R

E
Q

U
E

S
T

SMassive amount 

of DNS request 

volume data is 

gathered and 

analyzed

DNS request volume matches known 

exploit kit pattern and predicts future attack

DGA MALWARE EXPLOIT KIT PHISHING

y.com is blocked before 

it can launch full attack 
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1.1.1.1

3.3.3.3

2.2.2.2

Predictive IP Space Monitoring 
Guilt by association

29BRKSEC-2049

Pinpoint suspicious domains, 
and observe their IP’s 
fingerprint 

Identify other IPs (hosted on the 
same server) that share the 
same  fingerprint 

Block those IPs and their 
malicious domains

DOMAIN

209.67.132.476
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Host Infrastructure
Location of the server 

IP addresses mapped to domain

Hosted across 28+ countries

DNS Requesters
Location of the network and off-network device 

IP addresses requesting the domain

Only US-based customers 
requesting a .RU TLD

IP Geo-location Analysis

30BRKSEC-2049
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Live DGA Prediction
Automated at an unparalleled scale

31BRKSEC-2049

Predict 100,000s 

of future domains

Combine newly-identified 

configs with DGA to identity 

C2 domains continuously

+

DGA

Configs

b.com

c.com, d.com, …

Automate reverse 

engineering

Combine C2 domain pairs 

and known DGA to identify 

unknown configs

Configs

a.com b.com

DGA

+

Live DNS 

log stream

Identify millions of domains, 

many used by DGAs 

and unregistered 

a1.com

a2.com

b1.com

c2.com

Automate blocking 

pool of C2 domains

Used by thousands of 

malicious samples now 

and in the future

fgpxmvlsxpsp.me[.]uk 

beuvgwyhityq[.]info

gboondmihxgc.com 

pwbbjkwnkstp[.]com 

bggwbijqjckk[.]me

yehjvoowwtdh.com 

ctwnyxmbreev[.]com 

upybsnuuvcye[.]net

quymxcbsjbhh.info 

vgqoosgpmmur.it
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Sender Rank Model: 
Predict Domains Related to Spammers

32BRKSEC-2049

Identify queries to spam 

reputation services
Our 90M+ users leverage email 

reputation services check for 

spam; we see requests made to 

check domains found in emails

MAIL SERVERS 

REPUTATION SERVICES

a.spam.ru.  checkspam.com

b.spam.ru.  checkspam.com

Domain 

of service

Domain 

of sender

Model aggregates hourly 

graphs per domain
Short bursts of 1000s of 

“Hailstorm” spam uses many 

FQDNs, e.g. subdomains, to 

hide from reputation services

a.spam.ru

…

b.spam.ru

z.spam.ru

spam.ru

suspect 

domain

identified

Model identifies owners 

of “Hailstorm” domains
After confirmation, query 

WHOIS records to get 

registrant of sender domain

?

?

?

Type of domain

Domain popularity

Historical activity

Confirm “Hailstorm” 

domain

check 

behavior 

patterns

Block 10,000s of domains 

before new attacks happen
Attackers often register more 

domains to embed links in phishing 

or C2 callbacks in malware

badguy

Model automatically places 

registrants on a watch list

New domains registered 

at a future time

Model automatically 

verifies new domains

New malicious domain 

blocked by Umbrella
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1. Any user (free or paid) requests the domain1

2. Every minute, we sample from our streaming DNS logs.

3. Check if domain was seen before & if whitelisted2.

4. If not, add to category, and within minutes, DNS resolvers are updated globally.

Domains 

used in 

an attack.

Umbrella’s Auto-

WHOIS model 

may predict as 

malicious.

Attackers 

register 

domains.

Before expiration3, 

if any user requests 

this domain, it’s 

logged or blocked 

as newly seen.

Later, Umbrella 

statistical models 

or reputation 

systems identify 

as malicious.

Newly Seen Domains Category 
Reduces Risk of the Unknown

33BRKSEC-2049

EVENTS
1. May have predictively blocked it already, and 

likely the first requestor was a free user. 

2. E.g. domain generated for CDN service.

3. Usually 24 hours, but modified for best results, as needed.

Reputation 

systems
protected

Cisco

Umbrella

24 HOURS

protected

DAYS TO WEEKS

not yet a threat

not yet a threat

unprotected 

potentially

unprotected 

MINUTES



Investigate Demo
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Compromised Site

Ad Net. Publisher Staged Site (Ad)

Victim

Malvertising

Compromised Site

EK Server

Gets lander 

(proxy)

Step 

1.

Exploit Kits

35BRKSEC-2049



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Visitors

Publishers

Ad Networks Ad 
Exchanges

DSPs

Ad Agencies

Ad Servers

What is Malvertising?

36BRKSEC-2049
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Compromised Ad Net.

User visits 

publisher site

Publisher site includes ad network javascript

Ad network fingerprints and sends user to 

malvertisement

Examples:

• Tech support scam

• Rig Exploit Kit

• Fake flash/java update

Publisher Site

Compromised Ad Net.

Ad Campaign Flow

38BRKSEC-2049
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Tech Support Scams
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Fake Flash and Java Updates
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Filtering on non-residential IP Address
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Known 

Keywords

UnKnown 

Keywords

safe

build

click

content

free

apple

Synonyms

Typos

?

Consider the Almighty Regex Keywords

43BRKSEC-2049
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contentfreeandsafe4update

Trigram host name

{‘con’, ‘ont’, ‘nte’, ‘ten’, ‘ent’, …, ‘ate’}

MinHash

LSH

Shingling Fake Flash and Java Update

44BRKSEC-2049
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contentfreeandforupdate

content4freeandsafeupdate

3 domains with a 

lot of shingles in 

common

contentfreeandsafe4update

andcon tent fre saf dat

Locality Sensitive Hashing Fake Hash

45BRKSEC-2049
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cluster_1:

goodnewcontentssafe.download

goodnewfreecontentsload.date

goodnewfreecontentall.trade

...

cluster_2:

call-mlcrosoftnw-err81711102.win

call-mlcrosoftnw-err99817109.win

call-mlcrosoftnw-err81711101.win

...

cluster_3:

artificialintelligencesweden.se

artificialintelligencechip.com

artificialintelligence.net.cm

...

cluster_4:

mkto-sj220048.com

mkto-sj220146.com

mkto-sj220162.com

...

Fake Flash and Java Update Lexical Clustering

46BRKSEC-2049
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Simple Flask App Dashboard

47BRKSEC-2049



Malvertising Demo



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Result = Unrivalled Efficacy

50BRKSEC-2049

3M+
daily new 

domain names 

Discover

60K+
daily malicious 

destinations

Identify

7M+
malicious destinations 
while resolving DNS

Enforce



Agenda

© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Public 51

• What is Cisco Umbrella?

• Making Sense of Big Data

• Real-World Threat Campaigns

• Putting it into Action

• Q&A

BRKSEC-2049
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Alex BPH harvests 
a variety of toxic 
content

• Malware

• Ransomware

• Phishing 

• Crimeware forums

• Credit card dump shops

52BRKSEC-2049



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Public

!

Phishing email sent from 
delta@performanceair.com

myhearthstonehomes.org
ourrealtyguy.info
ourrealtyguy.org
ourrealtyguy.us
package2china.com

Malicious word doc 
drops Hancitor

1 2 3

4 Hancitor makes C2 call 
to domains for trojans 

uneventrendi.com
ketofonerof.ru
thettertrefbab.ru

56 Trojans (Pony, Evil Pony, 
Zloader) make C2 call for extra 
malware or functionality

mebelucci.com.ua
uneventrendi.com
lycasofrep.com
rinbetarrab.com

Infection on device and 
positioned for data extraction

Path of malspam attack
Phishing

53BRKSEC-2049

Victims click on 
malicious URLs
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Malicious 
malspam
campaign

54BRKSEC-2049

Reference: hazmalware.wordpress.com

Maldoc
URL

hxxp://myhearthstonehomes[.]org/i.php?d=

!
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August 30: Peak of malicious redirect 

55BRKSEC-2049
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Insight into the IP network

56BRKSEC-2049
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An AWS IP abused by Alex’ BPH 
and offered to criminal customers 
to host malspam attack domains

57BRKSEC-2049
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Known malicious domains on the same IP 

58BRKSEC-2049
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Insight into ‘heymamaradio.com’ 
malicious IP hosting

60BRKSEC-2049

Domain is a compromised domain used for malspam attacks. IPs in green are the legitimate registrar’s initial 
hosting IPs. IPs in red are all criminal hosting IPs offered by the bulletproof hosting provider. IPs in purple 
(subset of the red set) are AWS IPs and are part of the criminal hosting IP space operated by the BPH provider. 
The BPH provider abuses AWS IPs and offers them as hosting space to his criminal customers.
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Alex

Overarching patterns across 
a dozen malspam campaigns

61BRKSEC-2049

Campaign 1

performanceair.com

myhearthstonehomes.org

thettertrefbab.ru

mebelucci.com.ua

uneventrendi.com

lycasofrep.com

Malspam

Spoofed 
sender 
domain

Phishing

Hancitor C2

Pony C2

EvilPony C2

Zloader C2

Campaign 2

uspackagers.com

downetwpnj.net

Hedtfortedlet.ru

crabbiesfruits.com

orcateheck.com

rebjusjohed.com

BPH 2
Dedicated 
small time 
BPH and 
abused 
hosters

Phishing urls
are hosted 
on AWS 
cloud 
services



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cryptocurrency’s Meteoric Rise

62BRKSEC-2049

• In less than one year we saw 
the crypto market cap go 
from 26B to north of 835B

• The crypto market is going 
mainstream, but it is still in 
the wild west stage

• Under regulated, highly 
volatile, and full of malicious 
actors looking to score it big 
and stay anonymous 

Source: coinmarketcap.com
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Cryptomining Volume Across Resolvers

63BRKSEC-2049
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Crypto Phishing and Scams

64BRKSEC-2049

We’re giving away ETH! 
Just send me 0.2 ETH and 
I’ll send you back 2 ETH. 
Send me your crypto to the 
address below…

Crypto exchange phishing sites are on the rise and they 
are using advertisements on search engines to lure 
people into giving up their credentials
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Crypto Phishing

65BRKSEC-2049

www.bivnance.com  =  www.binance.com Right?

http://www.bivnance.com https://www.binance.com
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http://www.bivnance.com 

Crypto Phishing

66BRKSEC-2049

www.bivnance.com login looks legitimate Right?

http://www.bivnance.com 
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Crypto Phishing

67BRKSEC-2049

What do we know about 
www.bivnance.com?
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Crypto Phishing

68BRKSEC-2049

What else is 
black13@unseen.is 

after?

Maybe all of your 
ERC20 tokens… 



Demo
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• What is Cisco Umbrella?

• Making Sense of Big Data

• Real-World Threat Campaigns

• Putting it into Action

• Q&A
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WE TAKE IMMEDIATE ACTION

UMBRELLA
Enforcement & Visibility
Network security service that 
blocks Internet activity 
attributed to domains. And 
retain all DNS logs for as long 
as required

INVESTIGATE
Intelligence & Enrichment
Live graph of global DNS 
requests and contextual data 
Features our passive DNSDB

logs

YOU CURATE & CORRELATE

context 
context 

on 
domains, 
IPs, or 
ASNs

domains

CUSTOM

IN-HOUSE

SYSTEMS

INTERNAL 
SERVERS

logs

SECURITY INCIDENT & 
EVENT MANAGEMENT

YOUR
SCRIPTS

Customer

Rich API Integration with In-house Systems

71BRKSEC-2049



Demo
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Capture The Flag – Advanced Threats

73

• Become a Better Defender by gaining hands-on experience 
with:

• Real-world attack techniques 

• Threat investigation strategies

• Walk-In Game in THE HUB (Monday to Friday)

• Solve Challenges to Win Prizes

• Search for LTRSEC-2016 in the Sessions Catalogue in the   
Cisco Live App

#CiscoSecurityCTF #CTF
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Resources

74BRKSEC-2049

• Umbrella Blog – Researchers posting research: 
https://umbrella.cisco.com/blog

• Talos Intelligence Blog – http://blog.talosintelligence.com

• OpenGraphiti – Free 3D graphic tool: http://www.opengraphiti.com

• OpenGraphiti Miner Github: https://github.com/opendns/og-miner
• You need an Investigate API key

• Umbrella Free Account: http://signup.umbrella.com You need to get your 
Cisco team to convert that to include Investigate with API access

https://umbrella.cisco.com/blog
http://blog.talosintelligence.com/
http://www.opengraphiti.com/
https://github.com/opendns/og-miner
http://signup.umbrella.com/
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Start protecting in minutes

Sign up1

2 Point Your DNS

3 Done

Go Try Umbrella!

75BRKSEC-2049

Easiest Proof Of Value

How effective is this 
solution?

1

2 How does it compare (or add) to my 
current security stack

3 Does it deliver great time-to-value?
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Actions

76BRKSEC-2049

If there is one action you can take away with 
you today is to go online and subscribe to a 
FREE 14 day trial with Cisco Umbrella using the 
following link:

https://signup.umbrella.com
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• What is Cisco Umbrella?

• Making Sense of Big Data

• Real-World Threat Campaigns

• Putting it into Action

• Q&A
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Q&A

78BRKSEC-2049
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Don’t forget: Cisco Live sessions will be available for viewing 
on demand after the event at ciscolive.cisco.com

• Please complete your Online Session 
Survey after each session

• Complete 4 Session Surveys & the Overall 
Conference Survey (available from 
Thursday) to receive your Cisco Live T-
shirt

• All surveys can be completed via the Cisco 
Events Mobile App or the Communication 
Stations

Complete your online 
session survey

80BRKSEC-2049
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Demos in 
the Cisco 
Showcase

Walk-in 
self-paced 

labs

Meet the 
engineer 

1:1 
meetings

Related 
sessions

Continue Your Education

81BRKSEC-2049



Thank you
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Actions
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If there is one action you can take away with 
you today is to go online and subscribe to a 
FREE 14 day trial with Cisco Umbrella using the 
following link:

https://signup.umbrella.com




