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Technical Notes

 Audio
There should be music to hear. 
If the audio transmission over the Internet is not working, ask for the participation in a conference call. 
Contact the "host" in the "chat" window.

 Screen 
Disable your screen saver.

 Feedback & communication 
Open and review the "chat" window to get all organizational messages of the "hosts". 
Use the "chat" window to the "host" to contact all organizational WebEx and transfer requests or disturbances. 
Use the "Q & A" window instead of the "chat" window for substantive questions about the webinar. 
Ask your questions at "All Panelists". Questions are answered online during and after the presentation.

 Slides & Presentation 
Within 1-2 days after the webinar, you will receive a link to the presentation slides and additional information. 
After the webinar a link will guide you to a feedback form. 
We are looking forward to receiving your feedback to continuously improve our services.

Welcome to the Webinar

Functional Safety 
with ISO 26262  
Webinar Part 1, Principles and Practice
Speakers: Dr. Christof Ebert, Dr. Arnulf Braatz
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Vector Worldwide

North America
Detroit

75 employees

France
Paris

12 employees

Germany
Stuttgart, Brunswick, Hamburg, 
Karlsruhe, Munich, Regensburg
971 employees

Japan
Tokyo, Nagoya
82 employees

Korea
Seoul
30 employees

Scandinavia
Gothenburg
20 employees

China
Shanghai
31 employees

India
Pune
9 employees

Great Britain
Birmingham

14 employees

Vector Group
1,257 employees
Date: Dec. 2013

Austria
Vienna

6 employees

Italy
Milano

6 employees

Brazil
São Paulo
1 employee

Vector Consulting Services
Worldwide 
14 employees
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Challenges in 2014 – Results from Vector Client Survey

Innovation

Efficiency
improvement

Flexibility

Distributed
development

Infrastructure

Big data

Cost reduction

Standardization

Robust products

Reuse

Others
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Important for
own responsibility

Important for
own industry

Vector client survey 2014. Details at: www.vector.com/trends-2014
Sum > 100% because 3 answers per question were allowed

Survey results: Four clear focus areas
 Efficiency improvement  Robust products 

 Cost reduction  Innovation
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Vector Consulting Services – Business Field

Performance improvement in product development

Solutions for our clients
Crisis and Interim

management
Efficiency

improvement
System-, HW-, SW-

engineering

Change
management

Functional safety,
CMMI, SPICE

Distributed 
development

Consulting

Engineering Management Change
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Industry Diversification

Energy & Environment

Automotive Aviation & Defense IT

Railway & Transportation Medical & Health
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Vector – Complete Safety Solution Portfolio

 Providing software components and platforms, such as MICROSAR Safe
 Facilitating safety analyses, e.g. HARA, FMEA, FMEDA, reviews
 Developing and reviewing safety concepts

Safety Engineering (Examples)

 Provisioning (interim) safety managers
 Performing safety audits and supplier safety audits

Safety Management (Examples)

 Introducing ISO 26262, starting with analysis of the current state, 
including technical and process measures and building up safety culture 

 Training und coaching for functional safety, sustainable safety culture
 Implementing consistent tool support, such as PREEvision

Introduction of Safety Processes (Examples)
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Vector Consulting Services – ISO 26262 Customers
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Functional Safety – Recent Call-Backs

Problem with automatic 
gear control:

Gear is unintentionally 
switched to neutral

American OEM, 2013

Problems with acceleration: 
Car unintentionally 

accelerates thus causing 
personal damage

Japanese OEM, 2013

Many incidents  Risk of liability

Source: autoservicepraxis.de
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Functional Safety: Broad Exposure

Exposure of almost many E/E functions  Risk of liability

Airbag

Delayed deployment after 
crash detection

ESP

Unintended, single-sided 
brake effect on straight lane

Electronic Park Brake

Unintended activation in 
motion

Collision Avoidance

Acceleration instead of 
deceleration in traffic
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Functional Safety – Mandatory Standard

 ISO 26262 is an „International Standard” for the automotive 
industry, based on the generic safety standard IEC 61508

 Functional safety is considered critical to product liability

 OEMs demand fulfilling the standard from their suppliers

 Mature development processes (e.g. SPICE L3, CMMI ML3) 
facilitate implementing ISO 26262

International StandardFinal Draft Approval

November 2011April 2011

…

Not yet integrated to product life-cycle  Risk of falling short
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Functional Safety – Wide Impact

Wide impact on entire life-cycle  Risk of gaps and inconsistencies

Project
Management

Requirements
Management

Supplier
Management

Quality
Management

Configuration
Management

Idea

System
Req. Analysis

Component
Test

System
Test

System
Design

Component
Req. Analysis

Component
Implementation

System
Integration

Component
Integration

Component
DesignManagement Activity

Engineering Activity

Affected by ISO 26262

OEM

Supplier
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Functional Safety – Many Methods

Many methods and techniques  Risk of uninformed usage

1 Fault prevention
 Guidelines
 Processes

2 Fault detection
 Code analysis
 Review, Test

3 Fault tolerance
 Redundant design
 Memory protection

4 Failure prevention
 Redundant Shut-off
 Fail-safe concepts

Fault

Failure

Error

Fault

Failure

Error

Fault

Failure

Error

System layer

Hazard

1 X
2 X 3 X

4 X

Cause of the error, 
e.g. code mistake

Inability to perform 
the required function 

as specified

Incorrect state that 
may lead to a failure 

Ef
fe

ct
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Functional Safety – Complex Standard

10 Parts

43 Chapters

100 work products

180 engineering methods

500 pages

600 requirements

Complex standard  Risk of overheads and bureaucracy

Source: ISO 26262
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Scope of ISO 26262

 Systems with safety-related functions,

 realized in E/E systems (e.g. control unit).

 Common passenger cars.

 Series production.

 < 3,5 t.

[…]

Source: ISO 26262-1:2011
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How?

 What is „safe“? Conform to current
state-of-the-art of science and technology

Why? 

 Trust in products (i.e. contractual liability)

 Moral commitment: „The prevention of accidents must not only 
be considered as a regulation by law, but as a matter of human 
commitment and economic reason.”

- Werner von Siemens -

 Legal obligation – Product liability, Manufacturer's liability

Develop Safe Products

Publications
Conference Articles
Competitor Analysis

Standards
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The Question of Liability

Product Liability

A product, that is put in 
service, must provide the 
level of safety which can be 
expected by general public.

Manufacturer's liability is 
excluded, if a failure can not 
be detected using current 
state of science and 
technology at the time the 
manufacturer put the product 
into market.

Idea

Manufacturer's Liability 

The manufacturer has to organize 
the company in a way that design, 
production and documentation 
faults are eliminated or detected by 
checks.

Reversal of Evidence

The manufacturer has to show that 
he is not responsible for a fault.
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Legal Liability

 Standards are the lower limit of the state of the art of science and 
technology. 

 ISO 26262 is published and thus part of the state of the art of 
science and technology.

 Maturity models, like CMMI and SPICE, are also part of the state of 
the art of science and technology.

 Their application is therefore expected.

State of the art of 
science and technology

Standards: Laws, statutory provisions, 
nongovernmental standards

ISO 26262

Maturity models
e.g. CMMI, SPICE
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A Structured Approach

Management

Development

Supporting Processes

Source: ISO 26262-1:2011



© 2014 . Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V 1.0. 2014-04-25.

22/40

Basic Concept of ISO 26262: Risk Classification by „ASIL“

Residual
Risk

Tolerated
Risk

Risk by
add. Function

QM DA IntegrityB

vgl. IEC 61508:2010

C

SR = x

Risk Severity

ASIL

Automotive Safety Integrity Level

(= required integrity of a function)

PIPCPE xx
Exposure Controllability Integrity

Probability

S: Severity
E: Exposure
C: Controllability
I: necessary Integrity
QM: Quality Management
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Development – Determination of ASIL

Source: ISO 26262-3:2011

SR = x

Risk Severity

PIPCPE xx

Probability

S: Severity
E: Exposure
C: Controllability
I: necessary Integrity
QM: Quality Management
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Development – Classification Example Brake-by-wire-System

 Exposure:
 E3: 1-10% of average operating time
 E4: >10% of average operation time

 Controllability (Average Driver):
 C2: Hazardous situation is usually controllable
 C3: Hazardous situation is usually not controllable

 Severity:
 S1: Light to moderate injuries
 S3: Critical injuries

Failure Mode Vehicle State Road 
Condition

Environment 
Condition

E C S ASIL

No Braking Effect > 100 km/h Wet Highway E3 C3 S3 C

Unexpected 
Braking Effect

> 50 km/h
< 100 km/h

Dry Main Road E4 C2 S3 C

Asymmetric 
Braking Effect

Parking
< 10 km/h

Dry Side Road E4 C2 S1 A
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Approaches to Risk Reduction

Random
faults

Systematic 
faults

Technical measures against 
random hardware faults:

 Redundancy
 Diagnosis, Monitoring
 Cut off
 Reliability
 Self-Tests
 …

Methodic measures in the 
development process:

 Design Methods
 Analysis Techniques
 Defensive Programming
 Test Methods
 Safety Case
 Traceability of Requirements
 Proof of Safety
 …

„Make
unavoidable
fault safe“

„Avoid 
fault“

Fault of 
Function
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Vector Experiences – Safety Plan

System
Req. Analysis

Component
Test

System
Design

Component 
Req. Analysis

Component 
Implementation

System
Integration

Component
Integration

Component 
Design

System
Req. Analysis

Component
Test

System
Design

Component
Req. Analysis

Component
Implementation

System
Integration

Component
Integration

Component
Design

System
Test

System
Test

Item Definition

Hazard and 
Risk Analysis

System Safety
Concept

Qualitative
Safety Analyses

Quantitative 
Safety Analyses

Validation

Safety Case

Verification

Use consistent process, DIA, project schedule and manual for Safety Plan

Project
Schedule

Project
Manual

DIA

Company
Processes
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Vector Experiences – Development Interface Agreement (DIA)

Use the DIA for comprehensive definition of the interface to your customer 
and/or supplier, extend the usage to not safety related artifacts

List of relevant 
artifacts

Project specific tailoring, application 
and tracking

Minimum scope:
~ 60 artifacts

OEM
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Vector Experiences – Including the Customer and Supplier

 Often insufficient information shared between OEM and Tier-1 supplier and 
Tier-1 and Tier-2 suppliers concerning safety-critical functions and related 
hazards

 Risk that system and component design is not optimized to balance safety 
and costs

 Our experience shows that companies which tried more intense supplier-
collaboration, continue to do so for all critical interfaces

OEM

Tier-1

Tier-1

Tier-2 Tier-1

Tier-2

OEM

Perform joint workshops on requirements and design 
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Vector Experiences – Performing Audits and Assessments 

Safety Audit
 Purpose: Evaluate implementation 

of the processes required for 
functional safety

 Perform periodic audits in projects
 Combine with SPICE assessments
 Perform short supplier audits before 

nomination, and comprehensive 
audits in B sample stage

Safety Assessment
 Purpose: Evaluate achieved 

functional safety within the defined 
item

 Continuously compile the safety 
case as basis for the assessment

 If the OEM requests assessment 
by a third party, involve the third 
party early

Demand audit and assessment results from suppliers, consider the 
independency requirements for auditors and assessors
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Vector Experiences – Tool Support for Hazard & Risk Analysis

Vector PREEvision:
 Supports working with predefined operation scenarios and operating modes
 Supports automatic ASIL calculation
 Supports traceability of safety goals to requirements and design artifacts
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Vector Experiences – Tool Support for FMEA

Vector PREEvision:
 Supports usage of system requirements and design data with full 

traceability, thus avoiding to replicate system structure in a separate FMEA 
tool, thus achieving significant cost savings

 Supports consistency checks to ensure coverage
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Vector Experiences – Tool Support for Analysis and Design

Vector PREEvision:
 Provides single source for item definition, based on features, requirements, 

operating scenarios, dependencies
 Facilitates model-based design of functional and technical safety concept, 

including ASIL decomposition and requirement based tests
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Airbags
Electronic stability control 
Active body control 
Adaptive gearbox control
Adaptive cruise control
Emergency call
Gearbox control
Traction control 
Anti lock brakes
Electronic fuel injection
Cruise control 

Functional Safety Challenge: Complexity and Competences

1975 1985 1995 2005

Electronic fuel injection
Cruise control 

Gearbox control
Traction control 
Anti lock brakes
Electronic fuel injection
Cruise control 

Adaptive Headlights
Steer-by-wire
Lane Assistant
Stop and Go
Parking Distance Control
Emergency Break Assist
Curve-Warning
Hybrid Drive
Road Trains
Electronic Brake Control 
Telediagnostics
Car-2-car Communication
Online Software Updates
Airbags
Electronic stability control 
Active body control 
Adaptive gearbox control
Adaptive cruise control
Emergency call
Gearbox control
Traction control 
Anti lock brakes
Electronic fuel injection
Cruise control

 Increasing number and complexity of functions

 More and more distributed development

 Rising safety requirements and liability risks

2015

 Many systems to be handled

 Inefficient processes and tools

 Lack of experts
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Success Factor – Change Towards Safety Culture

Safety Culture
Necessary measures are planned 
according to safety analysis – and reliably 
implemented

Safety expertise is embedded into the 
regular line and project organization

Risk analysis and FMEA are developed at 
the beginning of system development and 
are continuously updated

System architecture explicitly covers the 
safety goals and requirements

Changes are analyzed with respect to their 
effects on functional safety using a strict 
change management

Safety audits are established as a normal 
and standardized behavior

…

Implementing functional safety implies a profound culture change

Classic Development Culture
Insufficient budget and time for relevant 
safety measures

Shadow organization of safety experts and 
staff teams

Risk analysis is done superficially for 
documentation purposes and not 
maintained

System architecture is not considered in 
safety goals and requirements

Changes are accepted at any time for 
practically all system parts

Safety audits are conducted only 
sporadically

…
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Success Factor – Implement Functional Safety

Implementation needs to address products, processes and people

Products

Technical measures
against hardware and 
software failures to
- avoid failures and
- make unavoidable
failures safe.

Examples: Redundancy, 
Reuse with AUTOSAR

Processes

All development 
activities are concerned 
as well as production
and field observation.

Examples: Hazard 
analysis during concept 
definition, consistent 
modeling in PREEvision

People

New roles and skills as 
well as cultural changes
for engineering and 
management staff.

Examples: Safety 
engineering skills, 
safety manager role, 
safety culture
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Outlook

 Automotive OEMs in many cases still need to improve their process 
capabilities to fulfill the requirements of the safety standards and to 
better collaborate with suppliers

 Suppliers of established safety critical components need to 
further improve field observation and abilities for complete safety case.
Examples: Engine management systems, driving dynamics

 Suppliers of new and innovative components need to build up 
good basic process capabilities as a reliable foundation for safety.
Examples: Innovative driver assistance functions and powertrain 

 ISO 26262 will evolve based on experiences and to cover new 
challenges and development techniques

 Safety capabilities will become part of standard supplier evaluations 

Functional safety can be achieved on the basis of mature 
development processes together with a competent partner.
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Questions?



Good success 
with implementing 
Functional Safety!

vector.com/safety
vector.com/consulting
Your Partner in Achieving Engineering Excellence.




