


LASER
LISTENER

Use -a light beam to listen in to anything,
anywhere, any time.

RICHARD L. PEARSON

BREA K ING AND ENTERING TO PL A NT A LI S

tening device is one way to " bug" a room .
Unfort unately, it can earn someone a long
j ail term too . A better and safer way to bug
a room is to use a laser beam to eavesdrop
on a wi ndow from across the street.

The sound waves generated by nearby
conversation wi ll cause the glassin a win
dow to vibrate very sl ightly. If a laser
beam is bounced off the window, its re
flecti on wi ll be modul ated by the vibra
tion s. All that' s needed to hear what is
being said is a demodulating device that
extracts the audio from the reflected laser
beam. That techni que is used by sophisti 
cated " survei ll ance experts, " but you can
easi ly duplicate that feat by using a hob
byist's laser and the inexpensive Laser
Listener demodulator shown in Fig. I. If
you need something a littl e more sophisti
cated, it can be made part of the ri fle
sco pe aimed laser-bu g system that is
shown in Fig . 2.

Early light-wave communications
Communication usin g a mo dula ted

beam of light isn't a new idea. In the
1880's, Alexander Gr aham Bell exper i
mented w ith something he called e photo
phone; a device that modul ated a beam of
sunlight. It had a mouthpiece that concen
trated sound energy on a reflecting di 
aphragm, which , in turn , modu lated a
beam of sunli ght that was aimed at the
diaphragm . When a remote receiver con-

WARNING

Extra precautions must be taken be
cause of a laser beam's intense concen
trated energy. Among other factors, the
hazards presented depend on the power
density, the frequency of the beam, and
the time of exposure. Guidelineshave es
tablished the classification of lasers. A
brief description of the classification is as
follows:

Class I: Low-power beam. Not known
to produce any biological injuries to the
eye or skin,

Class II : Reserved for visible-light
lasersonly.They are limitedto less than1
milliwatt output. Eye damage will result if
stared into for longer than 1 second. The
normal blink response of the human eye
will provide protection. Eye damage will
occur if the beam is viewed directly by
optical instruments. Direct (specular) re
flection, as from a mirror, should be con
sidered to be the direct beam. Diffuse
reflection of the light may be viewed.

Class III: Instantaneous eye damage
will occur if exposed to the direct beam.

Class IV: Both direct exposure or direct
and diffuse reflections will produce eye
damage. Exposure of the skinto thebeam
is hazardous. The beam is considered to
be a fire hazard.
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FIG. 2-FOR LONG-RANGE USE the laser and the receiver should be combined Into an Integral unit so
both are aimed together. The telescopic signal provides prec ision aiming on the target.

the laser is operated carelessly by the
user.

Laser basics
Although the details under lying the

generation of laser light are beyond the
scope of this text, an understanding of
some of the characteristics of a laser beam
as compared to ordinary light will be help
ful in assembling a laser-listener system.

Light is considered to be comprised of
packages of energy particles called pho
tons . However, light is also electromag
netic radiation and behaves like radio
waves, although at a much higher fre
quency. The perceived color of visible
light is determined by the radiation's
wavelength, which is usually given in mi
crometers (one micrometer = 10-9

meters). The shorter wavelengths are per
ceived as violet, the longer wavelengths as
red . The spectrum below the visible
portion is called infrared; the spectrum
above is called ultraviolet.

The light emitted by a conventional in
candescent or fluorescent source contains
a wide range of frequencies , and the pho
tons are emitted randomly and spon
taneously in all direct ions. On the other
hand, in a laser light source the 'photons
are released in one direction, at one fre
quency, making the laser light highly di
rectional and pure in color. (An analogy
would be to liken ordinary light to the
white noise, while the laser is likened to a
sinewave-a single pure tone.) Since all
of the light emitted by a laser is coherent
(has the same frequency), constructive or
destructive interference occurs when two
beams of laser light meet at the same place
and time (Fig. 3).

As shown in Fig. 3-a, the beams cancel
each other when out of phase (destructive
interference). As shown in Fig. 3-b, the

trically-generated noise, laser-listening
devices have an advantage: They can
seemingly hear through walls or closed
windows , and even selectively monitor
only one window of a building from sever
al hundred feet away.)

Commercially-available laser sound
pickups use a laser device having an out
put in the infrared region. Because in
frared is below the visible portion of the
light spectrum, it cannot be seen by hu
mans . However, some commercial de
vices have a power output rating as high as
35 milliwatts . At such a power level
there is clear potential for eye damage if
someone in the target area u n 
knowingly stares into the beam, or if
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FIG. I-THE LASER RECEIVER has extremely high gam, so be sure to keep the wiri ng of 01 and ICI
separated from IC2's output and the connections to J1.

sisting of a photovoltaic cell and a sen
sitive earphone was positioned in the

. beam, the voice could be heard clearly
from the receiver. The aiming problems
presented by the movement of the sun,
and the interruptions due to clouds and
night, probably prevented the commercial
exploitation of the device.

But by using coherent light-such as
that produced by a continuous-wave
laser-the principles used by Bell's de
vice may again be applied in a meaningful
way. After all, terrestrial lasers aren't in
fluenced in any way by sunlight or clouds.
And perhaps more important, unlike
acoustic sound-detection devices, lasers
aren't usually subject to interference ori
ginating between the sound source and the
receiver.

For example , remote sound-pickup de
vices in the form of directional micro
phones have been available for many
years . Unfortunately, any sound gener
ated between the listener and the sound
source usually renders the device useless
because the interference is heard at the
receiver, and it can be even louder than the
source . On the other hand, lasers are not
sensitive to sound of any kind between the
source and the receiver. However, lasers
may be subject to other kinds of inter
ference: For example, AC-powered incan
descent lights can produce a hum; gas
discharge devices such as fluorescent,
mercury, sodium vapor, and neon lights
might produce a buzz; and direct sunlight
might swamp the laser detector device .
Also, where unusually long distances are
involved, air currents can add flicker to
the laser beam , which on windy days can
result in a noise that is similar to that of
blowing into a microphone. (But even
though sensitive to some kinds of elec-
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speaker, which permits just about any
high-fidelity or Walkman-type headphone
to be used for monitoring. The circuit
shown in Fig. I, uses a photo transistor
(QI) for a sensor, and has a meter (M I)
that indicates the relative signal strength
of the reflected laser beam . Because the
meter respo nds on ly to the amplitude
modulation of the reflected laser beam, it
is unaffected by ambient light and the
relative intensity of the laser beam . An
adjustable polarizing light filter can be
installed in front of Q I to avoid swamping
of the phototransistor by very high am
bient light.

Phototransistor Ql is an inexpensive
type usually called an IR detector, which
means that it is specifica lly sensitive to
infrared light. Tests comparing the unit
specified in the parts list with other less
readily-available and more-expensive de
vices show no measurable differences in
performance in the prototype receiver. No
base connection is used for QI because the
reflected laser light controls the collector
curre nt. Th e audio signal devel oped
across collector load-resistor Rl is cou
pled by C2 to voltage-controlled at
tenuator IC I, which has a greater than 30
dB gain variation; It serves as both a pre
amplifier and as an electronic volume
control.

Resistor R2 and capacitor CI decouple
(filter) the power supply voltage to Q I and
ICI . Be sure to take extreme care not to
eliminate or accidentally bypass the filter
because that will cause unstable opera
tion . The gain of Q I and ICI is too greatto
permit non-decoupled operation from the
power supply.

The output from ICI is fed through C4

interferometer, the laser, and the reflective
target. For super-snooping, a direct reflec
tion from the target is preferred because
the co lli mated nature (pa ra lle lis m) of
laser light also allows modulation of the
beam to occur just as Bell 's photo-phone
modulated the sunlight.

The receiver
The Laser Listener's receiver is rela

tively easy to build and adjust. It is de
signed to drive a 4-20-ohm headphone or

FIG. 5-A COMPONENT·POSITION TEMPLATE cemented to the pre-drilled PC board will simplify
assembly.

The prototype's laser
Regardless how we choose to eaves

drop, we must start out with a laser, so
we' ll cover the prototype laser-bug's laser
unit first. It's a Heathkit model ETS-4200
Laser Trainer, a Helium Neon (HeNe)
unit having an output power of 0.9 milli
watts. It has a beam divergence of 1.64
milliradians, which produces a spot of
light IY2-inches in diameter at 200 feet.
Although 0.9 milliwatts doesn 't appear to
be much power, it can cause extreme eye
damage if allowed to shine or be re
flected directly into the eye, or if viewed
directly through any optical de vice
such as a telescope, binocular, etc. The
beam may be safely viewed only if proj
ected onto a non-reflective sur face such
as a white sheet of paper.

If you want to keep costs at rock-bot
tom , or just want the excitement of a com
plete home-brew project , another alter
nati ve is to assemble the helium-neon
laser shown in the June 1986 issue of Ra
dio-Electronics . Also, if you want to
build a laser from your own design , he
lium-neon tubes are often available from
" surplus" distributors.

ZEROOUTPUT
CANCELLATION
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FIG.4-AN INTERFEROMETERDIVERTSpart of
the laser to the target. Its chief advantage is that
it can sense any kind of movement at all four
points: the source, the reflector, the target, and
the receiver.
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beams are additive when in-phase (con
structive interference) . It is the inter
ference between the beams that enables
the movement of any reflecting surface to
be sensed by a device called an inter
ferometer. An interferometer is a beam
splitter-usually a piece of partially-mir
rored glass-that deflects only a small
part of a beam aimed through the glass .
As shown in Fig. 4, it can be used to
reflect both the source and reflected laser
beams so that their phasing or amplitude
can be compared by a receiver.

The major problems with using inter
ferometry for eavesdropping is that only a
part of the laser 's energy is directed at the
target, limiting the working range , and
the interferometer is sensitive to the diffu
sion of the so und target 's re flectio ns
caused by tremors in the mount ings of the

I

WAVE Y
IN PHASE LIGHT

b
FIG. 3-SINCE LASER LIGHT IS COHERENT,re
flections can both cancel and reinforce the di
rect beam.
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OUTER FILTER BASE
MATL'" 'lis DIA BRASS TELESCOPETUBE

INNER FILTER BASE
MATL", Y, O. D. TElESCOPE TUBE, BRASS

po te nt io mete r R5, and the meter are
mounted on the side of the cabi net so as to
encourage the user to face at a right-a ng le
to the source of the laser light , thereby
lesseni ng the cha nce of looking direct ly
into the reflected beam .

The boa rd is mo unted in the enclosure
with four -Y4 inch 6-32 mac hine screws.
Use Yx inch insul ated spacers between the
boa rd and the enclosure to insure ade 
qu ate clearance between the enclosure
and the board 's foi l side. A gro und lug
located at one mo unting screw is so ldered
to the ci rc ui t-board's gro und fo il to
prov ide the gro und co nnec tion betwee n
the board and the cabinet. The connec 
tions between the board and the panel
mo unted co mpo nen ts can be # 18-22
stra nde d , insulated wire.

Optical attenuator
The optica l attenua tor assembly, for

wh ich con stru cti on details are shown in
-Figs. 6 and 7 , mo unts over pho totransistor
Q I. Figure 6 shows how it's installed over
Q I; Fig . 7 shows the indi vidual details for
eac h componen t in the assembly. The
front of the asse mbly is painted flat wh ite

b
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FIlTER BASE MOUNT
MATl'" Y31 SHEET BRASS

- ---- - -- - - -- - - -I=== =r== oll

INNERFILTERMOUNT
MATL = Y31 DIA TELESCOPE TUBE, BRASS

OUTER FILTER MOUNT
INNER MOUNT THRU Y, DIA HOLE

OUTERMOUNT CONCENTRIC WITH INNER
SOLDER AT BASE ONLY BEFORE ASSEMB LY

i 1

¥
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PRESS·METAL INWARD FOR SNUG FIT

OUTER FILTER MOUNT
MATL= 'o/>,DIATELESCOPETUBE, BRASS

INNER FILTER MOUNT GWE FILTER MATL.
TO MOUNT

The enclosure is a 6Y2 x 2Yx X IYx inch
aluminum ca bin et. Phototran sistor Q I
protrudes fro m one end of that enc losure
and is mo unted with a dab of household
cement. Posi tion Q I correctly before glu
ing it in place and be very ca reful to not
get glue on the sur face of the lens. Do not
use cya noacrylate-base d instant glue be
cause it mig ht cloud the tran sistor 's plas
ti c len s . O utput-j ack J I , ga in-cont ro l

J
!---_ _ l---_---Ilj'
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c
. FIG. 7-AII PARTS OF THE OPTICAL ATTENUATOR are made from brass sheet or tub ing . Both the
inner and outer filte r base s are soldered to the brass mounting plate .
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Construction
The proto type receiver was asse mbled

on a mod ified Radio Sh ack type 276 -170
pre-drilled PC board , which has strips of
co pper foil on the und erside that connec t
the co mpo nent mounting holes . (A board
with a parts- place ment temp late in place ,
as shown in Fig. 5 , is available from the
so urce give n in the Part s List. ) Nothing
abo ut the layout is cr it ica l as long as you
follow the usua l precaution of kee ping the
input and output con nec tions reasonably
sepa rated .

Check your parts layout aga inst the foil
st rips on the und er side of the board . If it
appea rs that any will be too long , cut them
to size before mo unting any co mpo nents .
C ut eac h foil str ip exactly as lon g as
needed so that a foil ca rryi ng the input
signal doesn' t end up running adjacent to
an output co nnec tio n.

For bes t resul ts whe n making con nec 
tion to the foi ls , use a sma ll pencil -tipped
so lde ring iron and .040 diamete r rosi n
co re so lder. If your layout requires ju m
per s between co mpo ne nt mounting holes ,
use #22 so lid , bare wire. Insul ated jum
pe rs are #22 solid, insul ated wire. Co n
nections bet ween the co pper foils sho uld
be # 18 insul ated wi re" beca use it 's a pre
c ise push-fit fo r the holes in the spec ified
pro totyping board .

to amplifier IC2 . Resistor R4 , and ca pac i
tors C5 and C7, tailor IC2 's frequ ency
response and ens ure sta ble ope ration with
varyi ng drive levels and output loads .

The output of IC 2 is sp lit into two
paths: O ne goes to output-jack J I via C6;
th e othe r feeds vo ltage-fo llower IC3 ,
whic h dri ves the met er circuit cons isting
of 01 ,02, cu. R8, and M I. The time
co nstant created by the values of R8, C Il,
and M I's DC resistance was selec ted to
provide a co mforta ble damping of the
meter po inter 's gyrations . The value of
C I I may be varied to change the point er 's
res po nse. Increasin g the value of C l l
provides a smoother response ; decreasin g
C l ls value will cause the pointer to more
c lose ly track the variations in the laser
beam 's modulation.

FIG. 6-THE OPTICAL ATTENUATOR assembly fits directly over phototransistor 01 . The front is
painted white to help in aiming the reflected laser beam .
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REFLECTOR

FIG. 9-A WIDE RANGE of reflection angle is
possible. The laser sou rce and the receiver can
even be at the same location.

REFLECTOR

Due to the varying reflect ivity and dis
tances of the targets. the intensity of the
light falling upon the detector may vary
co nside rably from setup to se tup. Th at
wi ll be readil y apparent if the co llec tor
voltage of Ql is measured whil e the il
lumination leve l on Ql is adju sted. At
so me point of increasing illumination , the
co llec tor voltage will fall sharply and the
aud io output from the receiver will drop or
disappear. The sma ll-diame ter polari zed
filter sho uld then placed over QI. If more
light attenuation is required. slip the
large-diameter filter in positi on and rotate
it for maximum sound output.

Remote sound detection
To use the recei ver as a remote so und

pickup. you will need a laser and a re flec
tive surface that sound waves wi ll ca use to
vibra te; the rece iver must be positioned so
it ca n " catch" the direct reflection of the
laser bea m (Fig. 9). A particul arl y e ffcc
tive reflector for experime nta l use is a
sma ll piece of mirror (about V4 X .% inch )
ce me nted to the ce nter of a speaker co ne
(see Fig. 10 ). There is no co nnec tio n made
to the~ speaker. The movem e nt of the
speaker co ne caused by sound waves is
tran sferred to the mir ror-reflect or. whi ch
in turn modul ates the laser beam.

FIG. 8-THE ATTENUATOR'S mounting plate is installed directly over photoresistor 01 . The inner and
outer filters are slipped into position when needed.

Testing
We advi se that a sma ll spea ke r be used

rath er than headphon es for the initi al
tests; then , if a wiring error or a defecti ve
component has created an audi o osc illator
rather than an amplifie r, your ea rs will not
be ass aulted by a high-l evel tone or
sq uea l.

With the volume contro l full y co un
terclockwise and power-switch S I se t to
off, install the battery and co nnect the
speaker. Turn the unit on and point it to
ward a source of day light (not direct sun).
Ad vance the vo lume control to maximum .
Co rrec t operation is indicated by a fry ing
noise that sharp ly diminishes whe n the
light is blocked . Th e meter-sen sit ivit y
contro l, R8, should then be se t so that the
meter 's pointer just begin s to move off the
zero calibration . Decrease the gain and
point the receiver toward an AC-powe red
light so urce, such as an incand escent or
fluorescent light , or even an LE D drive n
by an aud io osci lla to r. Th ose so urces
sho uld produce a loud hum or to ne .
Sound will be heard if the LED is dri ven
fro m an audio amplifier at the co rrect
level. If everything chec ks OK, asse mb le
the enclosure.

PARTS LIST

All resistors are Y4-watt, 5% unless
otherwise noted.

R1-2200 ohms
R2-220 ohms
R3-33000 ohms
R4-10 ohms
R5--10,000 ohms , miniature

potentiometer with SPST switch
R6, R7-22,000 ohms
R8-25000 ohms , trimmer potentiometer
Capacitors
C1, C6, C9, C1G-330 f.l. F, 16 volts,

electrolytic
C2, C4-10 f.l.F, 16Vvolts, electrolytic
C3-0.001 f.l.F, 50 volts, ceramic disc
C5--0.68 f.l.F, 16 volts , Tantalum
C7, C8-Q.047 f.l. F,50 volts, ce ramic disc
C11--4 .7 f.l. F, 16 volts, electrolytic
C12- 1000 f.l.F, 16 volts, electrolytic
Semiconductors
IC1- SK-3891 attenuator
IC2-LM380 audio amplifier
IC3-LM741 op-amp
Q1-TIL414, NPN phototransistor (Radio

Shack 276-145 or eq ual)
01, 02-SK-3090 ge rmanium diode , or

equivalent
Other components B1-9-vo lt tran -

sistor-radio type battery
J1-miniature phone jack
M1-250 f.l.A meter, panel mounting
S1-SPST switch, part of R5
Miscellaneous-Cabinet, Pre-drilled PC

board , brass s heet and tubing, wire,
solder, etc.

The following is available from Dirijo
Corp., Box 212, Lowell, NC 28098 . A
drilled prototype-board with a com
ponent layout overlay in place,
model LXVR-1. $4.50 plus $2.50
postage and handling. NC res ide nts
please add appropriate sales tax .

so that the reflected laser beam can be
easily seen . The attenuator is built in such
a way that the phototransistor can see the
laser beam directl y, or thro ugh a combina
tion of o ne or two polarizing filters . Whe n
both filters are in place , rotation of the
large-diameter filter-mount will cause a
gradual decrease in light tran smi ssion (to
almost total block age within 90° of rota
tion), which allows the rece iver to be used
over a wide range of light intensities with
out swamping the photo detector. Figure 8
shows the installed assembly and the two
filters.

The attenu ator has an inner filter and an
outer filter made from brass telescopi c
tub ing . Each filter co nsists of two sec
tions: a filter base that is so ldere d to small
mounting plate made from brass sheet
(the painted target), and a filter mount that
slips over the base . Polaro id filters cut
from neutral-tint polari zed sung lasses are
ce mented to one end of eac h filter mount
to co mplete the attenuato r. When co m
plet e , the ent ire o pt ica l atte ntuators
mounting plate is secured on the en 
closure over phototransistor Q I.
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FIG. 1O-FOR EXPERIMENTAL USE, an effective reflector can be made by gluing a small piece of
mirror to the center cone of a speaker. Also shwon are Mylar, atlef!, and glass, atlef!, reflectors.

1
i

tails for the prototype mount are shown in
Fig. 12.

The scope-to-Iaser alignment is done in
two stages. First, the distance from the
center of the laser beam to the center of
the scope is measured and used as the
spacing for the cross marks of the target
shown in Fig. 13, which is made from
dull, white cardboard. Then, the target is
taped to a wall about 50 feet awayfrom the
laser assembly. Next, with the scope's
cross-hair adjustments at the center of
their range, position the laser beam at the
center of the lower cross . Looking
through the scope, adjust the scope's
mounting bracket so that its cross-hairs
are close to being centered on the target's
upper mark. Making sure that the laser
beam stays centered on the lower mark,
tighten the mounting bracket's nuts and
use the scope's fine adjustments for the
final alignment. In this instance, the di
ffuse reflection of the laser beam from the
card should present no eye hazard .

When using the laser/scope assembly,
remember that at a range of under 300 feet
you must compensate for the aiming error
introduced by the offset between the
scope and the laser beam centerlines.

Again, let us stress that under no
circumstances should the laser beam or
its direct reflection be viewed through
optical devices of this type because se
vere damage to the eye can result. R-E

FIG. 13-THE ·AIMING TARGET for the scope!
laser assembly should be made of dull-finish
paper or cardboard. Dimension "A" is the mea
sured distance between the laser beam and the
optical center ofthe scope. Dimensions "8" and
"C" are whatever you think will be convenient.
The aiming cross-marks should be made with a
sof! pencil or a medium-point marking pen.

FIG.12-DETAIL FORTHE RECEIVER mounting
plate. An oversize hole mounting base allows
coarse adjustment of the scope assembly. Use
an oversize washer on both sides of the hole,
and a lockwasher at the laser's case.

At long range
At ranges greater than 100feet or so, or

when a high ambient light level obscures
the reflected beam, a means must be
provided to accurately aim the receiver to
the reflected laser. As shown in Fig. II,
the receiving unit of our prototype laser
bug system uses a telescopic gunsight;
and that assembly is, in tum, mounted
directly on the laser housing as shown in
Fig. 2 so both the laser and receiver can be
aimed as a single unit.

The design of a combination receiver
and laser mounting bracket will depend
on the particular laser and scope that's
being used. In general, the mounting
bracket should be sturdy and have provi
sions for coarse elevation and azimuth ad
justments; all gun scopes have provisions
for fine adjustments. The adjustment de-

remove the modulation to listen in. Dou
ble-pane glass and storm windows tend to
greatly reduce sound transmission to the
outer glass. It is possible, however, to aim
through the glass to an object within the
room, such as the glass front of a china
cabinet or a hanging picture. The returned
reflection is usually modulated.

Thin is in
The thinner and more responsive to

sound the reflective medium is, the great
er the laser bug's sensitivity. Most win
dow panes will work . Moving the beam to
different spots on the glass can make a
dramatic difference in the sensitivity.

For testing, no additional optics are
needed for the receiver, Set up any conve
nient reflector-the mirrored speaker, or
even an embro idery hoop holding plastic
wrap or Mylar film (see Fig. IO)-aim the
laser at the reflector, and then position the
reflector so that the beam bounces back to
the receiver. If you speak in the room, or
playa radio or a tape recorder, the sound
will be heard in the receiver's head
phones. Another test can be done by mod
ulating the laser with a I-kHz tone while
having an assistant move the target reflec
tor for maximum tone reception-as indi
cated by maximum volume in the highest
meter reading .

A non-adjustable target, such as a win
dow pane , requires that the operator select
a site where a direct reflection can be
caught. That can be done from hundreds
of feet away if conditions are right. Use
the modulated beam for setup, and then

FIG. 11-AT LONG DISTANCES, a telescopic gun sight is used to accurately aim the receiver. That
assembly is then strapped to the laser, as shown in Fig. 2, so that both units can be aimed together.
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