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OVERVIEW Since its foundation, ICS has evolved from being a regional 
system integration establishment, to an internationally 
acclaimed integrated solutions company.  We work with a 
network of national and international allies to provide 
cutting-edge technologies in ICT solutions, services and 
support. Those are designed to maximize our clients’ 
investments and meet their objectives with minimal cost; 
benefiting from existing ICT infrastructure.

ICS is a Saudi company was formed over 15 years ago to 
provide integrated solutions to the Saudi market. We are a 
fast-growing provider of information technology services and 
multidisciplinary business solutions in the Kingdom.  

ICS integrates its wide range of capabilities to help companies 
appreciate the benefits of information technology once 
employed.  ICS has the necessary skills to provide a 
comprehensive assessment of how an organization fits within 
the information technology environment.

OUR WORK INCLUDES:          

Security Telecommunication Datacenter 
Critical Facility 

Sftructured Cables Converged Network
Infrastructure



VISION,
MISSION AND
VALUES

VISION STATEMENT
Our vision is to be a world class company, a company renowned as a competent leader in the ICT arena 
setting the benchmark for all others, providing solutions from vendors that are globally recognized. 

MISSION STATEMENT
Our mission is to be innovative in delivering Information and Communication Technology (ICT) solutions 
and services that support our clients in achieving their business objectives deploying industry world leading 
best practices. We are committed to invest in technology and people ensuring sustained growth, building 
excellent career paths and evolving local Saudi national expertise.

VALUES
Colleagues, Clients, and Company; are the core values of ICS. Understanding the needs of these 
values stands at the essence of our company, and enables us to fulfill our mission to be innovative, 
customer-focused and a great workplace.



STRATEGY BUSINESS GOALS & OBJECTIVES

Deliver Information and Communication Technology (ICT) 
solutions and services to the Saudi Market.  By leveraging 
our expertise, we work closely with our customers to 
comprehend and fulfill their needs and exceeding 
their expectations. 

Use advanced and modern approaches in employing 
and developing our staff, creating teams or experts that 
are capable of undertaking the most challenging and 
demanding projects.

Continuously review, improve, and develop our 
processes creating innovations and tailoring our 
company to be the most flexible, the best fit and the most 
novel.

Our objective is to deliver solutions that deliver real value 
to our customers.

Our past, growth and the proven track record in the last 
16 years, demonstrate our exceptional achievements. 
Thus, we can confidently forecast a bright, full of 
challenges and successful future for ICS.  We will keep 
on planning, we will stay focused and work hard to 
accomplish our mission, in the view of our vision and the 
appreciation of our values.

WHERE ARE WE HEADED?



SECURITY 
SOLUTIONS 
& SERVICES

Our range of internationally accredited security solutions and services covers the whole spectrum 
of security technology. This includes Cyber Security solutions, holistic IT conceptions and security services, 
in addition to telecommunications, surveillance and access control systems.

FOR THIS WE OFFER VARIOUS SECURITY SERVICES SUCH AS: 

SERVICES >

Link 
Encryption

File and
Email Encryption

Digital
Forensics

Email
Security

Cyber
Security

Data Leakage
Prevention (DLP)

Professional
Firewalls

Intrusion Prevention
Systems (IDP)

PKI and Digital
Signature Solutions

Surveillance
Parameter Security



INTRODUCTION
Security is becoming more and more established in the corporate 
structure, it is no longer acceptable for security to be a secondary 
function of an IT department. To address this challenge, organizations 
are investing in the development of security operations centers 
(SOCs) to provide increased security and rapid response to events 
throughout their networks. 

Building a SOC can be a massive task. Although the finer points of 
SOC deployment are very much network-specific, there are 
several major components that every organization must include: 
people, process, and technology. The three exist in all elements 
of security and should be considered equally critical Components. 
Our approach explains how strong people, well-defined processes 
and state of the Art technology can result in an operationally 
effective SOC.

Our approach is a holistic one that combines both Defense-
in-Depth & Adaptive Security mindsets that builds flexible, 
deeply integrated framework that offers a far-reaching view of 
threats and evolves as quickly as conditions do. Rather than only 
trying to prevent every attack, implementing an adaptive model 
recognizing that some attacks will get through. Changing mindset 
and aim to quickly detect attacks and then respond forcefully to 
prevent the worst results if an attack got through.

An end to end solution that starts with defining the Security Posture 
of your organization; defining to what extent are you practicing 
Confidentiality, Integrity & Availability of your information, how 
effective you are in addressing cyber- attacks and ending with 
well-defined Incident Response capabilities that will support 
forensics investigations, with SOC at the heart of it.

The primary objective of this phase is to understand the current 
security posture of the organization (As-Is) and based on the fining 
define the desired security posture to achieve upon addressing the 
recommendation and putting the required controls in place (to-Be). 
This start with conducting As-Is cyber security vulnerability 
assessment to all public and private infrastructure and campus 
connectivity infrastructure. The As-Is assessment usually covers 
the following areas:

The expected outcome of the As-Is phase is an information 
security risk assessment report highlighting the security posture 
and risk status of the cyber protection systems based on ISO27k 
controls and highlighting the recommended action to mitigate 
risks.

Develop a To-Be high level security architecture taking into consideration 
the findings from the As-Is phase and the international best 
practices. Develop implementation roadmap to help you prioritize 
the desired cyber security initiatives.

DEFINE SECURITY POSTURE

INTRODUCTION 02

• Review IT and network systems, topologies, and
external boundaries for cyber vulnerabilities

• Review information technology related
policies from security standpoint

• Identify critical cyber targets including commercial
infrastructure that may affect business operations
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As-Is

To Be
Gap
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BUILDING A SOC

Once the responsibility definition has been documented, a list of 
service functions for the SOC must be defined. The service 
functions, once defined, will guide the daily processes and 
procedures for the SOC staff. Once each service is defined, each 
resource within the SOC can be assigned a series of responsibilities 
based on each individual’s expertise. 

Once each service function is defined, a series of documents must be 
developed to ensure the appropriate information is gathered during 
an event or incident and to ensure consistency across all SOC staff.

SOC COMPONENTS
• Define the security operations center

(Mission, Scope & Responsibility)

• Determine the processes
(Templates & Procedure)

• Understand the environment
(Scope of work and domain to be monitored)

• Staff the SOC
(Staff, training & Operational Hours)

• Manage the events
(Prioritize, correlate and manage events received)

• Facilities to host the SOC
(Facility, Layout)

• Monitoring procedure.

• Notification procedure
(email, mobile, home, chat, etc.).

• Notification and escalation
processes.

• Transition of daily SOC
services.

• Shift logging procedures.

• Incident logging procedures.

• Compliance monitoring procedure.

• Report development procedure.

• Dashboard creation procedure.

• Incident investigation procedures
(malware, etc.).

• Mission
• Charter
• Objectives
• Responsibilities
• Operational Hours

The first and most important component when implementing a SOC 
is to define the mission, charter, objectives, and responsibilities.

DEFINE THE SECURITY 
OPERATIONS CENTER

The number of processes and procedures for a SOC is determined 
by its scope, how many services are offered, the number of 
customers supported, and the number of different technologies in 
use. An established SOC environment may have tens or even 
hundreds of procedures. At a minimum, the basic procedures that 
are required for maintaining the SOC are:

Many of the procedures listed above may need to be customized 
based on the type of technology in use. 

DETERMINE THE PROCESSES 
& TEMPLATES
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REQUIRED TEMPLATES

• Shift log templates for each use case.

• Templates for each incident trouble ticket category.

A series of baseline templates should be created to help maintain 
documentation consistency by establishing the same format and 
basic information sets across policy and procedure documents. 

For example, templates for proper data input into ticketing systems 
and the GRC system will need to be developed to help ensure the 
appropriate technical information is gathered. A few key templates 
required are:

REPORTING PROCESS
As a primary function, regular reports will need to be generated and 
provided to different audiences within the organization. Usually a 
weekly report is prepared for incidents, detailing the activity within 
the SOC. These reports can be delivered to management and other 
members on the core escalation contact list.

Proper reports should be in place for the SOC team to:

Without an understanding of the technical environment, it will be 
difficult to investigate and to understand if an actual attack has 
occurred. For this reason, the staff within the SOC must have the 
appropriate tools, diagrams, and knowledge of the network to 
perform their daily job. It is important to have both an electronic 
and a hard copy of the key network and application architecture 
diagrams. 

For any new SOC staff, navigating and understanding the environment 
should be included as part of their required basic training. This will 
also help meet SLAs and overall customer service within the SOC.

As a part of the SOC’s service functions the security architecture 
will be defined and the SOC staff will have access to the different 
components and tools within that architecture. These may include, 
but are not limited to:

UNDERSTAND THE ENVIRONMENT
To ensure the SOC is effective, a series of actionable events list 
must be defined. Think of these as events that require SOC 
intervention and/or monitoring. For instance, a repeat attack 
from a single source is an actionable event. It’s an actionable 
component of the SIEM in which the SOC was notified of, through 
the network’s primary monitoring tool. These may include the 
involvement of a Rule, Alarm, or even a Dashboard to meet the 
organization’s requirements. Before defining them, it is important 
to have a firm grasp on the company policy, its assets, and the 
technical environment. A good way to develop Actionable Events 
is by viewing the network from an attacker’s perspective; think of a 
disruption to the environment. Another option is to look at the 
regulations the organization is subject to and evaluate the items 
that could become non-compliant. The development of this list is a 
critical component within a SOC and it must be understood.

ACTIONABLE EVENTS

• Review all incident records regularly to ensure they
were resolved within the parameters of the defined
severity levels.

• Audit incident records that have exceeded standard
resolution times to validate that the incident records
were handled appropriately.

• The SOC processes and procedures should be
reviewed regularly and updated based on the
report data reviews and audits.

• In addition, many other reports can be created
depending on the type of data received or
requested by management.

• SIEM monitoring and correlation.

• Antivirus monitoring and logging.

• Network and host IDS/IPS
monitoring and logging.

• Network and host DLP
monitoring and logging.

• Centralized logging platforms
(syslog, etc.).

• Email and spam gateway
and filtering.

• Web gateway and filtering.

• Threat monitoring and intelligence.

• Firewall monitoring and
management.

• Application whitelisting or
file integrity monitoring.

• Vulnerability assessment
and monitoring.
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STAFFING THE SOC

The number of employees is dependent on the operating hours of 
the SOC. If the operations are maintained 24 hours a day, seven 
days a week, not only do shifts need to be considered, but you will 
also need to consider time off, sick days, and holidays. A standard 
24-hour SOC must be maintained by at least seven staff members. 
If not, procedures should be put in place for off-hours monitoring.
This enables the staff to have a one-hour overlap for shift transfer
and a floater to cover any holidays or time off when needed.

Finding the right skills and hiring staff is a difficult task at the current 
time because there are a limited number of security professionals in 
the market. The security staff within the SOC must have a solid 
background in many different aspects of computer technology 
usually focusing on networks, applications, and in some cases, 
reverse engineering. In addition, a good manager or director is 
required to ensure documentation, optimization, and reporting are 
maintained appropriately. Typical roles within a SOC may include:

• How many employees do I need?

• What skill sets are required?

• Malware outbreak.

• Phishing attacks.

• Social engineering calls.

• Access to the organization’s
security portal.

• Data leak/loss incidents.

• Customer account lockout.

• Customer inquiries.

Staffing a SOC can be more difficult than expected. Two questions 
that executives ask are:

The core function and technology within a SOC are based on 
events from hundreds or even thousands of different systems. 
Essentially the SOC is the correlation point for every event logged 
within the organization that is being monitored. For each of these 
events, the SOC must decide how they will be managed and acted 
upon. The management of events must include a list of instructions 
that apply on a 24x7 basis. This does not necessarily have to be 
the Incident Response Program Guide or Handbook. An event is 
any element that comes into the SOC and is monitored; while an 
incident is an event that must be acted upon.

As a part of event management, the SOC provides telephone and 
email assistance to its customers covering some of the following 
areas:

EVENT MANAGEMENT

• Security Analyst.

• Security Specialists.

• Forensics or Threat Investigators.

• Manager or Director.

Manager/Director

Threat
Investigators

Security
Specialist

Security
Analyst



SERVICES >

Security 
Random 
References

Project Name End User

Email Gateway Security

Gaurd 3 (Next Generation Firewall)

Gaurd 3 (Identity Service Engine)

Advanced Persistent Thread

Confidential

Confidential

Confidential

Confidential



SERVICES >

Security 
Teams

Engineering Head Manager

Network Security EngineerSecurity Specialist Security Technician

1 Engineering Head Manager

1 Security Specialist,
2 Network Security Engineer
3 Security Technician



SERVICES >

Security 
Partners



DESIGN AND
PLAN

DOCUMENTATION 
AND MAINTENANCE

DEPLOYMENT

Testing

SERVICES >

Structrued 
Cable 
Services 
(ISP/OSP)

• Site Survey Conducting
• Route identification
• Layout Digram Design
• Bill of Quantity (BoQ) Building

• Horizontal and Core Cable Pulling
• Fiber Splicing and termination
• Trenching and Civil Work
• Cabinet Installation and Organization

• Fiber Testing and Comssioning
• UTP Testing and Comissioning

• Test Result Documentation
• As Built Documentation
• Ticketing System for Cable Maintenance







17

21

98



SERVICES >

ISP/OSP 
Clients



SERVICES >

ISP/OSP 
Partners



SERVICES >

Telecomm-
unication 

Point to Point and Point to Multi 
point Radio:

• Base Transmission Station
Installation and Configuration

• Shelter Installation
• Network Integration

Tower Work
• Antenna and cable type

identification
• Antenna Installation
• Cable Pulling
• VSWR Cable loss
• DTF Test



Telecom 
References

Project Name End Unser

DTRS Project Phase 1

DTRS Project Phase 2

Comm. Equipment Upgrade Project

Comm Equipment Project

Royal Saudi Air Force

Royal Saudi Air Force

King Faisal Air Academy

King Faisal Air Academy



Teams



Telecom 
Clients



Telecom 
Partners



SERVICES >

Datacenter 
Critical 
Facility

Cooling
Solutions

Powering
Solutions

Cabinet
Solutions

White Space
Planning

 Low Current 
Solutions

physical Security
Solutions 

Fire suppression 
Solutions



Datacenter
References

Project Name End User

HQ 5 Datacenters Preparation 

Bisha Datacenter Preperation

Comm. Room Preparation

Comm Room Preparation 

Military Industries Corporation

Ministry of Transportation

University of Hail

Royal Saudi Air force 



Team



Datacenter
Clients

OUR STRATEGIC PARTNERS 16



Datacenter
Partners

OUR STRATEGIC PARTNERS 17



Converge 
Network 
Infrastructure

OUR STRATEGIC PARTNERS 18

IP telephony 
Solutions

Wireless and Wired
Network Solutions

Sorage ans Server
Solutions

Visualization 
Solutions



Converged 
Network 
References

OUR STRATEGIC PARTNERS 19

Project Name End User

IP Telephony Upgtade

Network Connectivity Phase 2 

Wireless Connectivity HQ-Bisha

Military Industries Corporation

Royal Saudi Air Force

Ministry of Transportation



Storage



Converged 
Network 
Clients



Virtual 
Network 
Partners
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This certifies that

has achieved the level

This annual partnership is
currently valid until

30-Sep-2017
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