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curity Alerts

the first of our four-part blog series where we
a look at the steps to automate some of the most



https://www.siemplify.co/blog/security-automation-for-phishing-alerts-siemplify/
https://www.siemplify.co/blog/security-automation-for-malware-alerts/
https://www.siemplify.co/blog/security-automation-for-dlp-alerts/
https://www.siemplify.co/blog/security-automation-for-account-misuse-alerts/

ity Automation

Fin ortunities for automation in a SOC isn’t hard;
areas can benefit substantially from it. Anything
that involves a lot of manualiwerk, requires fast.response,
has low alert fidelity and/or requires.involving an end user
is a prime candidate for . Automating
tasks that fit these categories can save precious security
analyst time that can be refocused on higher value activities
like threat hunfingand...casplitactual Malysis.


https://www.siemplify.co/security-automation/




ing & Automation

ecks three of the boxes as far as attributes that
ipe for automation — a significant degree of manual
work, low alert fidelity and themmeed to involve oneseor. more
users.

Phishing is extremely noisy for most organizations. Why? In
addition to alerts that may appear through a SIEM or mail
proxy, most companies have a mailbox where suspicious
emails are'sent both theough aultomationgandgdy \end users
sending whatthey thinkare questionable em@HSI



To Handle Phising Alerts

a problem. The majority of phishing alerts can
out to be false positives. Thus, the entire process
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making a decision based o
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0Us sites, others have file attachments that contain
malware themselves.

But just grabbing those attachments, sending them to a
mailbox, getting a report out, analyzing the data, making
assumptions based on the report, and determining whether
certain files are maliciols or noty canitake hours Worse, it
needs to be done on practically every emall :



evel Determination

ay consist of several detailed, but otherwise
afte, triage of alerts where decision making can be
automated by simply basingsthese decisions ongcontext.
The rest can be escalated to an. analyst for deeper
investigation.

Now, after Loginchecking its file attachment against a
sandbox, seeing that the URL and hash all seem safe, and
finding nothing suspitieus about it, it wQulds® logical to
simply closesthie.case automatically. '*



r Investigation

ay, after checking the email against a sandbox,
at the URL, and checking it against intelligence
sources, the email is found tobepotentially malicious?

Security automation can be used to bring together all
relevant information sets (e.g. from mail-related log-
source querying, endpoint-related querying, etc.) and put
them in front of an analyst, who can then draw from
his/her experience and expertlse to maket decisions on how
to best move-forwatd: ' ‘ “





https://www.siemplify.co/

ack/Remediation

ishing attack has been fully investigated and
, automation can be used to carry out remedlatlon




Of The Road

utomate data collection and enrichment

ate triage activities when possible




