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The following is a list of open-source software that will be automatically installed and configured by iRedMail.  

• Postfix SMTP server  

• Dovecot IMAP server  

• Nginx web server to serve the admin panel and webmail  

• OpenLDAP, MySQL/MariaDB, or PostgreSQL for storing user information  

• Amavised-new for DKIM signing and verification  

• SpamAssassin for anti-spam  

• ClamAV for anti-virus  

• Roundcube webmail  

• SOGo groupware, providing webmail, calendar (CalDAV), contacts (CardDAV), tasks and ActiveSync services.  

• Fail2ban for protecting SSH  

• mlmmj mailing list manager  

• Netdata server monitoring  

• iRedAPD Postfix policy server for greylisting 

In addition, you need to add MX, A and TXT records to your ISC BIND DNS domain name server. 
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Step 1: Adding Additional Domains in iRedMail Admin Panel 

Go to https://mail.teo-en-ming-corp.com/iredadmin 
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Step 2: Creating MX, A and SPF record for the new mail domain 
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Step 3: Setting up DKIM signing for the new domain 

# nano /etc/amavis/conf.d/50-user 
 
Find the following line, 

dkim_key('teo-en-ming-corp.com', 'dkim', '/var/lib/dkim/teo-en-ming-corp.com.pem'); 

Add another line to specify the location of the private key of the second domain. 

dkim_key('teo-en-ming.com', 'dkim', '/var/lib/dkim/teo-en-ming.com.pem'); 
 
In @dkim_signature_options_bysender_maps section, add the following line. 
 
"teo-en-ming.com" => { d => "teo-en-ming.com", a => 'rsa-sha256', ttl => 10*24*3600 }, 
 
# amavisd-new genrsa /var/lib/dkim/teo-en-ming.com.pem 2048 
 
# systemctl restart amavis 
 
# amavisd-new showkeys 
 
; key#2 2048 bits, i=dkim, d=teo-en-ming.com, /var/lib/dkim/teo-en-ming.com.pem 
dkim._domainkey.teo-en-ming.com.        3600 TXT ( 
  "v=DKIM1; p=" 
  "MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEA8wFFC2/prfEkNM/brNZ4" 
  "t/BKsHBnEWnHuhIZaFS00bx+TRSDaa5MQ1yBucMjyUrbS4rnbI02AdphJOQIjMJX" 
  "lXhSz3nLPVUJ+rd/JdQB9Ws9HeGGBJUkMSwOCEI0wlB0uYf4V8ZDKPcchi0Fn2+L" 
  "ffChBxXFMAsO3qZdIv1akFgOrVYPRm2SKIcbiNmi2HBK1MLxvtK2aMGRlYo7yCaf" 
  "JNXK/r/EeNIlGNgtx1PDoMoe1TaaZ1tmzLmPeab6DU5tCOj0SJGeULpczBmY075i" 
  "5STC7xWnTyM6VORZ64cMLsZQvdcCOxjGV0wU1mtb9FStTY80L5TcMVXDZTESFqDs" 
  "MwIDAQAB") 
 

 
 

 

# dig TXT dkim._domainkey.teo-en-ming.com 
 
; <<>> DiG 9.11.3-1ubuntu1.14-Ubuntu <<>> TXT dkim._domainkey.teo-en-ming.com 
;; global options: +cmd 
;; Got answer: 
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7720 
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1 
 
;; OPT PSEUDOSECTION: 
; EDNS: version: 0, flags:; udp: 65494 
;; QUESTION SECTION: 
;dkim._domainkey.teo-en-ming.com. IN    TXT 
 
;; ANSWER SECTION: 
dkim._domainkey.teo-en-ming.com. 3600 IN TXT    "v=DKIM1; p= MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEA8wFFC2/prfEkNM/brNZ4t/BKsHB
nEWnHuhIZaFS00bx+TRSDaa5MQ1yBucMjyUrbS4rnbI02AdphJOQIjMJXlXhSz3nLPVUJ+rd/JdQB9Ws9HeGGBJUkMSwOCEI0wlB0uYf4V8ZDKPcchi0Fn2+LffChB
xXFMAsO3qZdIv1akFgOrVYPRm2SKIcbiNmi2HBK1MLxvtK" "2aMGRlYo7yCafJNXK/r/EeNIlGNgtx1PDoMoe1TaaZ1tmzLmPeab6DU5tCOj0SJGeULpczBmY075i5
STC7xWnTyM6VORZ64cMLsZQvdcCOxjGV0wU1mtb9FStTY80L5TcMVXDZTESFqDsMwIDAQAB" 
 
;; Query time: 365 msec 
;; SERVER: 127.0.0.53#53(127.0.0.53) 
;; WHEN: Mon May 03 22:23:49 +08 2021 
;; MSG SIZE  rcvd: 478 
 
# amavisd-new testkeys 
 
TESTING#1 teo-en-ming-corp.com: dkim._domainkey.teo-en-ming-corp.com => pass 
TESTING#2 teo-en-ming.com: dkim._domainkey.teo-en-ming.com => pass 
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Step4: Setting Up DMARC Record For the New Domain 
 

v=DMARC1; p=none; pct=100; rua=mailto:dmarc@teo-en-ming.com 
 

 
 

Step 5: Setting up RoundCube, Postfix and Dovecot for Multiple  

Domains 
 

# cd /etc/nginx/ 
 
# touch sites-enabled/mail.teo-en-ming.com.conf 
 
# cat sites-enabled/00-default.conf | sudo tee -a sites-enabled/mail.teo-en-ming.com.conf 
 
# cat sites-enabled/00-default-ssl.conf | sudo tee -a sites-enabled/mail.teo-en-ming.com.conf 
 
# nano sites-enabled/mail.teo-en-ming.com.conf 
 

Find the following line. 

server_name _; 

We need to change the server_name to mail.domain2.com, because later we need to use Certbot to generate a new SSL certificate. 

server_name mail.teo-en-ming.com; 
 
There are 2 instances of server_name, you need to change both of them. Save and close the file. 
 
# nginx -t 
 
nginx: the configuration file /etc/nginx/nginx.conf syntax is ok 
nginx: configuration file /etc/nginx/nginx.conf test is successful 
 
# systemctl reload nginx 
 
# certbot certonly --webroot --agree-tos -d mail.teo-en-ming-corp.com,mail.teo-en-ming.com --cert-name mail.teo-en-ming-corp.com --email ceo@teo-en-
ming-corp.com -w /var/www/html 
 
Saving debug log to /var/log/letsencrypt/letsencrypt.log 
Plugins selected: Authenticator webroot, Installer None 
 
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 
You are updating certificate mail.teo-en-ming-corp.com to include new domain(s): 
+ mail.teo-en-ming.com 
 
You are also removing previously included domain(s): 
(None) 
 
Did you intend to make this change? 
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 
(U)pdate cert/(C)ancel: U 
 
Renewing an existing certificate 
Performing the following challenges: 
http-01 challenge for mail.teo-en-ming.com 
Using the webroot path /var/www/html for all unmatched domains. 
Waiting for verification... 
Cleaning up challenges 
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IMPORTANT NOTES: 
 - Congratulations! Your certificate and chain have been saved at: 
   /etc/letsencrypt/live/mail.teo-en-ming-corp.com/fullchain.pem 
   Your key file has been saved at: 
   /etc/letsencrypt/live/mail.teo-en-ming-corp.com/privkey.pem 
   Your cert will expire on 2021-08-01. To obtain a new or tweaked 
   version of this certificate in the future, simply run certbot 
   again. To non-interactively renew *all* of your certificates, run 
   "certbot renew" 
 - If you like Certbot, please consider supporting our work by: 
 
   Donating to ISRG / Let's Encrypt:   https://letsencrypt.org/donate 
   Donating to EFF:                    https://eff.org/donate-le 
 
# systemctl reload nginx 
 
# systemctl reload postfix dovecot 
 
You can now go to https://mail.teo-en-ming.com/mail 
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