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Preface

This study is part of the Sudan Fact-Check Network project, affiliated with Beam 
Reports, to fact-check rumors and analyze the disinformation environment in 
Sudan in light of the swelling phenomenon of the spread of such information in 
its media space.

Hence, Beam Reports initiated an effort to find out why it was carved out and 
to identify the actors involved in its dissemination, in addition to an attempt to 
encompass disinformation campaigns in Sudan’s political sphere.

The study addressed rumors and disinformation in the Sudanese digital sphere 
using reports of Beam Reports’ disinformation observatory; Marsad Beam, along 
with other media reports that covered disinformation in Sudan.

A methodology was adopted in this study whereby the disinformation campaigns 
monitored through reports of Marsad Beam were divided, so that each campaign 
covers a specific stream of disinformation to evaluate its content and to find out 
why it exists, in addition to monitoring the actors therein.

A number of tools and means utilized by disinformation content publishers 
were revealed, and it was established that such tools and tactics are confined to 
the following: images and video clips fabrication, documents fabrication, using 
outdated media, spreading outdated news, Coordinated Inauthentic Behavior 
(CIB) and hashtag spamming.

The study also found that there are interventions by some regional powers in the 
Sudanese digital sphere, targeting specific political figures and issues relevant to 
their interests in Sudan.

Moreover, the study revealed the reasons for releasing disinformation, subdividing 
them into political, security, ideological and personal agendas, as well as reasons 
related to polishing the image of specific public figures or institutions in what is 
known as reputation laundering.
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Methodology
The methodology of the study was based on 
analyzing the environment of rumors and 
disinformation and the concomitant campaigns, 
as well as actors influencing them with regard to 
the Sudanese political sphere.

Based on the research methodology, the 
following approaches were followed:

• A qualitative analysis to assess disinformation 
in the Sudanese space and to comprehend 
the tools and tactics used in the process of 
creating misleading information.

• Analyzing the disinformation environment, i.e. 
analyzing the interaction that accompanies 
disinformation and studying the reasons for 
making up rumors, in addition to revealing the 
actors in spreading such disinformation and 
the motives behind that work.

• Conducting interviews with experts and 
stakeholders in combating disinformation.

• Introducing the legal framework for 
disinformation in Sudan.

The aforementioned analysis process was boiled 
down into analyzing reports issued by the 
following information sources:

1. Reports of Beam Reports’ observatory; 
Marsad Beam.

2. Reports of Coordinated Inauthentic Behavior 
(CIB) from Facebook.

3. Reports from Stanford Internet Observatory.

4. Freedom on the Net reports issued by 
Freedom House organization.

5. Press materials from the New York Times and 
Global Voices websites.
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The Sudanese Political 
Context

Sudan has been going through intense political 
curves since the overthrow of the National 
Congress Party’s regime in 2019, through to the 
transitional period, and the Army’s coup against 
the constitutional document in late October 2021.

Despite the complexities of the political scene, 
the transitional period has created a new reality 
that allowed the expansion of press freedoms, 
freedom of expression and other fundamental 
rights, which opened the door wide for many local 
and foreign actors to manipulate media content, 
by publishing disinformation, in order to pass on 
specific agenda or thoughts, or to provide test 
balloons that reveal the trends of Sudanese public 
opinion.

This space has rendered the Sudanese digital 
sphere a fertile breeding ground for news 
platforms of unknown origin and funding, which 
facilitated the spread of such disinformation.

The transitional government had faced 
opposition from those affiliated with the defunct 
regime, in addition to some entities rejecting the 
participation of the Forces of Freedom and Change 
(FFC) in the government, resulting in the spread 
of rumors and disinformation, by attempting to 
take advantage of the existing variations inside 
that alliance.

Abdalla Rizig, journalist and political analyst, 
has said, “One of the factors that contributed 
to the spread of disinformation was the lack of 
transparency during the transitional period. In 
addition, the turbulence of the political sphere 
has remained a major feature of the transitional 
period.

That factor triggered the prevailing state of 
uncertainty in the political and media sphere, 
once considered as part of the transitional stage.”

He further added, “The transitional situation 
has made many matters seem to be in a state 
of instability, especially in regard to the ideas 
of political and social institutions in the public 
space.”

Rizig indicated that there is another factor 
regarding the spread of rumors, which is the lack 
of a clear vision among the entities that managed 
the political transition, because the revolution has 
brought about unprecedented changes in Sudan’s 
reality which made experimentation a continuous 
approach for all actors, i.e. the transitional political 
forces did not have previous adequate knowledge 
and experience to run the country.

In his turn, the journalist Haider Al Makashfi said, 
“The political, security and economic environment 
helped the spreading of disinformation and 
contributed to its dissemination and promotion. 

The instability of the country’s conditions across 
all areas, in addition to the constitutional and 
executive vacuum, the atmosphere of anticipation 
and expectation, and the absence of candidness 
and transparency, have all opened the door wide 
for the spread of rumors.”

Suliman Khalid, journalist and political analyst, 
indicated that the December revolution with its 
huge magnitude and its slogans that stemmed 
from the reality of the aspirations of Sudanese 
people was a milestone in political thinking.
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This has led to the apprehension of Sudan’s 
neighboring countries because the current 
democratic tide in Sudan might bring back the 
wind of Arab Spring once again.

Thus, the scale of lurking in the Sudanese 
revolution was considerable. Misleading the 
public opinion came as one of the tools used in 
this regard.

Khalid went on to add that Sudan’s distinguished 
location with its view of the Red Sea, its proximity 
to the Ethiopian plateau and the Republic of 
Egypt, in addition to its association with Arab 
and African issues, and the Sudanese people’s 
aspiration to be integrated into the international 
community, has created strategic importance for 
winning Sudanese people’s public opinion among 
many regional and international powers and 
pushed them to use propaganda of various kinds, 
including disinformation, to skew the Sudanese 
people’s political stands, and as such, influence 
the political decisions and the power conflict 
formula.

In order to shed more light on regional and 
international interventions in Sudan, based on the 
above analyses, the study concludes that Russia is 
striving to gain a foothold on the Red Sea coasts 
in order to facilitate access to African countries 
that have Russian military troops therein.

Russia has started a negotiation process to 
establish a military base on the Sudanese 
coast since 2017, when the ousted Sudanese 
president Omar Al-Bashir visited Russia asking 
for protection to his regime. This has not been 
achieved so far due to the international turndown 
of Russian presence in the Red Sea.

Many reports also mentioned that Russia is 
involved in the gold mining sector and is working 
on smuggling gold back home outside the legal 
framework.

In March 2020, ambassadors of the Troika 
countries – The United States, Norway and the 

United Kingdom – issued a press release stating 
that “Wagner Group”, a private military company 
closely linked to Russian president Vladimir Putin, 
is spreading disinformation in Sudan on social 
media.

On the other hand, the United Arab Emirates 
(UAE) seeks to obtain a concession of managing 
Sudan’s ports in the Red Sea. This trend has faced 
opposition by Sudanese circles, and on that basis, 
the UAE participated in manipulating the content 
of the digital space to promote its positive role in 
Sudan.

The Republic of Egypt also has great interest in 
Sudan’s affairs because Sudan is the southern 
neighbor that supplies Egypt with Nile water, 
plays a role as its gateway to central, southern 
and eastern Africa, and is its safe citadel from 
illegal migration.

The Renaissance Dam has added a new value to 
the bilateral relations between Egypt and Sudan.

Its impact on water supply of the River Nile, and 
as such, its impact on Egyptians’ food security 
has prompted Egypt to work on ensuring that 
Sudan’s stance is aligned to Egypt, and is against 
Ethiopia’s efforts to fill up the Renaissance Dam’s 
lake.

Therefore, Egypt has sought to ensure the 
continuation of military rule in Sudan by 
intervening in the Sudanese digital sphere 
and providing support to the Sudanese army’s 
leadership since the dispersal of the Military 
Headquarters sit-in on June 3, 2019.

Likewise, Ethiopia is striving to mobilize Sudanese 
public opinion through the digital sphere to 
support its narrative version on the issue which 
promotes the need to complete the Renaissance 
Dam project and the ensuing benefits it will 
provide that would be reflected in the livelihood 
of Sudanese people.

https://www.aa.com.tr/ar/%D8%A7%D9%84%D8%AF%D9%88%D9%84-%D8%A7%D9%84%D8%B9%D8%B1%D8%A8%D9%8A%D8%A9/%D8%AF%D9%88%D9%84-%D8%A7%D9%84%D8%AA%D8%B1%D9%88%D9%8A%D9%83%D8%A7-%D8%A3%D9%86%D8%B4%D8%B7%D8%A9-%D9%81%D8%A7%D8%BA%D9%86%D8%B1-%D9%81%D9%8A-%D8%A7%D9%84%D8%B3%D9%88%D8%AF%D8%A7%D9%86-%D8%AA%D9%82%D9%88%D8%B6-%D8%B3%D9%8A%D8%A7%D8%AF%D8%A9-%D8%A7%D9%84%D9%82%D8%A7%D9%86%D9%88%D9%86/2541684
https://www.aa.com.tr/ar/%D8%A7%D9%84%D8%AF%D9%88%D9%84-%D8%A7%D9%84%D8%B9%D8%B1%D8%A8%D9%8A%D8%A9/%D8%AF%D9%88%D9%84-%D8%A7%D9%84%D8%AA%D8%B1%D9%88%D9%8A%D9%83%D8%A7-%D8%A3%D9%86%D8%B4%D8%B7%D8%A9-%D9%81%D8%A7%D8%BA%D9%86%D8%B1-%D9%81%D9%8A-%D8%A7%D9%84%D8%B3%D9%88%D8%AF%D8%A7%D9%86-%D8%AA%D9%82%D9%88%D8%B6-%D8%B3%D9%8A%D8%A7%D8%AF%D8%A9-%D8%A7%D9%84%D9%82%D8%A7%D9%86%D9%88%D9%86/2541684
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The Sudanese public has noticed the presence 
of organized disinformation on the internet in 
2011 when demonstrations broke out against 
the ruling regime in conjunction with the Arab 
Spring wave.

Social media accounts showed up to mislead 
users by publishing incorrect information which 
sparked controversy and affected the credibility 
of the circulated information and as such, the 
intensity and resilience of the protests.

Subsequently, many reports have stated that the 
Public Intelligence Service – formerly the National 
Intelligence & Security Service – had set up its 
“Electronic Jihad Unit” in 2011 to proactively 
monitor blogs content, gather information 
on dissidents and coordinate cyberattacks in 
conjunction with important political events.

One of the tasks of this unit is to spread 
disinformation, either to test the public opinion 
as a prelude for issuing a certain decision, to 
headhunt activists and opponents by setting 
some traps that pave the way to discredit them, or 
to distract internet users interested in Sudanese 
affairs.

Since the overthrow of the National Congress 
regime in April 2019, the digital sphere has been 
flooded with dozens of websites.

As the Freedom House report for internet freedom 
stated, these websites are newly established and 
it seems that some of them belong to the security 
services or the Electronic Jihad Unit.

The report of the same organization for the year 
2020 stated that the unit operates in offices in 
Khartoum, in addition to being seen in both Qatar 
and Turkey.

The Context of 
Disinformation in Sudan
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Until the time of drafting this report, Sudanese 
legislation did not mention any article defining 
disinformation or rumors. The law was content 
with the term “fake news” without a clear 
definition, except for mentioning the phrase 
“knowledgeably by the perpetrator that it is not 
true”.

The Cybercrime Act 2020, Article (24), defines 
the penalty for dissemination of fake news for 
anyone who uses means of telecommunication with 
imprisonment for a period not exceeding four years. 
The Penal Code 1991 also indicated in Article (66) 
that the penalty for disseminating fake news is 
imprisonment for a period of six months, or a fine.

Below is the Text of Article (66) of the Penal Code: 
“Whoever disseminates or broadcasts any piece of 
news, rumor, or report, knowing that it is not true, 
intending to cause fear or panic to the public, or 
threaten public safety, or belittle the sovereignty of 
the state, shall be punished with imprisonment for a 
period not exceeding six months, or a fine, or both 
penalties.”

Below is the Text of Article (24) of Cybercrime 
Act: “Whoever prepares, or uses information or 
telecommunication network, or any of the information 
or telecommunication media or applications, to 
disseminate any piece of news, rumor or report, 
knowingly that it is not true, intending to cause fear 
or panic to the public, or a threat to public safety, 
quiescence, or belittle the sovereignty of the state, 
shall be punished with imprisonment for a period not 
exceeding four years.”

Both texts did not define the following:
• Rumor
• Public safety
• Sovereignty of the state
These pompous phrases may lead to abuse by 
the authorities especially under non-democratic 
conditions.

The Legal Framework 
Regarding Rumors in Sudan
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Research Findings
The research has aimed to introduce some of the campaigns that were detected based on the reports 
of Marsad Beam.

The below mentioned campaigns can be defined as waves of wholly or partly fabricated content 
disseminated on a regular and organized basis, with the aim of misleading, distracting or testing public 
opinion towards a particular issue or incident.

Since October 10th, 2021, a seemingly systematic campaign has been organized on Sudanese social 
media, flooding it with rumors and disinformation, as certain facebook accounts exchanged a lot of 
misleading information and rumors that revolved around political and security issues.
On the morning of October 25th, Commander-in-Chief of Armed Forces, Abdel Fattah Al-Burhan, 
staged a military coup against his co-rulers, the Forces of Freedom & Change. Since the coup, Marsad 
Beam has noted the spread of rumors and disinformation on social media such as Facebook and 
Twitter.
Accordingly, Beam Reports tended to analyze this phenomenon, which was troubling many observers 
of the situation in Sudan. In this section, the study discusses how prolusion for the coup took place by 
misleading public opinion, and disseminating some disinformation that may have been spread for the 
purpose of testing public opinion and monitoring potential reactions.
Combating disinformation and rumors and educating the Sudanese audience on how to deal with news 
has been the core mission of Beam Reports since its establishment. Beginning in August 2021 until 
the day of the military coup, Beam Reports had published 23 fact-checks, with the following results:
• 3  True
• 11  Misleading 
• 9  Fabricated

The First Campaign: Disinformation before the October 25, 2021 coup
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What is striking is the intensive spread of disinformation coinciding with each incident that affects the political 
context. For instance, when the national highway in eastern Sudan was blocked in September 2021, the public 
page of the media office belonging to (The Supreme Council of Beja & Independent Chiefdoms) announced 
on September 24, 2021 the closure of Kassala Airport.
Immediately, media platforms with millions of followers, such as the page of Al-Hadath Al-Sudani which 
has 1.6 million followers, and Al-Arabiya Channel, relayed the news. Al-Arabiya described this step as out of 
expectation.

Beam Reports conducted a fact-check and concluded that the airport is operating as per its routine plan 
and was never approached at all, making it misleading news.

Almost two weeks later, what apparently seemed to be a systematic plan to flood the Sudanese digital 
space with disinformation began, with the purpose being unknown. Beam Reports had conducted 13 
fact-checks of misleading or fabricated posts that were circulated starting October 10, 2021 and up to 
the day of the military coup on October 25, 2021. These represent 56.5% of the total published reports 
by Beam Reports on rumors and misleading information in Sudan, since its inception in August 2021 
until the day of the military coup.

The chart below demonstrates the amount of information circulated two weeks before the coup, and 
even before that period, which indicates that there is some entity intending to test the Sudanese public 
opinion regarding the topics and issues raised in those posts.

Chronology of Disinformation That Paved the Way for the Coup:

https://www.beamreports.com/2021/09/26/%d9%85%d8%a7-%d8%ad%d9%82%d9%8a%d9%82%d8%a9-%d8%a5%d8%ba%d9%84%d8%a7%d9%82-%d9%85%d8%b7%d8%a7%d8%b1-%d9%83%d8%b3%d9%84%d8%a7-%d9%85%d9%86-%d9%82%d8%a8%d9%84-%d9%85%d8%ac%d9%84%d8%b3-%d9%86%d8%b8%d8%a7/
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October 10, 2021:

October 18, 2021:
After the massive spread of the aforementioned post that included the phrase “dissolving the government” 
within the claim in that post, the Al-Mithaq Al-Watani (National Charter) group announced that it would 
organize sit-in protests in front of the Republican Palace in Khartoum, demanding the dissolution of the 
government.

The number of protesters in the first two days of the sit-in was large, but had soon decreased. After that, 
a video clip was posted, showing a convoy of trucks and claiming that it was coming from eastern Sudan 
and heading towards the sit-in in front of the Republican Palace in support thereof.

The most prominent page out of the ones that circulated the post is Ansar Hay’at Al-Amaliyat (Supporters 
of Operations Corps) which supports the dissolved Operations Corps affiliated with the National Security 
& Intelligence Service and owes its loyalty to the defunct regime.

On October 10, 2021, many pages circulated a post stating that Volker Perthes, head of the United 
Nations Integrated Transition Assistance Mission in Sudan (UNITAMS), had proposed to Prime Minister 
Abdallah Hamdok to dissolve the government in power and form a new government with 70% of 
its members technocrats, in addition to retaining Maryam Sadiq Al-Mahdi and the peace agreement 
ministers, and reconstitute the Sovereignty Council to consist of six members, three military and three 
civilian non-partisans.

This post comes in light of clear turmoil among the ruling partners in Sudan at the time. However, the 
proposal to dissolve the government contravenes with the mandate given to the mission, and as such, the 
mission has no authority to indulge in such issues.

After reaching out to UNITAMS, Beam Reports concluded that the circulated post was fabricated.

https://www.beamreports.com/2021/10/11/%d9%85%d8%a7-%d8%b5%d8%ad%d8%a9-%d8%a7%d9%84%d8%a3%d9%86%d8%a8%d8%a7%d8%a1-%d8%a7%d9%84%d8%b1%d8%a7%d8%a6%d8%ac%d8%a9-%d8%ad%d9%88%d9%84-%d8%a7%d9%82%d8%aa%d8%b1%d8%a7%d8%ad-%d8%b1%d8%a6%d9%8a%d8%b3/
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Beam Reports fact-checked the clip and found that it was filmed in 2019.

October 23, 2021:

October 23, 2021:

Posts have spread widely among WhatsApp users about a security decision to close Khartoum International 
Airport. Beam Reports found that the claim was fabricated and that the airport was operating as normal.

Several newspapers published a report that reads:
“The first reaction from Al-Burhan after 21 October..right now Al-Bashir and his coterie are being deported 
to The Hague. Security forces and the army cordoned the Kober area and its environs in anticipation and 
protection for his deportation. Copied from the page of Mr. Yasser Arman, the political advisor of the Prime 
Minister.”

After fact-checking, Beam Reports found that the report was fabricated.

* At the time of drafting this study we found that the Ansar Hay’at Al-Amaliyat page had deleted the 
aforementioned clip.

https://www.beamreports.com/2021/10/18/%d9%85%d8%a7-%d8%ad%d9%82%d9%8a%d9%82%d8%a9-%d9%85%d9%82%d8%b7%d8%b9-%d8%a7%d9%84%d9%81%d9%8a%d8%af%d9%8a%d9%88-%d8%a7%d9%84%d8%b1%d8%a7%d8%a6%d8%ac-%d8%ad%d9%88%d9%84-%d9%82%d8%af%d9%88%d9%85-%d9%85/
https://web.facebook.com/Beamreports/posts/pfbid0WWMp5z5hvQbsUeSQXsiqCrdp6RGBU4t2oVhRMZfbepViTePRT4N1tjtPJTw9sReJl
https://www.beamreports.com/2021/10/24/%d9%85%d8%a7-%d8%ad%d9%82%d9%8a%d9%82%d8%a9-%d8%a7%d9%84%d9%85%d9%86%d8%b4%d9%88%d8%b1-%d8%a7%d9%84%d8%b1%d8%a7%d8%a6%d8%ac-%d8%ad%d9%88%d9%84-%d8%aa%d8%b1%d8%ad%d9%8a%d9%84-%d8%a7%d9%84%d8%a8%d8%b4/
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October 23, 2021:
A message circulated among users of instant messaging and social media sites stating: “A directive 
from the United States Embassy in Khartoum to American nationals to not leave their homes due to an 
expectation of a change in the leadership of the Armed Forces.” Beam Reports fact-checked the content 
of the circulating message and found that it was fabricated.

Conclusion of the First Campaign:

Based on the above mentioned information and facts, and given the chronological sequence of events, 
beginning with the fabrication of a conversation between Volker Perthes and Hamdok in which Volker 
calls for the dissolution of the government, which is the same position that was adopted at the Republican 
Palace sit-in six days after the conversation’s fabrication, and passing through the spreading of a video clip 
that misleads public opinion to show that the Republican Palace sit-in enjoys popular support, in addition 
to the fabrication of a message confirming the closure of Khartoum Airport, and not concluding by the 
fabrication of an electronic message attributed to the United States Embassy in Khartoum, warning its 
nationals of an expected change that will take place within the armed forces, the study concludes that 
the misleading content has been fabricated with the aim of exploring public opinion on the consequences 
of any move to bring about change in the political scene, in prelude for the coup against the transitional 
government.

https://www.beamreports.com/2021/10/24/%d9%85%d8%a7-%d8%ad%d9%82%d9%8a%d9%82%d8%a9-%d8%a7%d9%84%d9%85%d9%86%d8%b4%d9%88%d8%b1-%d8%a7%d9%84%d8%b1%d8%a7%d8%a6%d8%ac-%d8%ad%d9%88%d9%84-%d8%aa%d8%b1%d8%ad%d9%8a%d9%84-%d8%a7%d9%84%d8%a8%d8%b4-c/
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Sudan’s geographical location between Ethiopia and Egypt puts it in an unenviable position, amid what 
looks like a cold war over water, between the upstream and downstream countries.

The crossways of interests between the two countries and Sudan - especially the ongoing conflict over 
the Grand Ethiopian Renaissance Dam - forced Sudan to be part of this conflict, which led to the exposure 
of Sudanese public opinion to many media influences.

With the outbreak of peaceful protests in the Northern State against the decision to increase electricity 
tariffs, which quickly turned into a multi-demand protest movement, Beam Reports monitored a 
misleading campaign targeting Sudan’s relationship with Egypt, fabricating provocative statements by 
Egyptian government officials and media professionals targeting Sudan.

The campaign consisted of many posts, the authenticity of which was missing. Below are some of the 
reports that Beam Reports published about the disinformation in this campaign.

Many pages published a statement attributed to the Egyptian Minister of Defense describing the closure 
of the road linking Egypt and Sudan as “ unacceptable and jeopardizes the Egyptian strategic security.”

The Second Campaign: Campaign against Sudanese-Egyptian relations

Marsad Beam found that statement to be fabricated.

https://www.beamreports.com/2022/01/17/%D9%85%D8%A7-%D8%AD%D9%82%D9%8A%D9%82%D8%A9-%D8%A7%D9%84%D9%85%D9%86%D8%B4%D9%88%D8%B1-%D8%A7%D9%84%D9%85%D9%86%D8%B3%D9%88%D8%A8-%D9%84%D9%88%D8%B2%D9%8A%D8%B1-%D8%A7%D9%84%D8%AF%D9%81%D8%A7%D8%B9/
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Also, some pages published a statement by the 
Egyptian journalist Amr Adib, in which he mentions 
the necessity of finding an alternative to the 
commander of the Sudanese Armed Forces, Abdel 
Fattah Al-Burhan.

“Generating electricity from the Renaissance Dam 
is a big step. We will operate the factories, and at 
that time we need Sudan to import cotton, beans, 
sesame, dates, livestock and others at the global 
market price. Imports from Sudan may reach 
between 5 - 5.5 billion dollars a year.” Ahmed 
said, according to the post, “We look forward to 
major deals between the two countries and trade 
exchange through official channels so that we can 
rise up.”

Subsequently, an intense campaign arose aiming 
to spread news that Egypt was suffering billions of 
losses as a result of the closure of the continental 
road linking it to Sudan. After that, many pages 
published statements attributed to the Ethiopian 
Prime Minister Abiy Ahmed, in which he says:

Marsad Beam found that statement to be 
fabricated.

Marsad Beam found that statement to be 
fabricated.

https://www.beamreports.com/2022/02/03/%d9%85%d8%a7-%d8%ad%d9%82%d9%8a%d9%82%d8%a9-%d8%aa%d8%b5%d8%b1%d9%8a%d8%ad-%d8%b1%d8%a6%d9%8a%d8%b3-%d8%a7%d9%84%d9%88%d8%b2%d8%b1%d8%a7%d8%a1-%d8%a7%d9%84%d8%a5%d8%ab%d9%8a%d9%88%d8%a8%d9%8a-%d8%b9/
https://www.beamreports.com/2022/01/26/%d9%85%d8%a7-%d8%ad%d9%82%d9%8a%d9%82%d8%a9-%d8%a7%d9%84%d9%85%d9%86%d8%b4%d9%88%d8%b1-%d8%a7%d9%84%d9%85%d9%86%d8%b3%d9%88%d8%a8-%d9%84%d9%84%d8%a5%d8%b9%d9%84%d8%a7%d9%85%d9%8a-%d8%b9%d9%85%d8%b1/
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The sympathy of part of the Sudanese public 
with the closure of the continental road between 
Sudan and Egypt, known as Taras Al-Shamal 
(the Northern Barricade) made them support 
the campaign referred to above, especially as the 
campaign has supported the closure of the road, 
and claimed that it affects the routes of smuggling 
of goods to Egypt.

In parallel with the spontaneous popular support, 
the Resistance Committees expressed their 
solidarity with Taras Al-Shamal which added great 
momentum to the movement in the northern state 
and influenced the acceptance of a large number of 
Sudanese people to what the campaign included.

The Resistance Committees are committees 
formed in the neighborhoods of Sudanese cities, to 
resist the regime of the National Congress Party. 
The committees’ star shone during the December 
2018 revolution, and they proved their capability to 
influence the course of events in Sudan as a result 
of their leadership of the anti-coup movement of 
October 25, 2021.

Public Response to these Campaigns:

After the Resistance Committees and many Sudanese 
interested in public affairs supported the closure 
of the continental road between Sudan and Egypt,  

complaints showed up from users on Facebook, 
which included the disappearance of what they 
called “revolutionary content”, meaning the 
content that deals with the events of the Sudanese 
revolution.

Many followers indicated that the posts of the 
Resistance Committees pages never appear to them, 
and some page admins mentioned that Facebook 
users had to search for their pages in order to see 
their content. Many of those interested accused 
foreign parties of seeking to block revolutionary 
content on Facebook.

Disappearance of the Resistance Committees’ 
content after this campaign:

https://www.alrakoba.net/31693941/%d8%ab%d9%88%d8%a7%d8%b1-%d8%b8%d8%a7%d9%87%d8%b1%d8%a9-%d8%a7%d8%ae%d8%aa%d9%81%d8%a7%d8%a1-%d8%a7%d9%84%d9%85%d8%ad%d8%aa%d9%88%d9%89-%d8%a7%d9%84%d8%ab%d9%88%d8%b1%d9%8a-%d8%a8%d8%af%d8%a3%d8%aa/
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Later, a report published by Global Voices website indicated that the reason for the disappearance of the 
“revolutionary content” was a cyberattack, the related evidence thereof indicates that it was launched 
and managed from Egypt.

The report indicated that targeting the relevance score is done by using the “Merge Pages” feature. 
Relevancy index is an algorithm on Facebook that prioritizes displaying content to the user according to 
their interests that they express through their interaction on the platform.

As for the “Merge Pages” feature, it works to merge two or more pages, and thus the followers of the 
merged pages are directed to follow the nascent page as a result of the forced merge without their 
consent. After that, the relevancy index is manipulated by publishing a large amount of posts that have 
nothing to do with revolutionary content. Then, the revolutionary content becomes at the bottom of the 
posts it displays according to the relevancy index for each user.

Conclusion of the Second Campaign:
By fabricating a statement by the Egyptian Minister of Defense threatening Sudan, fabricating a statement 
by the Egyptian journalist Amr Adib, and portraying that Egypt is facing billions of losses; because of 
Taras Al-Shamal without a document proving the validity of the claim, and fabricating a statement by the 
Ethiopian Prime Minister about what Sudan will gain from the Renaissance Dam, the study concluded 
that there is an entity that supports Ethiopia and produces hate speech towards Egypt.

On the other hand, it is trying to brighten Ethiopia’s image, by promoting disinformation suggesting that 
Ethiopia can compensate Sudan’s losses in the event that Egypt exits the Sudanese trade balance.

On the other hand, there is evidence that the cyberattack on the revolutionary content was carried 
out from inside Egyptian territory, indicating that there is an entity that intended to prevent the media 
escalation of the trend supporting the northern barricade; Taras Al-Shamal.

Accordingly, we find that the Sudanese public space exists between two sides that support its neighbors, 
Ethiopia and Egypt, and each of them tries to influence the public opinion by publishing disinformation 
or by blocking content that is not in favor of its interests.

https://globalvoices.org/2022/03/17/how-sudanese-resistance-committees-are-shadowbanned-on-facebook/


19 Disinformation Environment in Sudan

NOV 2022

Marsad Beam

In April 2022, violent incidents began in the area of Kreinik, east of El Geneina, West Darfur state. The 
events left 176 dead and more than 200 injured, while thousands were displaced from the region.

During the violent incidents, many Facebook pages were actively posting images claiming them to be 
related to the violent events in Kreinik. At that time, Marsad Beam worked to fact-check the circulating 
photos and found that many of these photos do not relate to these events, but rather some of them are 
not connected to Sudan at all.

Below we review some of the images that were fact-checked by Marsad Beam.

Screenshot showing the date the image was posted

Screenshot showing the date the image was posted

The Third Campaign: A campaign of misleading images during the 
violent incidents in the area of Kreinik

https://www.beamreports.com/2022/04/28/%d9%83%d9%8a%d9%81-%d8%b3%d8%a7%d9%87%d9%85%d8%aa-%d8%a7%d9%84%d9%85%d8%b9%d9%84%d9%88%d9%85%d8%a7%d8%aa-%d8%a7%d9%84%d9%85%d8%b6%d9%84%d9%84%d8%a9-%d9%81%d9%8a-%d8%aa%d8%b5%d8%a7%d8%b9%d8%af-%d8%a3/
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 Screenshot showing the date the image was
posted

 Screenshot showing the date the image was
posted
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Conclusion of the Third Campaign:
Adam Mahdi, an activist concerned with the situation in the Darfur region, says, “These images are often 
circulated by people who come from the same region that witnessed the violence - that is, local citizens -, 
in order to elicit sympathy from the community towards what they are suffering, and to strengthen their 
argument.”

Mahdi points out that some of them may not have real photos, so they post photos that are not related 
to the events.

Mahdi also mentioned that it is possible that these images were issued by some of the parties involved 
in the violent incidents, in order to stir up tribal strife, with the aim of exploiting them to pass their own 
agenda.

Also, some people may share these images without understanding their impact on the political and 
security context. Again, Mahdi mentioned that the culture of image fact-checking does not exist in Sudan, 
and for that reason, the press repeats the same mistakes.
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On June 3, 2020, the United Nations Security Council approved Resolution No. (2524) 2020, regarding 
the establishment of an integrated mission to assist the transitional period in Sudan. Volker Perthes was 
appointed as the representative of the Secretary-General of the United Nations in the mission.

Since Volker first set foot in Sudan, some voices were raised opposing his arrival and justifying that as a 
violation of Sudanese sovereignty.

These voices quickly turned into systematic campaigns targeting Volker’s presence in Sudan, especially 
after the Sudanese army commander, Abdel Fattah al-Burhan, declared his expulsion, during his speech 
at the graduation of new batches from the Military College, asking him to “stop going too far in bypassing 
the mandate of the UN mission, by blatant interference in Sudanese affairs, and that this will lead to his 
expulsion from the country.”

At that time, these voices took advantage of that statement to attack Volker, at times working to publish 
false statements and misleading information related to him, and at other times publishing news indicating 
his imminent expulsion from Sudanese territory.

Different platforms on Facebook have been active in different campaigns, agreeing on the same goal 
which is to expel Volker from Sudan. Marsad Beam has fact-checked the content of these campaigns and 
published several such reports, as presented below.

March 28, 2022:

April 1, 2022:

Campaign chronology:

Volker directed a briefing to the UN Security Council on the human rights situation in the country and 
called for an end to military rule. This was after the United Nations mission (UNITAMS) had launched a 
process of broad consultations with the political forces and civil society in Sudan last January. Its aim was 
getting out of the complex political reality which was left behind by the October 25 coup.

Later, the African Union and the Intergovernmental Authority on Development (IGAD) joined the process 
initiated by UNITAMS in what has become known as the “Tripartite Mechanism”.

The Commander-in-Chief of the Sudanese Armed Forces, Abdel Fattah Al-Burhan, announced the 
expulsion of Volker during his address to the graduation ceremony of batches from the Military College, 
asking him to cease going beyond the mandate of the UN mission by blatant interference in Sudanese 
affairs, as he described it.

This statement came after Volker’s briefing to the Security Council. After that, the head of the UNITAMS 
mission in Sudan, Volker Perthes, faced a systematic campaign of hostility by parties affiliated with the 
ruling military authority.

The Fourth Campaign: Targeting the representative of the Secretary-
General of the United Nations in Sudan as a prelude to his expulsion
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April 3, 2022:

May 10, 2022:

April 17, 2022:

During the debate between the political parties 
and their supporters on Facebook, Al-Arabiya-
Sudan page published a post claiming that Volker 
sent a message to the Sudanese public: “You will 
not walk alone.” The post was published during a 
wide debate regarding the probable expulsion of 
Volker by the de-facto authorities.

A few days before the date announced by 
the Tripartite Mechanism for the start of the 
Sudanese-Sudanese dialogue, dozens of accounts 
and personal pages on Facebook were active in 
publishing and circulating a post claiming to be a 
leaked document from UNITAMS, of the names of 
those chosen by the mission to participate in the 
dialogue.
Marsad Beam fact-checked the post and found 
that it was fabricated.

The Armed Forces newspaper published an article 
describing Volker as “a specialist in chaos and an 
expert in activating terrorist technology in Sudan,” 
following Al-Burhan’s aforementioned statement. 
At that time, Colonel Ibrahim al-Houri, editor-in-
chief of the Armed Forces newspaper, described 
Volker as a “Nazi” in his commentary on the article 
published in the newspaper.

Later, Marsad Beam found that the content of 
the post attributed to Volker was part of a speech 
Volker had addressed to the Sudanese people 
in February of the same year, that is, before the 
beginning of the dispute between Volker and the 
Sudanese authorities.

Publishing an outdated statement that was first 
published nearly two months before the current 
date opens the door to the question: why does 
the Al-Arabiya-Sudan page publish this statement 
after the emergence of a rift between Volker and 
Al-Burhan?

https://www.facebook.com/alarabiyasu/posts/pfbid02TKFyWbBGaGPbh2vSR5kVShfMrbB7YZnPz6UbhnbLTnoHCeymEheg5BUvvmPp4bcLl
https://www.facebook.com/alarabiyasu/posts/pfbid02TKFyWbBGaGPbh2vSR5kVShfMrbB7YZnPz6UbhnbLTnoHCeymEheg5BUvvmPp4bcLl
https://www.beamreports.com/2022/05/10/%d9%87%d9%84-%d8%aa%d9%86%d8%b4%d8%b7-%d8%b4%d8%a8%d9%83%d8%a7%d8%aa-%d9%85%d8%b5%d9%86%d9%88%d8%b9%d8%a9-%d9%84%d9%84%d8%aa%d9%84%d8%a7%d8%b9%d8%a8-%d8%a8%d8%a7%d9%84%d9%86%d9%82%d8%a7%d8%b4-%d8%a7/
https://web.facebook.com/ibrahimhory/posts/pfbid04WYwhEPrhoLqNcSZfWQoXLxdkJToZhHMMhZoJ59PMPcmcajW6Sy7GFfvhCyZa58Bl?_rdc=1&_rdr
https://www.beamreports.com/2022/04/04/%d9%83%d9%8a%d9%81-%d8%b6%d9%84%d9%84%d8%aa-%d8%b5%d9%81%d8%ad%d8%a9-%d8%a7%d9%84%d8%b9%d8%b1%d8%a8%d9%8a%d8%a9-%d9%80-%d8%a7%d9%84%d8%b3%d9%88%d8%af%d8%a7%d9%86-%d9%85%d8%aa%d8%a7%d8%a8%d8%b9%d9%8a/
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Conclusion of the Fourth Campaign:
Since Volker presented his briefing to the Security 
Council on the situation in Sudan and human rights 
conditions, a campaign began in which several 
parties, including the Sudanese Armed Forces, 
participated in promoting that the authorities 
intend to expel Volker from Sudan.

Some pages took advantage of this direction to 
generate and disseminate misleading information 
targeting Volker, portraying him as committing a 
blatant interference in Sudanese affairs.

This disinformation is being used to influence 
Sudanese public opinion, in order to pave the way 
for Volker’s expulsion.

Also, this campaign can influence regional public 
opinion, especially since Al-Arabiya channel page 
has participated in it by republishing old statements 
by Volker after the start of his dispute with Al-
Burhan.

Marsad Beam found the circulating letter to be 
fabricated.

June 29, 2022:
The campaign became dormant for some time 
until it reappeared the day before the June 30th 
processions, where social media users shared an 
image of a document containing a written letter 
from the Sovereignty Council, directing the Ministry 
of Foreign Affairs to address the Security Council 
to withdraw Volker.

https://www.beamreports.com/2022/06/29/%d9%85%d8%a7-%d8%b5%d8%ad%d8%a9-%d8%a7%d9%84%d8%ae%d8%b7%d8%a7%d8%a8-%d8%a7%d9%84%d9%85%d8%aa%d8%af%d8%a7%d9%88%d9%84-%d8%a7%d9%84%d8%b0%d9%8a-%d9%8a%d8%b7%d9%84%d8%a8-%d9%81%d9%8a%d9%87-%d9%85%d8%ac/
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Before the start of the June 30th processions of 
the year 2022, many Facebook pages published 
an image containing several decisions taken 
by the Khartoum State Security Committee 
as precautionary measures for the announced 
procession. Closing the bridges and shutting down 
the internet were among the decisions taken before 
the procession.
Marsad Beam found that the image circulated is 
old and dates back to 2020, during the lock-down.

Marsad Beam found this post to be “misleading”.

After that, many Facebook users circulated the 
fabricated document to expel Volker referred to 
earlier.

Also, an article by a leader of the Sudanese 
Professionals Association, Mohamed Nagi Al-
Assam, was fabricated under the title Awdat Al-
Wa’i Lil Assam (Return of Awareness to Al-Assam) 
where it claimed that he called for preserving 
young people’s blood and not to respond to calls 
for destruction. However, Al-Assam denied his 
connection to the article altogether in a post he 
published on his Facebook account.

Some Facebook pages also circulated an image of a 
person with some weapons and wooden boxes next 
to him. The photo publishers claimed that it was for 
one of the revolutionaries and that he was caught 
with 14 weapons inside a wooden box, which was 
ready for distribution in the June 30th processions.

Fifth Campaign: Campaigns in conjunction 
with the June 30th processions

Distraction Campaign:
A few days before the date of the June 30th 
processions, many pages circulated misleading 
information, which the study found likely to be part 
of an organized distraction campaign, created by 
supporters of the de-facto authorities to distract 
internet users from focusing on mobilization of the 
planned processions.

On June 26, the official spokesperson of the Armed 
Forces issued a press statement announcing the 
killing of seven Sudanese soldiers and a citizen at 
the hands of the Ethiopian army.

One day later, on June 27, many platforms published 
a post stating that the Armed Forces had announced 
the liberation of the Ethiopian settlement “Berkht”, 
located within the lands of Al-Fashaga. Among 
these pages was the page Al-Arabiya-Sudan which 
has nearly two million followers.

https://www.beamreports.com/2022/06/28/%d9%85%d8%a7-%d8%b5%d8%ad%d8%a9-%d8%a7%d9%84%d9%85%d9%86%d8%b4%d9%88%d8%b1-%d8%a7%d9%84%d8%b1%d8%a7%d8%a6%d8%ac-%d8%ad%d9%88%d9%84-%d9%82%d8%b1%d8%a7%d8%b1%d8%a7%d8%aa-%d9%84%d8%ac%d9%86%d8%a9-%d8%a3/
https://www.beamreports.com/2022/06/28/%d9%85%d8%a7-%d8%b5%d8%ad%d8%a9-%d8%a7%d9%84%d8%b5%d9%88%d8%b1%d8%a9-%d8%a7%d9%84%d9%85%d8%b2%d8%b9%d9%88%d9%85%d8%a9-%d9%84%d9%80-%d8%b6%d8%a8%d8%b7-%d8%a3%d8%ad%d8%af-%d8%a7%d9%84%d8%ab%d9%88%d8%a7/
https://www.suna-sd.net/read?id=743046
https://web.facebook.com/alarabiyasu/posts/pfbid0ivSPn8GT87xb17HfXqCYe2yTm4nWNuPzVG9rrUZV3foFixrXengvYKfuTvfwfXgql
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Later, the Armed Forces denied issuing any 
statement about the situation on the eastern 
borders at that time.

Due to excessive violence, the June 30th  
processions left nine people dead, according to the 
report of the Central Committee of Sudan Doctors. 
The loss of life in the processions is usually followed 
by an almost spontaneous escalation campaign by 
the citizens involved in the movement, in addition 
to the Resistance Committees. However, due to 
the shutdown of the internet, many citizens were 
cut off from the information circulated on social 
networks and news websites.
After the return of telecommunication services, the 
Sudanese public came across many posts that may 
have been intended towards distracting followers 
from the violent events that accompanied the 
processions.
An advertisement appeared on a page in the name 
of Dr. Altoum Hajo - a politician who supports the 
coup - stating that it had been hacked and that 
it had become “affiliated with the forces of the 
revolution”.

Moments later, the Sudanese people circulated 
a statement attributed to the Ethiopian Prime 
Minister, Abiy Ahmed, in which he said, “He who 
kills his people like this in cold blood only in order to 
rule has no right to accuse us of killing his soldiers,” 
referring to the accusations of the Armed Forces to 
Ethiopia of killing eight Sudanese people. Marsad 
Beam found this statement to be fabricated.

By reference to the transparency of the page, Beam 
Reports found that it is not real in the first place, 
and does not belong to Altoum Hajo, as shown in 
the image below.

https://web.facebook.com/sudanese.armed.forces/posts/pfbid027PyGNQRVypeHCePSnNTxdYf7XbETQZwQc5fbYP88MJBDFs9LeBP3vnZMyqKro9Xxl
https://twitter.com/SD_DOCTORS/status/1542835412808384512
https://twitter.com/SD_DOCTORS/status/1542835412808384512
https://web.facebook.com/permalink.php?story_fbid=pfbid021yZ9GvYMCt5wTmBuqU4px7XkB3QV73nTLgRY8Aqya19tSeMBSD4yHhUxADt9LfFcl&id=100063876226876
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Conclusion of the Fifth Campaign:
Those who are following the events rest assured that there are some entities that intended to test the 
Sudanese public opinion and find out its trends before the mass processions on June 30th, in order to 
make proactive decisions for the processions.

The internet was shut down on June 30th, the day of the processions, for 24 hours, and the bridges were 
blocked in Khartoum State. Also, it is clear that some entities deliberately fabricated a leaflet announcing 
the liberation of an Ethiopian settlement in Al-Fashaga by the Armed Forces, aiming to reshuffle the 
priorities of the citizens by pushing public solidarity with the Armed Forces to the highest priority, and 
then working to downplay the importance of the civil society movement, given that the Armed Forces are 
engaged in a war against an external enemy.

Also, the announcement of the Dr. Altoum Hajo page being hacked on this particular day, knowing that 
this page is fake and does not belong to him, indicates that there is an entity working to distract followers 
from violations against demonstrators by creating certain events.

On the other hand, it can be observed that some forces that antagonize the army commander, Abdel 
Fattah Al-Burhan, have worked to respond to the campaign launched to distract followers from the 
violations, by re-mobilizing public opinion against Al-Burhan through fabricating a statement by the 
Ethiopian Prime Minister.
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Later, the Justice and Equality Movement denied 
these statements attributed to its president, 
describing them as fabricated.

Another post indicated that there are moves to 
secure the National Radio Station and Khartoum 
International Airport, in reference to an attempted 
military coup.
After more than an hour had passed since the post 
- that is, after people learned that there were no 
movements in this direction -, the same page stated 
that this move was not a military coup, but rather 
“precautions likely to be taken for fear of Gibril’s 
forces and the armed groups surrounding the 
capital Khartoum, within the framework of caution 
against their issuance of instruction to control the 
country.”

Since his appointment as Minister of Finance in 
February of 2021, Gibril Ibrahim, Chairman of the 
Justice and Equality Movement, has embarked on a 
journey of economic adjustments in Sudan. 

These amendments were supported by the 
transitional authority while confronted with 
opposition from some political and social forces.

After Al-Burhan’s coup against the transitional 
government in Sudan, some voices began to show 
up, opposing what they called “Gibril Ibrahim’s 
economic policy”. These voices took advantage of 
popular discontent with Ibrahim because of his 
dependence on the country’s internal resources, 
after the international financing institutions 
ceased their dealings with Sudan which affected 
the resources of the state treasury.

The campaign was led by Sudan Now page on 
Facebook and began its activities after the leak of 
a letter exempting the minister’s nephew from the 
value of customs fees for his private car.

A post on Sudan Now Facebook page attributed 
statements to Ibrahim, indicating that he was 
working to set aside taxpayer money to fund 
armed groups’ forces. Another post attributed a 
statement to Ibrahim in which he stated that he 
was about to levy a new tax fee under the name 
“fees to the Sudan Peace in Juba Agreement for 
the development of the states of Darfur.”

The Sixth Campaign: Against the head of the 
Justice and Equality Movement, Gibril Ibrahim

https://web.facebook.com/SudanJEMpage/posts/pfbid0aFZKboYc9hMG2FEmbh8LXEL1v1viLu7SWN4AVZa1oeSPaTjtt3huTiq7r7nXjCKbl
https://web.facebook.com/sudannow01/posts/pfbid02F8dxZvhytq7yPm5UA8wyepPJX5Kkmt6JWovT9ZNFQYCYn8oYKgofgAbeEyD8jGLYl
https://web.facebook.com/sudannow01/posts/pfbid0244NcJ37Q9kXRqYXE8e1UAuqjKS4Hmf37PMaNZdftTAmePnnabto2H1rLG9oWHf8gl?__cft__%5b0%5d=AZWfvMSMkjlpCjOoY6ea781BaVlkQA3FYHHH2jI8LNouYrwVShQTUwtnUt_K8mI2mf0tKllR8M2DSYT0T0Pge2nRABeoYGomasGfPEwwaX51T2j5NVYMBaLigwFam2X7jgKg32q6WVenEdttmF8E7GfE&__tn__=%2CO%2CP-R
https://web.facebook.com/sudannow01/posts/pfbid0244NcJ37Q9kXRqYXE8e1UAuqjKS4Hmf37PMaNZdftTAmePnnabto2H1rLG9oWHf8gl?__cft__%5b0%5d=AZWfvMSMkjlpCjOoY6ea781BaVlkQA3FYHHH2jI8LNouYrwVShQTUwtnUt_K8mI2mf0tKllR8M2DSYT0T0Pge2nRABeoYGomasGfPEwwaX51T2j5NVYMBaLigwFam2X7jgKg32q6WVenEdttmF8E7GfE&__tn__=%2CO%2CP-R
https://web.facebook.com/sudannow01/posts/pfbid0NF1uWRV8r8VBBjpt5WEct5vFsm3z6yb7zVHxZTQRRzSnsBBUbcHn6TczQ2r2Wskgl
https://web.facebook.com/sudannow01/posts/pfbid0NF1uWRV8r8VBBjpt5WEct5vFsm3z6yb7zVHxZTQRRzSnsBBUbcHn6TczQ2r2Wskgl
https://web.facebook.com/sudannow01/posts/pfbid0NF1uWRV8r8VBBjpt5WEct5vFsm3z6yb7zVHxZTQRRzSnsBBUbcHn6TczQ2r2Wskgl
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Beam Reports’ sources confirmed that there were 
no forces to secure Khartoum International Airport 
on the aforementioned day, which denies the claim 
promoted by the page. Marsad Beam also found 
that this page publishes images and disinformation 
related to the activities of armed groups.

Among them are the activities of Gibril Ibrahim, 
where a post was spotted containing an outdated 
image of trucks in Central Africa, claiming that it 
was an image of Russian trucks smuggling gold 
protected by the movements of Gibril, Minnawi and 
the Rapid Support Forces.

Moreover, we noticed that the page works to stir 
up regional strife among the constituents of the 
Sudanese people.

For instance, the page included a video clip of 
a person sending a threatening message to the 
army commander and the Rapid Support Forces 
commander.

The page attached the following comment to 
the video: “A new rebellion in western Sudan, the 
Misseriya and the Hamars threaten to cut off the 
oil, and their leader says we want our rights in a 
better way or we will take them by force of arms.

The question that arises is what is the benefit 
of Sudan Peace in Juba Agreement if ten rebel 
movements have centered in Khartoum and 
left Darfur to build a new rebellion, and these 
movements only plunder the citizens of the 
northern regions?”

In the same context, the page shared an image of 
a document published by a citizen which includes 
confidential information that the Ministry of 
Finance had refused to exempt customs for a 
“rickshaw powered by electric power.” Despite the 
validity of the published document, the page raised 
the issue along with the following question:

“Is it revenge against the northerners?”

Marsad Beam found that the citizen who published 
the document did not ask the above question, 
while the page under investigation adopted a racist 
approach when dealing with the post.

It can be observed that an entity is adopting 
a campaign to spread hate speech among 
constituents of the Sudanese people, initiated by 
the campaign directed at the head of the Justice 
and Equality Movement.

The criticism was not confined to the performance 
of Gibril Ibrahim as Minister of Finance, but rather to 
his ethnic and regional affiliation, taking advantage 
of the popular discontent with his administration 
of the Ministry of Finance.

Conclusion of the Sixth Campaign:

https://www.beamreports.com/2022/09/15/%D9%85%D8%A7-%D8%B5%D8%AD%D8%A9-%D8%A7%D9%84%D8%B5%D9%88%D8%B1%D8%A9-%D8%A7%D9%84%D9%85%D8%AA%D8%AF%D8%A7%D9%88%D9%84%D8%A9-%D9%84%D8%B4%D8%A7%D8%AD%D9%86%D8%A7%D8%AA-%D8%B1%D9%88%D8%B3%D9%8A%D8%A9/
https://www.beamreports.com/2022/09/15/%D9%85%D8%A7-%D8%B5%D8%AD%D8%A9-%D8%A7%D9%84%D8%B5%D9%88%D8%B1%D8%A9-%D8%A7%D9%84%D9%85%D8%AA%D8%AF%D8%A7%D9%88%D9%84%D8%A9-%D9%84%D8%B4%D8%A7%D8%AD%D9%86%D8%A7%D8%AA-%D8%B1%D9%88%D8%B3%D9%8A%D8%A9/
https://web.facebook.com/sudannow01/videos/459392992910324/
https://web.facebook.com/sudannow01/posts/pfbid0CCP2FByVzsfJJfHGBMCamZV3qA3sRjYbGttepKM6mjmgtmQkGVX121xThZdrY9Hfl?__cft__%5b0%5d=AZWKiuk8BCX63IXoB_hlmkjMoipZWHIRCAjaSIGiBZ1qM_O2Y14ifnFfS2rJJGQ4TFt-rckQUrtjKNsZqMKhHeeFjKgudWW2lUe0bVCoo9ByQ_OeCCj9zwrjkHdcrbw065zBhsd1pTdFUUe3-x46L_49&__tn__=%2CO%2CP-R
https://web.facebook.com/fathelrahman.hamad.90/posts/pfbid023TyLiCNPiWfx5R42vGoF41RWQJfKbu2gCiDSoiV4N1Ep8FahgQYcns34EgTgP2Qzl
https://web.facebook.com/fathelrahman.hamad.90/posts/pfbid023TyLiCNPiWfx5R42vGoF41RWQJfKbu2gCiDSoiV4N1Ep8FahgQYcns34EgTgP2Qzl


30 Disinformation Environment in Sudan

NOV 2022

Marsad Beam

Many local, regional and international entities use disinformation as a political weapon to pass 
their own agenda as a prelude for winning political, economic or military interests and gains.
Thus, media disinformation is not confined to local political interests only, but also extends to 
regional and international interests. Below is a revision of some local and foreign actors, according 
to the database of Marsad Beam, in addition to reports of international institutions and technology 
companies.

On the 25th of October 2021, the Commander-in-Chief of the Sudanese Armed Forces, Abdel Fattah Al-
Burhan, staged a military coup, as a result of which the power sharing that existed between the Armed 
Forces and the Forces of Freedom and Change was abolished. The coup faced intense popular opposition 
in its early days, and soon the Resistance Committees organized processions opposing the coup.

On the other hand, the Forces of Freedom and Change were active in holding events and open sessions 
to discuss the consequences of the coup and its repercussions. Many political parties and bodies that 
opposed the coup - the Popular Congress Party and the National Movement for Building and Development, 
for example - were also active in issuing statements and organizing activities declaring their determined 
rejection of the military coup.

Marsad Beam found out that there is some misleading information circulating in the Sudanese digital 
space that is targeting Abdel Fattah Al-Burhan personally. 

Facebook users circulated a video clip that shows the Saudi Crown Prince leaving his session with Al-
Burhan, in a scene that appears to have occurred after a dispute between them. The circulation of this 
clip came over during Al-Burhan’s visit to Saudi Arabia, in March 2022. However, Marsad Beam found 
that the circulating clip is old and dates back to 2019.

First: Local Actors:
• Entities opposing military rule:

Actors in Disinformation Campaigns in Sudan:

https://www.beamreports.com/2022/03/29/%D9%85%D8%A7-%D8%AD%D9%82%D9%8A%D9%82%D8%A9-%D8%A7%D9%84%D9%81%D9%8A%D8%AF%D9%8A%D9%88-%D8%A7%D9%84%D9%85%D8%AA%D8%AF%D8%A7%D9%88%D9%84-%D9%84%D9%84%D9%82%D8%A7%D8%A1-%D8%A7%D9%84%D8%A8%D8%B1%D9%87/
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Social media users also circulated a frame image 
of Al-Jazeera-Sudan page containing a statement 
attributed to the Deputy Chief of Police and Public 
Security in the Emirate of Dubai in the United Arab 
Emirates, Lieutenant General Dhahi Khalfan Tamim, 
commenting on the release of some members of 
the National Congress Party dissolved in April 
2022, describing it as a “political maneuver” by Al-
Burhan to put pressure on the UAE, Saudi Arabia 
and Egypt. 

Marsad Beam found that the circulated image was 
fabricated, as Dhahi Khalfan did not mention this 
on any of his personal pages, and he did not make 
a statement to any media outlet.

In June 2022, many Facebook users circulated an 
image of an Israeli newspaper in Hebrew, in which 
appeared the Sudanese army commander, Abdel 
Fattah Al-Burhan. The promoters of the image 
circulated the following claim:

“The Israeli newspapers remorsefully bid farewell 
to Al-Burhan, and a number of other allegations.”

Marsad Beam found that this piece of news was 
published on February 4, 2020, the day after the 
Al-Burhan-Netanyahu meeting in Entebbe.

Based on the above information, it can be concluded 
that there are some entities opposing Al-Burhan’s 
ruling, and deliberately spreading misleading 
information targeting him personally.

https://www.beamreports.com/2022/04/09/%d9%85%d8%a7-%d8%b5%d8%ad%d8%a9-%d8%aa%d8%b5%d8%b1%d9%8a%d8%ad-%d8%b6%d8%a7%d8%ad%d9%8a-%d8%ae%d9%84%d9%81%d8%a7%d9%86-%d8%b9%d9%86-%d8%a5%d8%b7%d9%84%d8%a7%d9%82-%d8%b3%d8%b1%d8%a7%d8%ad-%d8%a3%d8%b9/
https://www.beamreports.com/2022/06/17/%d9%85%d8%a7-%d8%b5%d8%ad%d8%a9-%d8%a7%d9%84%d9%85%d9%86%d8%b4%d9%88%d8%b1-%d8%a7%d9%84%d9%85%d8%aa%d8%af%d8%a7%d9%88%d9%84-%d8%b9%d9%86-%d8%aa%d9%88%d8%af%d9%8a%d8%b9-%d8%a7%d9%84%d8%b5%d8%ad%d9%81/
https://www.beamreports.com/2022/06/17/%d9%85%d8%a7-%d8%b5%d8%ad%d8%a9-%d8%a7%d9%84%d9%85%d9%86%d8%b4%d9%88%d8%b1-%d8%a7%d9%84%d9%85%d8%aa%d8%af%d8%a7%d9%88%d9%84-%d8%b9%d9%86-%d8%aa%d9%88%d8%af%d9%8a%d8%b9-%d8%a7%d9%84%d8%b5%d8%ad%d9%81/
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The Rapid Support Forces is a military militia that was fighting on behalf of the Sudanese government 
during the war in Darfur. Since 2019, it has been participating in the governance of Sudan through the 
participation of its leader, Mohamed Hamdan Dagalo, in the Sudanese Sovereignty Council to become 
the second man in power.

The Rapid Support Forces participated in “Operation Khartoum”, launched by the European Union to cease 
illegal immigration in Rome in 2014, and the process was criticized in Sudan and among European public 
opinion. It was described as politicized and that it helped regimes that violate human rights, including 
the National Congress regime. However, the European Union later denied providing any logistical and 
technical support to the Sudanese military forces.

The Rapid Support Forces have deliberately published misleading information on social media - taking 
advantage of its participation in operations to combat illegal immigration and human trafficking - in 
order to brighten its image and remove the stigma around its reputation for human rights violations, 
which were documented by Human Rights Watch; committing massacres in Darfur in 2015.

Therefore, the Rapid Support Forces published a publication in which it stated that a research center 
called the “Center for Monitoring Conflicts in the African Coast”, based in Paris, had issued a report 
describing the Rapid Support Forces as the forces that “played an important role in moving stagnant 
waters in European policy towards Sudan, and it contributed to the consolidation of cooperation between 
Sudan and the European Union to combat the phenomenon of illegal immigration, which threatens the 
lives of thousands of immigrants.”

Marsad Beam published a reportage refuting the Rapid Support Forces’ claim of the aforementioned 
center that issued the report. The reportage concluded that there is no center called the “Center for 
Monitoring Conflict in the African Coast”, and that the name of the center is linked to a person called 
Mohamed Ali Kiliani who has ties to Russian media, and that the report published on the Rapid Support 
Forces pages is not available on the Internet.

Based on the above, it appears that the Rapid Support Forces are working to spread misleading 
information to polish their image.

• Rapid Support Forces:

http://refugee-rights.org/wp-content/uploads/2017/11/17-10-18-KP-Arabic-version.pdf
http://refugee-rights.org/wp-content/uploads/2017/11/17-10-18-KP-Arabic-version.pdf
https://www.aa.com.tr/ar/%D8%AF%D9%88%D9%84%D9%8A/%D8%A7%D9%84%D8%A7%D8%AA%D8%AD%D8%A7%D8%AF-%D8%A7%D9%84%D8%A3%D9%88%D8%B1%D9%88%D8%A8%D9%8A-%D9%8A%D9%86%D9%81%D9%8A-%D8%AF%D8%B9%D9%85-%D9%82%D9%88%D8%A7%D8%AA-%D8%B3%D9%88%D8%AF%D8%A7%D9%86%D9%8A%D8%A9-%D9%84%D9%85%D8%B9%D8%A7%D9%88%D9%86%D8%AA%D9%87-%D8%B9%D9%84%D9%89-%D8%A7%D9%84%D8%AD%D8%AF-%D9%85%D9%86-%D8%A7%D9%84%D9%87%D8%AC%D8%B1%D8%A9-%D8%BA%D9%8A%D8%B1-%D8%A7%D9%84%D8%B4%D8%B1%D8%B9%D9%8A%D8%A9/641964
https://www.hrw.org/ar/report/2015/09/09/280756
https://www.beamreports.com/2022/02/14/%d9%83%d9%8a%d9%81-%d9%8a%d8%b3%d8%b9%d9%89-%d8%a7%d9%84%d8%af%d8%b9%d9%85-%d8%a7%d9%84%d8%b3%d8%b1%d9%8a%d8%b9-%d9%84%d8%aa%d8%ad%d8%b3%d9%8a%d9%86-%d8%b5%d9%88%d8%b1%d8%aa%d9%87-%d8%b9%d8%a8%d8%b1/
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• Islamic-oriented Entities:
The Facebook report for June 2021 talked about 
a campaign that originated in Sudan and targeted 
local audiences. The campaign has been linked to 
individuals in Sudan, including those associated 
with The Future for Reform and Development 
movement, a political party established at the end 
of 2019.

This network was found after reviewing information 
about some of its activities that researchers shared 
with Valent Projects, a digital agency that works 
on data research, digital content production, and 
advertising on social media.

Network Details
• Presence on Facebook and Instagram: The 

network includes 53 Facebook accounts, 51 
pages, 3 groups, and 18 Instagram accounts.

• Followers: Approximately 1.8 million accounts 
follow one or more pages, approximately 
43,000 members of one or more groups, and 
approximately 8,700 followers of one or more 
accounts on Instagram.

• Ads: About $700 was spent on ads on Facebook 
and Instagram, paid in Turkish Lira and Saudi 
Riyals.

According to the report, the Future for Reform and 
Development movement led this campaign from 
inside Sudan. 

The publications of this campaign were mainly 
published in Arabic on news and current events 
in Sudan,including support for Islamic political 
parties, the Muslim Brotherhood and the political 
orientations of the National Congress regime, 
support for the trend of normalizing Sudanese-
Israeli relations, and criticism of the Communist 
Party, secularism, feminism and the transitional 
government which the army later turned against.

https://about.fb.com/wp-content/uploads/2021/07/June-2021-CIB-Report-Final.pdf
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Observing the screenshots above, it can be noticed 
that two of them contain the word “Islamic” which 
is an indication that the content of the pages 
supports the Islamic orientation in the Sudanese 
political context. 

In April 2022, the movement joined the so-called 
Al-Tayyar Al-Islami Al-Areed, an alliance of many 
political Islamic parties and entities, including 
the Sudanese Islamic Movement, and the former 
leader of the dissolved National Congress Party, 
Amin Hassan Omar, signed on its behalf.

Many reports mentioned that Amin Hassan 
Omar is a member of the Future for Reform and 
Development movement, but he denied this in one 
of the press interviews while stressing that he was 
part of the dialogues that took shape in the idea of 
the movement before it was established.

Marsad Beam searched for the political secretary 
of the movement, Dr. Nagi Mustafa, and found that 
his name is linked to a news page called Al-Raed.

Mustafa who appears frequently on this page 
conducts live broadcasts from the page, and the 
page promotes him even in the events of his daily 
personal life as shown in the image below.

For more confirmation, Beam Reports found that 
the Future for Reform and Development movement 
page shared a live broadcast of Nagi Mustafa, 
containing Al-Raed’s logo. This indicates that the 
two pages have an interlinked relationship.

https://www.aljazeera.net/politics/2022/4/20/%D8%B3%D8%A4%D8%A7%D9%84-%D9%88%D8%AC%D9%88%D8%A7%D8%A8-%D8%AD%D9%88%D9%84-%D8%AA%D9%83%D8%AA%D9%84-%D8%A7%D9%84%D8%AA%D9%8A%D8%A7%D8%B1-%D8%A7%D9%84%D8%A5%D8%B3%D9%84%D8%A7%D9%85%D9%8A
https://webcache.googleusercontent.com/search?q=cache:3ZQ3IhzEE_YJ:https://alintibaha.net/online/15431/&cd=1&hl=en&ct=clnk
https://webcache.googleusercontent.com/search?q=cache:3ZQ3IhzEE_YJ:https://alintibaha.net/online/15431/&cd=1&hl=en&ct=clnk
https://web.facebook.com/Alrid.tv/
https://www.facebook.com/watch/live/?ref=watch_permalink&v=1203852230350050
https://www.facebook.com/Alrid.tv/posts/pfbid0kEfn9mGeKb1UeJ8ysfQUxZtrZ7gTDgDxCxEkeerGS9sz6wb4Epd6jMKTcFsi6ajnl
https://www.facebook.com/Almostqbal/videos/4742130845913636/?__cft__%5B0%5D=AZVoNClTKDZSVM-iSih4RoHfR7i6kuV242Xfahc3q0gyuNHLsoYxOYl9iusonH4LTniMUyDeVl5K6ZnCatLirXy8VPPk3RWhGWl7xsZtJIaZb_t7V7Iwv_370cWB2_kHNuToTdMyJhK0xUz3puLmhLJB&__tn__=%2CO-R
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• The Sudanese Armed Forces:
The Armed Forces use their various platforms to promote a political agenda, targeting specific political 
parties and groups. The official Facebook page of the Armed Forces published an article written by 
the editor-in-chief of the Armed Forces newspaper, Colonel Ibrahim al-Houri, in which he describes the 
Communist Party as “the party with a dark history and a record full of shameful crimes.”

Also, the Sudanese Armed Forces intervened in the campaign to expel the representative of the Secretary-
General of the United Nations, Volker Perthes, through its newspaper “The Armed Forces”.

The newspaper published that Volker has a project he would like to establish in Sudan, describing him as 
“an expert in chaos and activating terrorist technology in Sudan.” Al-Houri described Volker as a “Nazi” 
in a comment on what the newspaper had published.

The publication of these press materials, and Al-Houri’s comment on them, coincided with a widespread 
campaign on social media calling for Volker’s expulsion from Sudan, promoting the idea of his interference 
in internal Sudanese affairs.

https://web.facebook.com/watch/?v=1251202272060038
https://www.facebook.com/ibrahimhory/posts/pfbid04WYwhEPrhoLqNcSZfWQoXLxdkJToZhHMMhZoJ59PMPcmcajW6Sy7GFfvhCyZa58Bl
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• The National Intelligence and Security Service:
The National Intelligence and Security Service (NISS) was established in 2004, after merging the National 
Security Service - concerned with internal security - with the Intelligence Service - concerned with the 
external security of Sudan.

In 2011, the NISS established a unit called the “Electronic Jihad Unit” which is a unit that was established 
to monitor what is published in the digital sphere, to disseminate misleading and false information, and 
to clampdown on political actors and activists who oppose the rule of the National Congress Party.

After the removal of the National Congress regime, and during the transitional period, the Reporters 
Without Borders organization warned that the Electronic Jihad Unit is still continuing to spy on journalists 
and monitor them, in addition to the control of media outlets affiliated with the defunct regime over the 
media of the transitional period.

It also claimed that such media is working to impede this period, noting that Sudan needs to build an 
effective media space from scratch.

Numerous reports indicated that Russia is working to influence public opinion in Sudan through the use 
of social media. In March 2022, the Troika Group - the United States of America, Norway and the United 
Kingdom - issued a statement stating that the Wagner Group, a private military company closely linked 
to the Russian president Vladimir Putin, has been spreading disinformation on social media and engaging 
in illegal activities linked to gold mining. Later, the Sudanese authorities denied these allegations.

The Facebook report of May 2021 cited a network that published news in Arabic about Africa and current 
events in the region, including news about politics in Sudan, tensions in Chad, Ethiopia and Palestine, 
as well as comments supportive of Sudanese Prime Minister Abdallah Hamdok and relief initiatives in 
Sudan, by the Russian financier Yevgeny Prigozhin. The Sudanese Ministry of Health was also criticized 
following allegations that the government prevented the entry of Russian aid into the country.

Second: Foreign Actors:
• Russia:

Network details:
• Presence on Facebook and Instagram: 83 Facebook accounts, 30 pages, 6 groups, and 49 accounts 

on Instagram.
• Followers: About 440,000 followers of one or more pages, about 4,300 members of one or more 

groups, and about 50,000 followers of one or more accounts on Instagram.
• Ads: About $500 spent on ads on Facebook and Instagram, paid in Qatari Riyals and US Dollars.

This network mainly targeted Sudan, and the Facebook report revealed that this activity is related to 
the network that was removed in October 2019 and was linked to individuals attributed to the Russian 
Internet Research Agency.

https://www.africanews.com/2022/03/22/sudan-denies-reports-of-the-presence-of-russian-wagner-group-in-the-country/
https://about.fb.com/wp-content/uploads/2021/06/May-2021-CIB-Report.pdf
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between August and October 2018, before the 
December Revolution, and many of them were 
actively publishing as of October 2019 and began 
to expand their presence to include other social 
media platforms such as Twitter.

These pages were generally supportive of different 
governments depending on the current political 
situation. It is noticeable that a large number of 
pages contained the word “radio” in the title of the 
page; Like “Radio Africa” which is the largest with 
about 356,560 followers.

As for the reports of Instagram accounts, they 
revealed two people; one of them is a Sudanese 
journalist linked to the Khartoum Star page, as it 
turned out that he spent some time in Russia.

The other is a musician promoted by the Royal 
Crew News page in its early days when it was called 
Royal Crew Music.

Interestingly, both the reporter and the musician 
have ties to Sudanese mining; where the 
correspondent’s personal Facebook account says he 
is the director of public relations at the Ministry of 
Minerals, and the musician’s personal account says 
he is a translator at the Russian Kush Company, a 
gold mining company in Sudan.

According to the Stanford Internet Observatory 
report of Stanford University, the Russian networks 
revealed by Facebook reports for October 2019 
targeted a number of African countries, including 
Libya, Sudan, the Central African Republic, and 
Madagascar.

The report also disclosed that the networks are 
attributed to entities linked to Prigozhin and the 
Russian Internet Research Agency, including the 
Wagner Group, a Russian organization that has 
acted as a private military contractor in several 
African countries.

As for Sudan, a number of news and political 
pages were deleted, most of which were created 

https://fsi-live.s3.us-west-1.amazonaws.com/s3fs-public/29oct2019_sio_-_russia_linked_influence_operations_in_africa.final_.pdf
https://fsi-live.s3.us-west-1.amazonaws.com/s3fs-public/29oct2019_sio_-_russia_linked_influence_operations_in_africa.final_.pdf
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• The United Arab Emirates:
The United Arab Emirates is part of the geopolitical 
reality of Sudan, as they are both part of the Middle 
East and members of the League of Arab States 
(LAS). 

This geopolitical reality is the base of UAE’s interest 
in Sudan’s situation, and puts it in a position of a 
warrior for its political interests in the region and 
its economic interests through its investments in 
Sudan.

As mentioned earlier, the crossways of interests 
between regional and international actors oblige 
them to diversify the means of political conflict, 
including the media war.

The UAE is known for its strong opposing stance 
against the Muslim Brotherhood which was ruling 
in Sudan and Egypt. Therefore, parties advocating 
for the UAE used Twitter to spread misleading 
information and to promote the UAE’s positive role 
in Sudan.

Mark Owen Jones, an assistant professor at Hamad 
Bin Khalifa University in Qatar and an expert in the 
field of disinformation, published a series of tweets 
in which he explained that 26 Twitter accounts are 
working to promote the positive role of the UAE 
in Sudan, and they sometimes criticize the Muslim 
Brotherhood.
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• Egypt:
The Arab Republic of Egypt is the northern neighbor 
of the Republic of Sudan, and the border length 
between them is 1,276 km. The eastern part of the 
border, or what is known as the “Halayib Triangle”, 
is subject to a dispute between the two countries.

Egypt’s economic interests in Sudan, in addition to 
its security reservations regarding political changes, 
placed it in the midst of a wave of disinformation 
following the removal of the National Congress 
regime.

It is not surprising that institutions or entities that 
advocate for Egyptian interests interfere in the 
Sudanese digital sphere. In June 2019, a campaign 
led by an Egyptian company advocated military rule 
in Sudan, following the dispersal of sit-ins in the 
cities of Sudan.

According to the New York Times, the company 
which is owned by a former Egyptian army officer led 
a campaign targeting Facebook, Twitter, Instagram 
and Telegram by writing content supportive of the 
military rule in Sudan. However, Marsad Beam was 
unable to independently fact-check this claim.

Also, a campaign to hide revolutionary content, 
based in Egypt, arose due to the coinciding 
interests of the Resistance Committees and the 
disinformation campaign that directed its hostility 
towards Egypt.

https://www.nytimes.com/2019/09/06/world/middleeast/sudan-social-media.html
https://www.nytimes.com/2019/09/06/world/middleeast/sudan-social-media.html
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• Ethiopia:
Ethiopia borders Sudan from the east, and the 
length of the common border between the two 
countries is about 1,600 km. There is a border 
dispute between Sudan and Ethiopia regarding 
the Al-Fashaga region and another regarding the 
Renaissance Dam.

As mentioned earlier, it turned out that there 
are entities using Facebook to draft content that 
promotes misleading information about Egypt, 
in order to influence Sudanese public opinion 
regarding some issues that affect the course of 
Sudanese-Egyptian relations.

For example, Marsad Beam has followed posts on 
Facebook of a page called “اثيوبيا - Ethiopia”, which 
has more than 374,000 followers and defines itself 
as follows:
“Our mission is to work to raise awareness to 
promote Ethiopia’s interests in the Arab world, 
amplify the Arab world’s confidence and interests 
in Ethiopia, solidify relations and development, build 
long-term relations between Ethiopia and other 
countries, adopt and defend Ethiopian issues, reflect 
the Ethiopian point of view and counter smear 
campaigns Ethiopia is exposed to in the media 
politically, economically and socially.”

Any keen follower of the page notes that it 
actively publishes posts that work to mobilize the 
public opinion of its followers from the Nile Basin 
countries - meaning here Sudan and South Sudan, 
being Arabic speakers -  towards advocating the 
Renaissance Dam project.

It also publishes a discourse narrating that Egypt 
enjoys the Nile waters alone, to the exclusion of the 
rest of the Nile Basin countries.

Also, the page only publishes positive news about 
Sudan and promotes brotherhood between the 
peoples of the two countries, while it publishes 
negative news about Egypt and promotes hate 
speech towards it.

https://www.facebook.com/Ethiopiaanews
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To spread disinformation in the Sudanese digital 
space, disinformation makers use several tools that 
contribute to deceiving followers.
The tools used in the Sudanese context are 
reviewed below:

1. Coordinated Inauthentic Behavior - CIB:

Facebook defines coordinated inauthentic behavior 
as “coordinated efforts to manipulate public 
debate to achieve a strategic goal through fake 
accounts.” According to many reports, there are 
many networks and campaigns actively applying 
coordinated inauthentic behavior in the Sudanese 
digital sphere on Facebook and Twitter to influence 
public opinion in the political context.

2. Fabrication of Documents:

Sometimes fake government documents are 
published on social media platforms. The content of 
these documents is usually related to unannounced 
government decisions, or they are presented as 
evidence against corrupt people, or as security 
and military decisions. For instance, a document 
containing a decision to expel the representative 
of the Secretary-General of the United Nations in 
Sudan, Volker Perthes, was fabricated.

3. Publishing Outdated Images:

Those who create misleading information directed 
to the Sudanese audience usually rely on posting 
old photos, during certain events, especially during 
major demonstrations and armed conflicts.

4. Publishing Outdated News:

The recycling of outdated news that had generated 
momentum during its first publication, is taking 
place, apparently as part of distracting public 
opinion from current political events.

For instance, pages on Facebook circulated a post 
stating that the Community Security Court issued 

a decree to deport a girl of Italian nationality who 
contracted AIDS because she was targeting young 
people. Later, Marsad Beam found that this piece 
of news is old and dates back to 2013.

1. 

2. 

3. 

4. 

5. Publishing Outdated Videos:
Those who create misleading information directed 
to the Sudanese audience often publish outdated 
video clips during certain events.
For instance, many pages published a video clip 
accompanied by a claim indicating that the vehicles 
in the clip are heading to support the Republican 
Palace sit-in, which supports the October 25, 2021 
coup. Marsad Beam found that the aforementioned 
clip is outdated, first published in 2019.
Many pages also published a video clip of military 
artillery with a claim that the content of the clip 
documents an attack carried out by the Sudanese 
Armed Forces against Ethiopia. Marsad Beam 
found that the aforementioned clip dates back to 
2020.

6. Fabrication of Images:
Image fabrication is one of the common tools 
used by disinformation makers in Sudan. One of 
the earliest examples of this is the fabrication of 
a sentence on a banner carried by a girl during a 
demonstration. Marsad Beam found the sentence 
written in the banner to be fabricated.

Tools Used in Disinformation 
Processes:

https://www.beamreports.com/2022/06/29/%d9%85%d8%a7-%d8%b5%d8%ad%d8%a9-%d8%a7%d9%84%d8%ae%d8%b7%d8%a7%d8%a8-%d8%a7%d9%84%d9%85%d8%aa%d8%af%d8%a7%d9%88%d9%84-%d8%a7%d9%84%d8%b0%d9%8a-%d9%8a%d8%b7%d9%84%d8%a8-%d9%81%d9%8a%d9%87-%d9%85%d8%ac/
https://www.facebook.com/Beamreports/posts/pfbid02NATHobAL3n4jFHM2jKdFSZDK6rLgtMqjjJDuJSYqY9N2y6A3ftoCs8ubfMN3uswl
https://www.beamreports.com/2022/05/24/%d9%85%d8%a7-%d8%b5%d8%ad%d8%a9-%d8%a7%d9%84%d8%ae%d8%a8%d8%b1-%d8%a7%d9%84%d8%b1%d8%a7%d8%a6%d8%ac-%d8%ad%d9%88%d9%84-%d8%a5%d8%a8%d8%b9%d8%a7%d8%af-%d8%b4%d8%a7%d8%a8%d8%a9-%d8%a3%d8%ac%d9%86%d8%a8/
https://www.beamreports.com/2022/05/24/%d9%85%d8%a7-%d8%b5%d8%ad%d8%a9-%d8%a7%d9%84%d8%ae%d8%a8%d8%b1-%d8%a7%d9%84%d8%b1%d8%a7%d8%a6%d8%ac-%d8%ad%d9%88%d9%84-%d8%a5%d8%a8%d8%b9%d8%a7%d8%af-%d8%b4%d8%a7%d8%a8%d8%a9-%d8%a3%d8%ac%d9%86%d8%a8/
https://www.beamreports.com/2021/10/18/%d9%85%d8%a7-%d8%ad%d9%82%d9%8a%d9%82%d8%a9-%d9%85%d9%82%d8%b7%d8%b9-%d8%a7%d9%84%d9%81%d9%8a%d8%af%d9%8a%d9%88-%d8%a7%d9%84%d8%b1%d8%a7%d8%a6%d8%ac-%d8%ad%d9%88%d9%84-%d9%82%d8%af%d9%88%d9%85-%d9%85/
https://www.beamreports.com/2021/10/18/%d9%85%d8%a7-%d8%ad%d9%82%d9%8a%d9%82%d8%a9-%d9%85%d9%82%d8%b7%d8%b9-%d8%a7%d9%84%d9%81%d9%8a%d8%af%d9%8a%d9%88-%d8%a7%d9%84%d8%b1%d8%a7%d8%a6%d8%ac-%d8%ad%d9%88%d9%84-%d9%82%d8%af%d9%88%d9%85-%d9%85/
https://www.beamreports.com/2021/12/02/%d9%85%d8%a7-%d8%ad%d9%82%d9%8a%d9%82%d8%a9-%d8%a7%d9%84%d9%81%d9%8a%d8%af%d9%8a%d9%88-%d8%a7%d9%84%d9%85%d8%aa%d8%af%d8%a7%d9%88%d9%84-%d8%ad%d9%88%d9%84-%d9%82%d8%b5%d9%81-%d8%a7%d9%84%d9%82%d9%88/
https://www.beamreports.com/2021/12/02/%d9%85%d8%a7-%d8%ad%d9%82%d9%8a%d9%82%d8%a9-%d8%a7%d9%84%d9%81%d9%8a%d8%af%d9%8a%d9%88-%d8%a7%d9%84%d9%85%d8%aa%d8%af%d8%a7%d9%88%d9%84-%d8%ad%d9%88%d9%84-%d9%82%d8%b5%d9%81-%d8%a7%d9%84%d9%82%d9%88/


42 Disinformation Environment in Sudan

NOV 2022

Marsad Beam

The page was checked on Facebook, and no results 
came up. It was noticed at the time that the page 
has blocked sharing the location of its admins but 
published its account’s address on Twitter.

By verifying the page’s account on Twitter via the 
platform ‘Ush Al-Haqiqa (Nest of Truth), it was 
found out that there is a 60% chance that its 
administration is automated.
Also, the platform defines this account as “a 
generator of random content” or what is known 
as spam.

1. 

2. 

3.  

4. 

5. 

6. 
7. Fabrication of Video Clips:
Fabrication of video clips is not common as a means 
of disinformation in the Sudanese digital sphere, 
due to the difficulty of this task, in addition to its 
exorbitant financial cost.
Marsad Beam observed only two cases in the midst 
of the huge amount of disinformation circulating, 
one of which was a video clip showing a bank 
statement containing millions of dollars belonging 
to Maryam Sadiq Al-Mahdi, the former Minister of 
Foreign Affairs.
Marsad Beam found that the aforementioned clip 
was fabricated.

8. Hashtag Spamming:
Misleading hashtags is a method based on the 
principle of repeating the same hashtag with 
variable contents, with the aim of fixating a 
stereotype image in the audience’s mind to 
advocate for a particular cause.

Misleading hashtags promote spam, which can 
sometimes be unsolicited false promotional content. 
We may describe hashtags as “misleading” when 
they are repeated in a systematic and organized 
manner.

In the Sudanese political context, Marsad Beam 
found that the aforementioned “Ethiopia” page 
uses this method on its Twitter account.

https://www.beamreports.com/2021/12/09/%d9%85%d8%a7-%d8%ad%d9%82%d9%8a%d9%82%d8%a9-%d8%a7%d9%84%d9%81%d9%8a%d8%af%d9%8a%d9%88-%d8%a7%d9%84%d9%85%d8%aa%d8%af%d8%a7%d9%88%d9%84-%d8%ad%d9%88%d9%84-%d9%83%d8%b4%d9%81-%d8%a7%d9%84%d8%ad%d8%b3/
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The page published propaganda campaigns that advocate for the Renaissance Dam and its repercussions 
by applying misleading labels.

The page published the hashtag #النيل_للجميع (Nile for all) on Twitter in 118 tweets, and this number 
represents 33.5% of the number of tweets published by the page since its establishment.

This information indicates that the page deliberately published this hashtag to send a message to its 
followers stating that Ethiopia defends its water security, and that it has the right to take its share of the 
Nile water like the rest of the beneficiary countries.

However, the page fell short of mentioning the conventions related to the Nile water, which regulate the 
utilization of its water resources.

** This number is dated July 20, 2022.
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• Creating Fake Pages and Changing Their 
Identity Later:

One of the methods of spreading disinformation in 
Sudan is by creating a page presenting content that 
is satirical and irrelevant to political events. After 
that, the page changes its identity, including the 
name and photo, and turns into a news platform 
page after collecting the largest possible number of 
followers, and then it begins spreading misleading 
information.

As mentioned earlier, Al-Raed’s page relates to 
Nagi Mustafa, the political secretary of the Future 
for Reform and Development movement, which is 
affiliated with the Al-Tayyar Al-Islami Al-Areed 
alliance. The page transparency report shows that 
the page is run by four admins based in Turkey.

Example (1):
The aforementioned Al-Raed page used this 
method in order to gather followers and then 
spread misleading information in the Sudanese 
digital space.

Al-Raed page was previously called “Sudan 
Satellite Channel” in 2020, then its name changed 
to Al-Raed in 2021. The page started operating 
by publishing misleading information and satirical 
posts, as shown below:

Methods of Disseminating 
Disinformation:
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• Publishing on Renown Platforms:
Spreading disinformation through well-known 
platforms is one of the methods used to mislead 
the Sudanese audience.
Sometimes this work may not be systematic or 
affiliated with a particular system or campaign, but 
the publication of information by prominent media 
platforms, without fact-checking its authenticity, 
greatly contributes to its wide-spread.

As an example, Beam Reports previously spotted 
misleading information on a page called Ain Al-
Watan.
When reviewing the page’s transparency report, 
it was found that it was established in June 2021, 
under the name “Al-Hamla Al-Sudaniya Li-waqf 
Al-Inhiyar - Akhtoona” (Sudanese Campaign to 
Stop the Collapse – Leave Us Alone).
The campaign Akhtoona is one that arose during 
the transitional period calling for an end to the rule 
of the transitional government, before its agreed 
end date. A few days after the October 25 coup, the 
name of the page was changed to “Ain Al-Watan”.

Example (1):
The “Sudania 24” channel’s page participated in 
publishing outdated news dating back to the year 
2013, regarding the deportation of the foreign 
Italian girl from Sudan.

Example (2):
As mentioned earlier, the Al-Arabiya-Sudan 
page published an outdated statement by Volker 
Perthes, the representative of the United Nations 
Secretary-General in Sudan, amid a campaign 
calling for his expulsion from Sudan.

• Exploiting Pages Created for an Old Purpose 
by Changing Their Identity:

One of the methods of disseminating disinformation 
in Sudan is to exploit a page previously created for 
a specific campaign or purpose, by changing its 
identity where the target page has a large number 
of followers.
The name, visual identity and data of the page are 
changed, and then its admins publish the misleading 
information, after changing its name to that of a 
news platform suggesting that it is professional.

https://web.facebook.com/eaynalwatan/posts/228116949503779
https://www.facebook.com/eaynalwatan/
https://www.facebook.com/eaynalwatan/
https://www.facebook.com/story.php?story_fbid=pfbid02XpB3D2HukfeJN7Lfj2xwPrVMJPfyyvf2g7TvC9LBpwV8zG3AmSPMJxsJPCd3TXdTl&id=100053538211977
https://web.facebook.com/alarabiyasu/posts/pfbid02TJm3tMYovKaeojBrJHmLs6vLFxJTiuZ2LRP2jCQWC4vbBX4qxZ8m36KJCchhB6ywl?_rdc=1&_rdr
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In another example, which is also related to the 
Akhtoona campaign, we found a page called 
“Sudanese movement”, created in June 2021 under 
the name Akhtoona khalas, i.e. at the same time that 
the above page was created.

The page publishes misleading information and 
video clips taken out of context, targeting some 
personalities affiliated with the Forces of Freedom 
and Change.

Sometimes, the page publishes posts related to the 
history of the Islamic Movement which ruled Sudan 
for thirty years.

https://www.facebook.com/akhtonakhalas/
https://web.facebook.com/watch/?v=618685542509699
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The Agendas of the Disinformation 
Industry in Sudan:

1. Political Agendas:
The political crossways of local actors put them 
in front of a test that leads them to follow many 
methods and tools to gain new grounds in the 
political sphere.
Spreading misleading information contributes a lot 
to influencing the public opinion of the Sudanese 
audience. Disinformation is usually spread to get 
people to adopt a particular political stand, to 
promote a particular political figure or to discredit 
another fellow.
On the other hand, regional and international powers 
are actively engaged in spreading disinformation in 
Sudan, according to their geopolitical interests.

2. Security Agendas:
There is no doubt that the mainstay of security 
work is the provision and analysis of information, 
and with the development of technology and 
communications, and the expansion of social media, 
the process of collecting information has become 
easier, but it requires more effort to fact-check in 
addition to technical know-how.
By virtue of the analysis mentioned in the first 
campaign’s summary, regarding the disinformation 
spread before the October 25, 2021 coup, it 
becomes clear that the campaign arose with the 
purpose of testing public opinion, regarding the 
consequences of any move aimed at bringing about 
a change in the political scene, in prelude for the 
coup against the transitional government.

3. Ideological Agendas:
Sudan abounds in a society of diverse customs and 
cultures. This diversity has created a fertile land for 
Sudan to receive many different faiths, and these 
ideologies are used as a justification for many 
political crimes. 
And just as ideology leads to political crime, it 
directs some to generate and spread disinformation, 
to advocate their own beliefs or even to undermine 
the beliefs of others.

An example of generating disinformation for 
ideological reasons is the association of the Future 
for Reform and Development movement with a 
disinformation campaign targeting the Communist 
Party, secularism and feminism, as these tendencies 
are considered hostile to Islam in the movement’s 
view.

4.  Personal Ambitions:
The dissemination of misleading information can 
bring its owner financial or intangible returns, 
directly and indirectly, whether through direct 
payment for the dissemination of disinformation 
as a service, or through achieving societal gains by 
creating a network of relationships with contributors 
to, and those influencing policy-making.

5. Reputation Laundering:

Reputation laundering is a term that means 
transforming the tarnished image of a country, 
institution, or person, through various public 
relations activities, into a polished image, free from 
adverse effects suffered as a result of its activities, 
which is part of a major process carried out by 
public relations companies.

Reputation laundering is propaganda, although it 
is carried out by public relations companies and 
various means are used in it, including the means 
of journalistic work.

However, like any propaganda, it is usually of 
unknown origin and uses devious methods to 
change attitudes, opinions and ideas.

In Sudan, the Rapid Support Forces works to 
brighten up its tarnished reputation, due to its 
accusation of committing crimes in Darfur, in 
addition to the accusations of participating in the 
crime of dispersing the Military Headquarters sit-
in in Khartoum in 2019.

The Rapid Support Forces follows the method of 
spreading misleading information; to polish its 
reputation in the minds of its own followers.

https://www.hrw.org/ar/report/2015/09/09/280756
https://www.beamreports.com/2022/02/14/%d9%83%d9%8a%d9%81-%d9%8a%d8%b3%d8%b9%d9%89-%d8%a7%d9%84%d8%af%d8%b9%d9%85-%d8%a7%d9%84%d8%b3%d8%b1%d9%8a%d8%b9-%d9%84%d8%aa%d8%ad%d8%b3%d9%8a%d9%86-%d8%b5%d9%88%d8%b1%d8%aa%d9%87-%d8%b9%d8%a8%d8%b1/
https://www.beamreports.com/2022/02/14/%d9%83%d9%8a%d9%81-%d9%8a%d8%b3%d8%b9%d9%89-%d8%a7%d9%84%d8%af%d8%b9%d9%85-%d8%a7%d9%84%d8%b3%d8%b1%d9%8a%d8%b9-%d9%84%d8%aa%d8%ad%d8%b3%d9%8a%d9%86-%d8%b5%d9%88%d8%b1%d8%aa%d9%87-%d8%b9%d8%a8%d8%b1/
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Since the start of Marsad Beam’s efforts to fact-check the 
information spread in the Sudanese digital space, Beam Reports 
worked to publish the titles of pages that disseminate misleading 
information on a frequent and semi-periodic basis, as part of 
Marsad Beam’s reports. The list below contains samples of the 
most prominent of these pages:

No. of FollowersPage TitleSN

479,000
Sudan now السودان الآن

now changed to «Al-Hakim 
Al-Sudan»

1

354,842Quick News - 2الخبر السريع

294,000(Twitter)  Salma | 3سلمى

4أنصار هيئة العمليات233,000

189,684 Darfur News 5دارفور نيوز

135,000Sudanese Post 6سودانيز بوست

110,646Elmasar News7

8لواء الردع الالكتروني85,000

68,823Ain-Alwatan 9عين الوطن

66,000Tahani al-Amin - 10تهاني الامين

57,678Sudanibook11

35,556Gurn News 12جرن الأخبار

32,000
 وزارة الداخلية السودانية

Ministry of Interior in Sudan 
(fake page)

13

14تسعة 9 طويلة16,460

15تهراقا حمد النيل13,000

Prominent Pages and Accounts Whose Activity in 
Spreading Misleading Information Was Monitored:

https://www.facebook.com/Sudan.now0/
https://www.facebook.com/Quicknews12
https://www.facebook.com/Quicknews12
https://twitter.com/salma1siddig
https://www.facebook.com/army.niss.sd
https://www.facebook.com/Fur24/
https://www.facebook.com/Sudan7878
https://www.facebook.com/Sudan7878
https://www.facebook.com/ElmasarNews/
https://www.facebook.com/profile.php?id=100053798019724
https://www.facebook.com/eaynalwatan/
https://www.facebook.com/officialtitoto
https://www.facebook.com/officialtitoto
https://www.facebook.com/sudanibook/?ref=page_internal
https://www.facebook.com/GuranNews/?ref=page_internal
https://www.facebook.com/GuranNews/?ref=page_internal
https://www.facebook.com/policesudan.sd?__cft__%5B0%5D=AZUlib1d-rcZpkIJ3b8iH1xzRQkHU8P2INymu5T5YHVTzJ4NrCiBmV-eYJdJVOVV-6FZ28lTS3w78iGUDAccL6Mbz02QLDA0GaIMvNGnJKjFW31JLd4cboL7DBS0CdetaHrr8FxQ6-GEjHXA-UM1kPvi&__tn__=-UC%2CP-R
https://www.facebook.com/Nine9long/
https://www.facebook.com/Nine9long/
https://www.facebook.com/Tehraga1980hamadelneel?__cft__%5B0%5D=AZXfN39SYdqUICpkbpqPik9HonR7JX6Ht9Krv4_BhnfbGFmsVoV8vHokG_mDeMOaWmiI7IYp3kjlzvMzvJ6ZZx1wLRD2d5VWn636AXCRrezWQfHkprxUDnCwt5hf8AvDVE_Gajc2Dto0DI_ZP9Xdxb90&__tn__=-UC%2CP-R
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It is clearly observed that disinformation is abundant in the Sudanese digital sphere. Despite the 
primitiveness of the tools and means used in creating and disseminating disinformation, they succeed 
in reserving a space of time in the Sudanese digital space which leads to achieving the goal of creating 
disinformation.
That is, to create an impact on the audience so that the misleading information is republished by all 
available means, whether using the internet or through traditional communication methods.

It is also observed that some entities that advocate for foreign interests are involved in spreading 
disinformation in the Sudanese digital sphere. Such entities are working to pass a specific agenda 
indirectly by broadcasting speeches directing public opinion against the foreign agenda.

Thus, they turn the social media sphere in Sudan into areas for conflict between regional and international 
strategies. Likewise, misinformation is used to polish the image of some personalities and institutions 
with poor human rights records. Disinformation is also used to campaign against certain concepts, such 
as feminism, secularism, and communism.

There remain many problems related to information fact-checking processes in the Sudanese media and 
digital sphere, including that the official and documented sources of information in Sudan are weak, and 
that government sources of news are also involved in spreading rumors and misleading information, and 
that verified news, government accounts and public figures accounts in social media platforms are few.

Conclusion:
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Our advice to media organizations and media professionals is to train press and media cadres in the field 
of disinformation and fact-checking.

As for civil society organizations, they must fact-check the information published in relevant spaces 
before adopting it as reliable information to be included in humanitarian and human rights reports. 
Publishing information without fact-checking its validity leads to a future loss of the value of reports, in 
addition to a loss of credibility and trust in the organization.

As for the visitors of social media sites, not rushing to share information and content published on the 
Internet before fact-checking its authenticity is very important. Fact-checking the authenticity of content 
is done by requesting verification from verification platforms such as Beam Reports, or through official 
communication channels with the government and private sectors.

Our advice to the authorities is to facilitate access to information, according to the Right to Information 
Act of 2015. Ease of access to information facilitates the fact-checking process for citizens and interested 
parties, which forms a cover that protects the public sphere from misleading and false information, thus 
reducing the spread of rumors.
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