


1. Top 10 Entities

Total number of entities 56

Total number of links 70

Ranked by Incoming Links
Rank Type Value Incoming links

1 Domain swtest.ru 3

2 BuiltWith Technology Viewport Meta 3

3 BuiltWith Technology HTML5 DocType 3

4 BuiltWith Technology IPhone / Mobile Compatible 3

5 BuiltWith Technology UTF-8 3

6 IPv4 Address 77.222.40.224 2

7 BuiltWith Technology nginx 2

8 IPQS Tag Wireless 2

9 Location Les Pobles, Spain 2

10 IPQS Tag Valid 2

Ranked by Outgoing Links
Rank Type Value Outgoing links

1 URL Smishing BBVA.
http://hdcnhgffxg.temp.swtest.ru/es/es/

14

2 URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

13

3 Website hdcnhgffxg.temp.swtest.ru 8

4 IPv4 Address 77.222.40.224 7

5 Website gdsdhfnbxv.temp.swtest.ru 7

6 Phone Number +34 677 553 154 6

7 Phone Number +34 674 706 695 6

8 Domain swtest.ru 5

9 URL https://urlshortner.org/pYWIR 1

10 URL https://urlshortner.org/MysSe 1

Ranked by Total Links
Rank Type Value Total links

1 URL Smishing BBVA.
http://hdcnhgffxg.temp.swtest.ru/es/es/

15

2 URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

14

3 Website hdcnhgffxg.temp.swtest.ru 9

4 IPv4 Address 77.222.40.224 9

5 Website gdsdhfnbxv.temp.swtest.ru 8

6 Domain swtest.ru 8

7 Phone Number +34 677 553 154 6

8 Phone Number +34 674 706 695 6

9 BuiltWith Technology Viewport Meta 3

10 BuiltWith Technology HTML5 DocType 3
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2. Entities by Type

ASs (2)

12741 44112

BuiltWith Technologys (13)

Canonical Content Tag Cascading Style Sheets

Dynatrace RUM HTML5 DocType

IPhone / Mobile Compatible Javascript

Microdata Mobile Non Scaleable Content

Spanish UTF-8

Viewport Meta X-UA-Compatible

nginx

Companies (5)

Russian Federation SpaceWeb LLC

TCI VODAFONE ESPANA, S.A. UNIPERSONAL

Vodafone España S.A. Unipersonal

Domains (1)

swtest.ru

Email Addresses (1)

dns1@sweb.ru.

IPQS Tags (3)

Active Valid

Wireless

IPv4 Addresses (1)

77.222.40.224

Images (1)

http://hdcnhgffxg.temp.swtest.ru/images/branding/googlelogo
/1x/googlelogo_white_background_color_272x92dp.png

Locations (3)

,  (Russia) Amsterdam

Les Pobles, Spain

NS Records (1)

ns1.spaceweb.ru
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Netblocks (2)

77.0.0.0-77.255.255.255 77.222.40.0-77.222.43.255

People (1)

RU-CENTER-RU

Phone Numbers (4)

+31 20 535 4444 +34 674 706 695

+34 677 553 154 +7 812 334 12 22

URLs (16)

Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/ Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

http://hdcnhgffxg.temp.swtest.ru/advanced_search?hl=en&a
uthuser=0

http://hdcnhgffxg.temp.swtest.ru/preferences?hl=en

http://www.google.com/history/optout?hl=en https://accounts.google.com/ServiceLogin?hl=en&passive=tr
ue&continue=https://www.google.com/&ec=GAZAAQ

https://drive.google.com/?tab=wo https://mail.google.com/mail/?tab=wm

https://maps.google.com/maps?hl=en&tab=wl https://news.google.com/?tab=wn

https://play.google.com/?hl=en&tab=w8 https://urlshortner.org/MysSe

https://urlshortner.org/pYWIR https://www.google.com/imghp?hl=en&tab=wi

https://www.google.com/intl/en/about/products?tab=wh https://www.youtube.com/?tab=w1

Websites (2)

gdsdhfnbxv.temp.swtest.ru hdcnhgffxg.temp.swtest.ru
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3. Entity Details

URL
maltego.URL

Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

Weight 0

Short title Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

URL http://hdcnhgffxg.temp.swtest.ru/es/es/

Title URL Title

Attachments

Incoming (1)

URL https://urlshortner.org/pYWIR

Outgoing (14)

Image http://hdcnhgffxg.temp.swtest.ru/images/branding/googlelogo/1x/g
ooglelogo_white_background_color_272x92dp.png

URL http://hdcnhgffxg.temp.swtest.ru/advanced_search?hl=en&authus
er=0

URL http://hdcnhgffxg.temp.swtest.ru/preferences?hl=en

URL http://www.google.com/history/optout?hl=en

URL https://accounts.google.com/ServiceLogin?hl=en&passive=true&c
ontinue=https://www.google.com/&ec=GAZAAQ

URL https://drive.google.com/?tab=wo

URL https://mail.google.com/mail/?tab=wm

URL https://maps.google.com/maps?hl=en&tab=wl

URL https://news.google.com/?tab=wn

URL https://play.google.com/?hl=en&tab=w8

URL https://www.google.com/imghp?hl=en&tab=wi

URL https://www.google.com/intl/en/about/products?tab=wh

URL https://www.youtube.com/?tab=w1

Website hdcnhgffxg.temp.swtest.ru

URL
maltego.URL

Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

Weight 0

Short title Smishing Santander. http://gdsdhfnbxv.temp.swtest.ru/espana/espana

URL http://gdsdhfnbxv.temp.swtest.ru/espana/espana

Title

Context http://gdsdhfnbxv.temp.swtest.ru/espana/espan

Attachments
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Incoming (1)

URL https://urlshortner.org/MysSe

Outgoing (13)

BuiltWith Technology Canonical Content Tag

BuiltWith Technology Cascading Style Sheets

BuiltWith Technology Dynatrace RUM

BuiltWith Technology HTML5 DocType

BuiltWith Technology IPhone / Mobile Compatible

BuiltWith Technology Javascript

BuiltWith Technology Microdata

BuiltWith Technology Mobile Non Scaleable Content

BuiltWith Technology Spanish

BuiltWith Technology UTF-8

BuiltWith Technology Viewport Meta

BuiltWith Technology X-UA-Compatible

Website gdsdhfnbxv.temp.swtest.ru

Website
maltego.Website

hdcnhgffxg.temp.swtest.ru

Weight 100

Website hdcnhgffxg.temp.swtest.ru

SSL Enabled false

Ports [80]

Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

Outgoing (8)

BuiltWith Technology HTML5 DocType

BuiltWith Technology IPhone / Mobile Compatible

BuiltWith Technology UTF-8

BuiltWith Technology Viewport Meta

BuiltWith Technology nginx

Domain swtest.ru

Domain swtest.ru

IPv4 Address 77.222.40.224

IPv4 Address
maltego.IPv4Address

77.222.40.224
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Weight 100

IP Address 77.222.40.224

Internal false
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IP whois
#
# ARIN WHOIS data and services are subject to the Terms of Use
# available at: https://www.arin.net/resources/registry/whois/tou/
#
# If you see inaccuracies in the results, please report at
# https://www.arin.net/resources/registry/whois/inaccuracy_reporting/
#
# Copyright 1997-2022, American Registry for Internet Numbers, Ltd.
#

#
# Query terms are ambiguous.  The query is assumed to be:
#     "n 77.222.40.224"
#
# Use "?" to get help.
#

NetRange:       77.0.0.0 - 77.255.255.255
CIDR:           77.0.0.0/8
NetName:        77-RIPE
NetHandle:      NET-77-0-0-0-1
Parent:          ()
NetType:        Allocated to RIPE NCC
OriginAS:
Organization:   RIPE Network Coordination Centre (RIPE)
RegDate:        2006-08-29
Updated:        2009-05-18
Comment:        These addresses have been further assigned to users in
Comment:        the RIPE NCC region. Contact information can be found in
Comment:        the RIPE database at http://www.ripe.net/whois
Ref:            https://rdap.arin.net/registry/ip/77.0.0.0

ResourceLink:  https://apps.db.ripe.net/search/query.html
ResourceLink:  whois.ripe.net

OrgName:        RIPE Network Coordination Centre
OrgId:          RIPE
Address:        P.O. Box 10096
City:           Amsterdam
StateProv:
PostalCode:     1001EB
Country:        NL
RegDate:
Updated:        2013-07-29
Ref:            https://rdap.arin.net/registry/entity/RIPE

ReferralServer:  whois://whois.ripe.net
ResourceLink:  https://apps.db.ripe.net/search/query.html

OrgAbuseHandle: ABUSE3850-ARIN
OrgAbuseName:   Abuse Contact
OrgAbusePhone:  +31205354444
OrgAbuseEmail:  abuse@ripe.net
OrgAbuseRef:    https://rdap.arin.net/registry/entity/ABUSE3850-ARIN

OrgTechHandle: RNO29-ARIN
OrgTechName:   RIPE NCC Operations
OrgTechPhone:  +31 20 535 4444
OrgTechEmail:  hostmaster@ripe.net
OrgTechRef:    https://rdap.arin.net/registry/entity/RNO29-ARIN

#
# ARIN WHOIS data and services are subject to the Terms of Use
# available at: https://www.arin.net/resources/registry/whois/tou/
#
# If you see inaccuracies in the results, please report at
# https://www.arin.net/resources/registry/whois/inaccuracy_reporting/
#
# Copyright 1997-2022, American Registry for Internet Numbers, Ltd.
#

% This is the RIPE Database query service.
% The objects are in RPSL format.
%
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%
% The RIPE Database is subject to Terms and Conditions.
% See http://www.ripe.net/db/support/db-terms-conditions.pdf

% Note: this output has been filtered.
%       To receive output for a database update, use the "-B" flag.

% Information related to '77.222.40.0 - 77.222.43.255'

% Abuse contact for '77.222.40.0 - 77.222.43.255' is 'abuse@sweb.ru'

inetnum:        77.222.40.0 - 77.222.43.255
netname:        SpaceWeb
descr:          SpaceWeb.ru Hosting Provider
org:            ORG-SJ7-RIPE
country:        RU
admin-c:        SWN-RIPE
tech-c:         SWN-RIPE
status:         ASSIGNED PA
mnt-by:         RUNIC-MNT
mnt-lower:      RUNIC-MNT
mnt-routes:     RUNIC-MNT
created:        2007-11-15T08:26:40Z
last-modified:  2017-12-18T12:14:04Z
source:         RIPE

organisation:   ORG-SJ7-RIPE
org-name:       SpaceWeb CJSC
org-type:       OTHER
address:        Russian Federation
address:        198095, Saint-Petersburg
address:        35 Marshala Govorova str., building 5-Zh, office 371
phone:          +7 812 3341222
fax-no:         +7 812 3341222
abuse-c:        SWAH-RIPE
admin-c:        RN331-RIPE
tech-c:         RN331-RIPE
mnt-ref:        RUNIC-MNT
mnt-by:         RUNIC-MNT
created:        2007-11-16T14:44:07Z
last-modified:  2019-07-15T07:57:05Z
source:         RIPE # Filtered

role:           SpaceWeb.Ru NOC
address:        Russian Federation
address:        198095, Saint-Petersburg
address:        35 Marshala Govorova str., building 5-Zh, office 371
phone:          +7 812 3341222
org:            ORG-SJ7-RIPE
admin-c:        RN331-RIPE
tech-c:         RN331-RIPE
nic-hdl:        SWN-RIPE
abuse-mailbox:  abuse@sweb.ru
mnt-by:         RUNIC-MNT
created:        2009-06-03T14:38:30Z
last-modified:  2019-07-15T07:59:36Z
source:         RIPE # Filtered

% Information related to '77.222.40.0/23AS44112'

route:          77.222.40.0/23
origin:         AS44112
descr:          SpaceWeb Hosting provider
org:            ORG-SJ7-RIPE
mnt-by:         PETERHOST-MNT
mnt-by:         RUNIC-MNT
created:        2016-12-08T18:54:58Z
last-modified:  2016-12-08T18:54:58Z
source:         RIPE

organisation:   ORG-SJ7-RIPE
org-name:       SpaceWeb CJSC
org-type:       OTHER
address:        Russian Federation
address:        198095, Saint-Petersburg
address:        35 Marshala Govorova str., building 5-Zh, office 371
phone:          +7 812 3341222
fax-no:         +7 812 3341222
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fax-no:         +7 812 3341222
abuse-c:        SWAH-RIPE
admin-c:        RN331-RIPE
tech-c:         RN331-RIPE
mnt-ref:        RUNIC-MNT
mnt-by:         RUNIC-MNT
created:        2007-11-16T14:44:07Z
last-modified:  2019-07-15T07:57:05Z
source:         RIPE # Filtered

% This query was served by the RIPE Database Query Service version 1.103
(HEREFORD)

Incoming (2)

Website gdsdhfnbxv.temp.swtest.ru

Website hdcnhgffxg.temp.swtest.ru

Outgoing (7)

Company Russian Federation

Location ,  (Russia)

Location Amsterdam

Netblock 77.0.0.0-77.255.255.255

Netblock 77.222.40.0-77.222.43.255

Phone Number +31 20 535 4444

Phone Number +7 812 334 12 22

Website
maltego.Website

gdsdhfnbxv.temp.swtest.ru

Weight 100

Website gdsdhfnbxv.temp.swtest.ru

SSL Enabled false

Ports [80]

Incoming (1)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

Outgoing (7)

BuiltWith Technology HTML5 DocType

BuiltWith Technology IPhone / Mobile Compatible

BuiltWith Technology UTF-8

BuiltWith Technology Viewport Meta

BuiltWith Technology nginx

Domain swtest.ru

IPv4 Address 77.222.40.224

Domain
maltego.Domain

swtest.ru
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Weight 50

Domain Name swtest.ru

WHOIS Info % TCI Whois Service. Terms of use:
% https://tcinet.ru/documents/whois_ru_rf.pdf (in Russian)
% https://tcinet.ru/documents/whois_su.pdf (in Russian)

domain:        SWTEST.RU
nserver:       ns1.spaceweb.ru.
nserver:       ns2.spaceweb.ru.
nserver:       ns3.spaceweb.pro.
nserver:       ns4.spaceweb.pro.
state:         REGISTERED, DELEGATED, VERIFIED
org:           SpaceWeb LLC
taxpayer-id:   7813376370
registrar:     RU-CENTER-RU
admin-contact: https://www.nic.ru/whois
created:       2013-12-13T11:31:08Z
paid-till:     2022-12-13T12:31:08Z
free-date:     2023-01-13
source:        TCI

Last updated on 2022-10-09T10:01:30Z

Context hdcnhgffxg.temp.swtest.r

Incoming (3)

Website gdsdhfnbxv.temp.swtest.ru

Website hdcnhgffxg.temp.swtest.ru

Website hdcnhgffxg.temp.swtest.ru

Outgoing (5)

Company SpaceWeb LLC

Company TCI

Email Address dns1@sweb.ru.

NS Record ns1.spaceweb.ru

Person RU-CENTER-RU

Phone Number
maltego.PhoneNumber

+34 677 553 154

Weight 0

Phone Number +34 677 553 154

Country Code +34

City Code 677

Area Code 553

Last Digits 154

ES

IPQS Validated True

Active (IPQS) true

Line Type (IPQS) Wireless

Valid (IPQS) true

Attachments

IPQS Info

IPQS determined that this phone number appears to be valid.
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IPQS Tag: Valid

Indicates the phone number is not properly formatted and considered invalid based on assigned phone numbers
available to carriers in that country.

IPQS Tag: Active

Indicates this phone number is not a live usable phone number that is currently inactive

IPQS Tag: Line Type

Wireless

Outgoing (6)

Company Vodafone España S.A. Unipersonal

IPQS Tag Active

IPQS Tag Valid

IPQS Tag Wireless

Location Les Pobles, Spain

URL https://urlshortner.org/MysSe

Phone Number
maltego.PhoneNumber

+34 674 706 695

Weight 0

Phone Number +34 674 706 695

Country Code +34

City Code 674

Area Code 706

Last Digits 695

Attachments

IPQS Validated True

Valid (IPQS) true

Active (IPQS) true

Line Type (IPQS) Wireless

ES

IPQS Tag: Valid

Indicates the phone number is not properly formatted and considered invalid based on assigned phone numbers
available to carriers in that country.

IPQS Tag: Active

Indicates this phone number is not a live usable phone number that is currently inactive

IPQS Tag: Line Type

Wireless

IPQS Info

IPQS determined that this phone number appears to be valid.
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Outgoing (6)

Company VODAFONE ESPANA, S.A. UNIPERSONAL

IPQS Tag Active

IPQS Tag Valid

IPQS Tag Wireless

Location Les Pobles, Spain

URL https://urlshortner.org/pYWIR

BuiltWith Technology
maltego.builtwith.Technology

Viewport Meta

Weight 0

Type mobile

Text Viewport Meta

BuiltWith Technology Information

Property Value

Name Viewport Meta

Description

This page uses the viewport meta tag which

means the content may be optimized for mobile

content.

Is Premium no

Type mobile

Categories

Link
https://developers.google.com/speed/docs/insight

s/ConfigureViewport

First Seen 2022-10-09 11:51:35.693+0000

Last Seen 2022-10-09 11:51:35.693+0000
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BuiltWith Technology Information

Property Value

Name Viewport Meta

Description

This page uses the viewport meta tag which

means the content may be optimized for mobile

content.

Is Premium no

Type mobile

Categories

Link
https://developers.google.com/speed/docs/insight

s/ConfigureViewport

First Seen 2022-10-09 11:22:12.908+0000

Last Seen 2022-10-09 11:22:12.908+0000

BuiltWith Technology Information

Property Value

Name Viewport Meta

Description

This page uses the viewport meta tag which

means the content may be optimized for mobile

content.

Is Premium no

Type mobile

Categories

Link
https://developers.google.com/speed/docs/insight

s/ConfigureViewport

First Seen 2022-10-09 11:21:53.417+0000

Last Seen 2022-10-09 11:21:53.417+0000

Incoming (3)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

Website gdsdhfnbxv.temp.swtest.ru

Website hdcnhgffxg.temp.swtest.ru

BuiltWith Technology
maltego.builtwith.Technology

HTML5 DocType

14
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Weight 0

Type docinfo

Text HTML5 DocType

BuiltWith Technology Information

Property Value

Name HTML5 DocType

Description
The DOCTYPE is a required preamble for HTML5

websites.

Is Premium no

Type docinfo

Categories

Link https://www.w3.org/TR/html51/

First Seen 2022-10-09 11:51:35.693+0000

Last Seen 2022-10-09 11:51:35.693+0000

BuiltWith Technology Information

Property Value

Name HTML5 DocType

Description
The DOCTYPE is a required preamble for HTML5

websites.

Is Premium no

Type docinfo

Categories

Link https://www.w3.org/TR/html51/

First Seen 2022-10-09 11:22:12.908+0000

Last Seen 2022-10-09 11:22:12.908+0000
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BuiltWith Technology Information

Property Value

Name HTML5 DocType

Description
The DOCTYPE is a required preamble for HTML5

websites.

Is Premium no

Type docinfo

Categories

Link https://www.w3.org/TR/html51/

First Seen 2022-10-09 11:21:53.417+0000

Last Seen 2022-10-09 11:21:53.417+0000

Incoming (3)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

Website gdsdhfnbxv.temp.swtest.ru

Website hdcnhgffxg.temp.swtest.ru

BuiltWith Technology
maltego.builtwith.Technology

IPhone / Mobile Compatible

Weight 0

Type mobile

Text IPhone / Mobile Compatible

BuiltWith Technology Information

Property Value

Name IPhone / Mobile Compatible

Description
The website contains code that allows the page

to support IPhone / Mobile Content.

Is Premium no

Type mobile

Categories

Link https://apple.com

First Seen 2022-10-09 11:51:35.693+0000

Last Seen 2022-10-09 11:51:35.693+0000
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BuiltWith Technology Information

Property Value

Name IPhone / Mobile Compatible

Description
The website contains code that allows the page

to support IPhone / Mobile Content.

Is Premium no

Type mobile

Categories

Link https://apple.com

First Seen 2022-10-09 11:22:12.908+0000

Last Seen 2022-10-09 11:22:12.908+0000

BuiltWith Technology Information

Property Value

Name IPhone / Mobile Compatible

Description
The website contains code that allows the page

to support IPhone / Mobile Content.

Is Premium no

Type mobile

Categories

Link https://apple.com

First Seen 2022-10-09 11:21:53.417+0000

Last Seen 2022-10-09 11:21:53.417+0000

Incoming (3)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

Website gdsdhfnbxv.temp.swtest.ru

Website hdcnhgffxg.temp.swtest.ru

BuiltWith Technology
maltego.builtwith.Technology

UTF-8

Weight 0

Type encoding

Text UTF-8
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BuiltWith Technology Information

Property Value

Name UTF-8

Description

UTF-8 (8-bit UCS/Unicode Transformation

Format) is a variable-length character encoding

for Unicode. It is the preferred encoding for web

pages.

Is Premium no

Type encoding

Categories

Link https://en.wikipedia.org/wiki/UTF-8

First Seen 2022-10-09 11:51:35.693+0000

Last Seen 2022-10-09 11:51:35.693+0000

BuiltWith Technology Information

Property Value

Name UTF-8

Description

UTF-8 (8-bit UCS/Unicode Transformation

Format) is a variable-length character encoding

for Unicode. It is the preferred encoding for web

pages.

Is Premium no

Type encoding

Categories

Link https://en.wikipedia.org/wiki/UTF-8

First Seen 2022-10-09 11:22:12.908+0000

Last Seen 2022-10-09 11:22:12.908+0000
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BuiltWith Technology Information

Property Value

Name UTF-8

Description

UTF-8 (8-bit UCS/Unicode Transformation

Format) is a variable-length character encoding

for Unicode. It is the preferred encoding for web

pages.

Is Premium no

Type encoding

Categories

Link https://en.wikipedia.org/wiki/UTF-8

First Seen 2022-10-09 11:21:53.417+0000

Last Seen 2022-10-09 11:21:53.417+0000

Incoming (3)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

Website gdsdhfnbxv.temp.swtest.ru

Website hdcnhgffxg.temp.swtest.ru

URL
maltego.URL

https://urlshortner.org/pYWIR

Weight 0

Short title https://urlshortner.org/pYWIR

URL https://urlshortner.org/pYWIR

Title URL Title

Attachments

Context https://urlshortner.org/pYWI

Incoming (1)

Phone Number +34 674 706 695

Outgoing (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

URL
maltego.URL

https://urlshortner.org/MysSe
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Weight 0

Short title https://urlshortner.org/MysSe

URL https://urlshortner.org/MyjSe

Title

Attachments

Incoming (1)

Phone Number +34 677 553 154

Outgoing (1)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

Netblock
maltego.Netblock

77.0.0.0-77.255.255.255

Weight 100

IP Range 77.0.0.0-77.255.255.255

Incoming (1)

IPv4 Address 77.222.40.224

Outgoing (1)

AS 12741

Netblock
maltego.Netblock

77.222.40.0-77.222.43.255

Weight 100

IP Range 77.222.40.0-77.222.43.255

Incoming (1)

IPv4 Address 77.222.40.224

Outgoing (1)

AS 44112

BuiltWith Technology
maltego.builtwith.Technology

nginx

Weight 0

Type Web Server

Text nginx
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BuiltWith Technology Information

Property Value

Name nginx

Description
nginx [engine x] is a HTTP server and mail proxy

server written by Igor Sysoev.

Is Premium no

Type Web Server

Categories

Link https://nginx.net/

First Seen 2022-10-09 11:22:12.908+0000

Last Seen 2022-10-09 11:22:12.908+0000

BuiltWith Technology Information

Property Value

Name nginx

Description
nginx [engine x] is a HTTP server and mail proxy

server written by Igor Sysoev.

Is Premium no

Type Web Server

Categories

Link https://nginx.net/

First Seen 2022-10-09 11:21:53.417+0000

Last Seen 2022-10-09 11:21:53.417+0000

Incoming (2)

Website gdsdhfnbxv.temp.swtest.ru

Website hdcnhgffxg.temp.swtest.ru

IPQS Tag
maltego.ipqs.Tag

Wireless

Weight 100

Text Wireless

Text

Text
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Incoming (2)

Phone Number +34 674 706 695

Phone Number +34 677 553 154

Location
maltego.Location

Les Pobles, Spain

Weight 100

Name Les Pobles, Spain

Country Spain

City Les Pobles

Street Address

Area Spain

Area Code

Country Code ES

Longitude 0.0

Latitude 0.0

Incoming (2)

Phone Number +34 674 706 695

Phone Number +34 677 553 154

IPQS Tag
maltego.ipqs.Tag

Valid

Weight 100

Text Valid

Text

Text

IPQS Info

Indicates the phone number is not properly formatted and considered invalid based on assigned phone numbers
available to carriers in that country.

Incoming (2)

Phone Number +34 674 706 695

Phone Number +34 677 553 154

IPQS Tag
maltego.ipqs.Tag

Active

Weight 100

Text Active

Text

Text
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IPQS Info

Indicates this phone number is not a live usable phone number that is currently inactive

Incoming (2)

Phone Number +34 674 706 695

Phone Number +34 677 553 154

AS
maltego.AS

44112

Weight 0

AS Number 44112

Owner SWEB-AS

Route 77.222.42.0/23

Incoming (1)

Netblock 77.222.40.0-77.222.43.255

Company
maltego.Company

VODAFONE ESPANA, S.A. UNIPERSONAL

Weight 100

Name VODAFONE ESPANA, S.A. UNIPERSONAL

Incoming (1)

Phone Number +34 674 706 695

BuiltWith Technology
maltego.builtwith.Technology

Mobile Non Scaleable Content

Weight 0

Type mobile

Text Mobile Non Scaleable Content
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BuiltWith Technology Information

Property Value

Name Mobile Non Scaleable Content

Description
This content is formatted for mobile devices, it

does not allow the content to be scaled.

Is Premium no

Type mobile

Categories

Link

http://developer.apple.com/library/safari/#docume

ntation/appleapplications/reference/SafariHTMLR

ef/Articles/MetaTags.html

First Seen 2022-10-09 11:51:35.693+0000

Last Seen 2022-10-09 11:51:35.693+0000

Incoming (1)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

BuiltWith Technology
maltego.builtwith.Technology

X-UA-Compatible

Weight 0

Type docinfo

Text X-UA-Compatible
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BuiltWith Technology Information

Property Value

Name X-UA-Compatible

Description

Allows a website to define how a page is

rendered in Internet Explorer 8, allowing a

website to decide to use IE7 style rendering over

IE8 rendering.

Is Premium no

Type docinfo

Categories

Link
https://blogs.msdn.com/ie/archive/2008/06/10/intr

oducing-ie-emulateie7.aspx

First Seen 2022-10-09 11:51:35.693+0000

Last Seen 2022-10-09 11:51:35.693+0000

Incoming (1)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

BuiltWith Technology
maltego.builtwith.Technology

Dynatrace RUM

Weight 0

Type analytics

Text Dynatrace RUM
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BuiltWith Technology Information

Property Value

Name Dynatrace RUM

Description
Real time user monitoring system from

Dynatrace.

Is Premium yes

Type analytics

Categories Application Performance

Link
https://www.dynatrace.com/platform/real-user-

monitoring

First Seen 2022-10-09 11:51:35.693+0000

Last Seen 2022-10-09 11:51:35.693+0000

Incoming (1)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

BuiltWith Technology
maltego.builtwith.Technology

Microdata

Weight 0

Type docinfo

Text Microdata

BuiltWith Technology Information

Property Value

Name Microdata

Description

Tags that webmasters can use to markup their

pages in ways recognized by major search

providers.

Is Premium no

Type docinfo

Categories

Link https://www.schema.org

First Seen 2022-10-09 11:51:35.693+0000

Last Seen 2022-10-09 11:51:35.693+0000
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Incoming (1)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

BuiltWith Technology
maltego.builtwith.Technology

Canonical Content Tag

Weight 0

Type docinfo

Text Canonical Content Tag

BuiltWith Technology Information

Property Value

Name Canonical Content Tag

Description

Public specification of a preferred URL for a page

allows search engines to understand the original

location for content.

Is Premium no

Type docinfo

Categories

Link
https://googlewebmastercentral.blogspot.com/200

9/02/specify-your-canonical.html

First Seen 2022-10-09 11:51:35.693+0000

Last Seen 2022-10-09 11:51:35.693+0000

Incoming (1)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

BuiltWith Technology
maltego.builtwith.Technology

Javascript

Weight 0

Type docinfo

Text Javascript
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BuiltWith Technology Information

Property Value

Name Javascript

Description
JavaScript is a scripting language most often

used for client-side web development.

Is Premium no

Type docinfo

Categories

Link https://en.wikipedia.org/wiki/JavaScript

First Seen 2022-10-09 11:51:35.693+0000

Last Seen 2022-10-09 11:51:35.693+0000

Incoming (1)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

BuiltWith Technology
maltego.builtwith.Technology

Spanish

Weight 0

Type language

Text Spanish

BuiltWith Technology Information

Property Value

Name Spanish

Description Website content is written in Spanish.

Is Premium no

Type language

Categories

Link https://es.wikipedia.org

First Seen 2022-10-09 11:51:35.693+0000

Last Seen 2022-10-09 11:51:35.693+0000

Incoming (1)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana
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BuiltWith Technology
maltego.builtwith.Technology

Cascading Style Sheets

Weight 0

Type docinfo

Text Cascading Style Sheets

BuiltWith Technology Information

Property Value

Name Cascading Style Sheets

Description

Cascading Style Sheets (CSS) is a stylesheet

language used to describe the presentation of a

document written in a markup language. Its most

common application is to style web pages written

in HTML

Is Premium no

Type docinfo

Categories

Link
https://en.wikipedia.org/wiki/Cascading_Style_Sh

eets

First Seen 2022-10-09 11:51:35.693+0000

Last Seen 2022-10-09 11:51:35.693+0000

Incoming (1)

URL Smishing Santander.
http://gdsdhfnbxv.temp.swtest.ru/espana/espana

Location
maltego.Location

,  (Russia)
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Weight 100

Name ,  (Russia)

Country

City

Street Address

Area

Area Code

Country Code RU

Longitude 37.6068

Latitude 55.7386

Continent Europe

Postal code

Timezone Europe/Moscow

Info

Information retrieved from the Maxmind GeoLite2 DB.
Available Here.

Incoming (1)

IPv4 Address 77.222.40.224

NS Record
maltego.NSRecord

ns1.spaceweb.ru

Weight 100

NS Record ns1.spaceweb.ru

Incoming (1)

Domain swtest.ru

Email Address
maltego.EmailAddress

dns1@sweb.ru.

Weight 100

Email Address dns1@sweb.ru.

Incoming (1)

Domain swtest.ru

Location
maltego.Location

Amsterdam
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Weight 24

Name Amsterdam

Country

City

Street Address

Area

Area Code

Country Code

Longitude 0.0

Latitude 0.0

Info

Relevance: 0.242796

Count: 1

Incoming (1)

IPv4 Address 77.222.40.224

Company
maltego.Company

Vodafone España S.A. Unipersonal

Weight 100

Name Vodafone España S.A. Unipersonal

Incoming (1)

Phone Number +34 677 553 154

Person
maltego.Person

RU-CENTER-RU

Weight 100

Full Name RU-CENTER-RU

First Names

Surname

Incoming (1)

Domain swtest.ru

Company
maltego.Company

SpaceWeb LLC

Weight 100

Name SpaceWeb LLC
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Info

Relevance: 0.468884

Count: 1

Incoming (1)

Domain swtest.ru

Company
maltego.Company

TCI

Weight 82

Name TCI

Info

Relevance: 0.829331

Count: 2

Incoming (1)

Domain swtest.ru

Phone Number
maltego.PhoneNumber

+7 812 334 12 22

Weight 100

Phone Number +7 812 334 12 22

Country Code

City Code

Area Code

Last Digits

Incoming (1)

IPv4 Address 77.222.40.224

Phone Number
maltego.PhoneNumber

+31 20 535 4444

Weight 100

Phone Number +31 20 535 4444

Country Code

City Code

Area Code

Last Digits
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Incoming (1)

IPv4 Address 77.222.40.224

Company
maltego.Company

Russian Federation

Weight 46

Name Russian Federation

Info

Relevance: 0.460445

Count: 3

Incoming (1)

IPv4 Address 77.222.40.224

Image
maltego.Image

http://hdcnhgffxg.temp.swtest.ru/images/branding/googlelogo/
1x/googlelogo_white_background_color_272x92dp.png

Weight 0

Description http://hdcnhgffxg.temp.swtest.ru/images/branding/googlelogo/1x/googlelogo_w
hite_background_color_272x92dp.png

URL http://hdcnhgffxg.temp.swtest.ru/images/branding/googlelogo/1x/googlelogo_w
hite_background_color_272x92dp.png

Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

URL
maltego.URL

https://drive.google.com/?tab=wo

Weight 0

Short title https://drive.google.com/?tab=wo

URL https://drive.google.com/?tab=wo

Title https://drive.google.com/?tab=wo

Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

URL
maltego.URL

https://www.google.com/intl/en/about/products?tab=wh
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Weight 0

Short title https://www.google.com/intl/en/about/products?tab=wh

URL https://www.google.com/intl/en/about/products?tab=wh

Title https://www.google.com/intl/en/about/products?tab=wh

Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

URL
maltego.URL

http://hdcnhgffxg.temp.swtest.ru/preferences?hl=en

Weight 0

Short title http://hdcnhgffxg.temp.swtest.ru/preferences?hl=en

URL http://hdcnhgffxg.temp.swtest.ru/preferences?hl=en

Title http://hdcnhgffxg.temp.swtest.ru/preferences?hl=en

Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

URL
maltego.URL

https://www.youtube.com/?tab=w1

Weight 0

Short title https://www.youtube.com/?tab=w1

URL https://www.youtube.com/?tab=w1

Title https://www.youtube.com/?tab=w1

Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

URL
maltego.URL

https://news.google.com/?tab=wn

Weight 0

Short title https://news.google.com/?tab=wn

URL https://news.google.com/?tab=wn

Title https://news.google.com/?tab=wn

Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/
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URL
maltego.URL

https://accounts.google.com/ServiceLogin?hl=en&passive=tru
e&continue=https://www.google.com/&ec=GAZAAQ

Weight 0

Short title https://accounts.google.com/ServiceLogin?hl=en&passive=true&continue=http
s://www.google.com/&ec=GAZAAQ

URL https://accounts.google.com/ServiceLogin?hl=en&passive=true&continue=http
s://www.google.com/&ec=GAZAAQ

Title https://accounts.google.com/ServiceLogin?hl=en&passive=true&continue=http
s://www.google.com/&ec=GAZAAQ

Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

URL
maltego.URL

https://maps.google.com/maps?hl=en&tab=wl

Weight 0

Short title https://maps.google.com/maps?hl=en&tab=wl

URL https://maps.google.com/maps?hl=en&tab=wl

Title https://maps.google.com/maps?hl=en&tab=wl

Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

URL
maltego.URL

https://www.google.com/imghp?hl=en&tab=wi

Weight 0

Short title https://www.google.com/imghp?hl=en&tab=wi

URL https://www.google.com/imghp?hl=en&tab=wi

Title https://www.google.com/imghp?hl=en&tab=wi

Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

URL
maltego.URL

https://mail.google.com/mail/?tab=wm

Weight 0

Short title https://mail.google.com/mail/?tab=wm

URL https://mail.google.com/mail/?tab=wm

Title https://mail.google.com/mail/?tab=wm
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Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

URL
maltego.URL

http://hdcnhgffxg.temp.swtest.ru/advanced_search?hl=en&aut
huser=0

Weight 0

Short title http://hdcnhgffxg.temp.swtest.ru/advanced_search?hl=en&authuser=0

URL http://hdcnhgffxg.temp.swtest.ru/advanced_search?hl=en&authuser=0

Title http://hdcnhgffxg.temp.swtest.ru/advanced_search?hl=en&authuser=0

Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

URL
maltego.URL

https://play.google.com/?hl=en&tab=w8

Weight 0

Short title https://play.google.com/?hl=en&tab=w8

URL https://play.google.com/?hl=en&tab=w8

Title https://play.google.com/?hl=en&tab=w8

Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

URL
maltego.URL

http://www.google.com/history/optout?hl=en

Weight 0

Short title http://www.google.com/history/optout?hl=en

URL http://www.google.com/history/optout?hl=en

Title http://www.google.com/history/optout?hl=en

Incoming (1)

URL Smishing BBVA. http://hdcnhgffxg.temp.swtest.ru/es/es/

AS
maltego.AS

12741
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Weight 0

AS Number 12741

Owner AS-NETIA

Route 77.255.0.0/16

Domain https://www.netia.pl

Type NSP

Incoming (1)

Netblock 77.0.0.0-77.255.255.255
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