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MAGISTRAT INKWIRENTI
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20 ta' Lulju 2018

FL-ATTI TAL-INKJESTA

EGRANTINC.

Ossijajekk:

1. Is-Sinjura Michelle Muscat allegatament hijiex 1-ultimate beneficial owner ta' E g'ant Inc;

2. Jekk il-Prim Ministru jew membri tal-familja tieghu jew John Dalli, Keith Schembri u Conrad
Mizzi ghandhomx kontijiet bankarji fil-Pilatus Bank;

3. Jekk kienux involuti f'xi transazzjonijiet finanzjarji suspettuzi fi hdan il-Pilatus Bank jew fatti
ta' korruzzjoni jew hasil ta' flus ma' persuni mill-Azerbaijan fil-Pilatus Bank.
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L-Inkjesta Magisterjali

Qabel xejn, fid-dawl ta" dak li sehh matul il-kors ta' din 1-inkjesta, inhasset
il-htiega Ii ghandu jigi ccarat x'inhi inkjesta magisterjali u x'inhu 1-iskop

principali warajha.

Inkjesta magisterjali tinkludi u timporta fiha forma ta' "investigazzjoni®, (
stharrig bl-ghinuna tal-esperti teknici biex:

(@) qabel xejn jigi determinat il-fatt jew id-delitt allegat - ossija t-tiftix,
kemm ikun possibbli, tal-verita storika - billi jigu mistharga u
stabbiliti 1-effetti jew tracci li jkunu jezistu wara Ii jkun sehh il-fatt
jew id-delitt. =~ Ghalkemm it-test Malti tal-Kodici Kriminali fl-
artikolu 546 jirreferi ghall-inkjesta magisterjali bhala il-"Prova tal-
in genere”, it-test Ingliz jirreferi ghaliha bhala "Investigation relating
to the 'in genere”. Ghalkemm in-nota fil-margini ma ghandhiex
sahha legali, b'mod partikolari fit-test Ingliz, hija xorta wahda
indikattiva tat-tifsira.

(b) Stabbilita I-prova ingenere imbaghad, fil-kazijiet kongruwi, I-
Magistrat Inkwirenti jghaddi biex jipprova jistabbilixxi [-prova in
specie jew il-prova specifica. Din tkun diretta biex jigi mikxuf min
ikun wettaq il-fatt jew id-delitt in kwistjoni biex b'’hekk tkun tista’

tigi ezercitata 1-azzjoni penali kontra tieghu jekk u meta jkun il-kaz.
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I[l-prova specifika trid tigi stabbilita bil-mezz ta' dokumenti,
xhieda, jew b'evidenza ohra, diretta jew indiretta skont ma jkun il-

kaz.

Skont il-gurisprudenza lokali,! il-Magistrat Inkwirenti, fil-kapacita
personali professjonali tieghu, bhala parti integrali mir-rwol, funzjoni u
setgha tieghu ta’ Magistrat (b'differenza ta' meta jkun jippresjedi 1-Qorti
tal-Magistrati f' kawza jew procediment kriminali) iwettaq dan kollu billi:

(@) fil-kazijiet previsti mill-Ligijinvestiga r-reatjew il-fatt rapportatlilu
u/jew izomm access li 1-Ligi tipprevedi;

(b) jaghmel ricerka ghall-verita' (storika, aktar milli wahda
gudizzjarja) billi jigbor u jipprezerva 1-provi tal-in genere kollha,
diretti jew indiretti, li jkunu jezistu u li 1-Magistrat jimexxielu
jidentifika bhala pertinent ghall-fatt jew reat I jkun qieghed
jinvestiga relattivi ghal dik in-notitia criminis li tkun giet raportata
lilu;

(0 biex wara li jkun gabar u prezerva dawn il-provi kollha identifikati
minnu u disponibbli fic-cirkostanzi, u cjoe jistabbilixxi jekk fuq bazi
prima faciae jkunx hemm stabbilit 1-ezistenza ta' xi reat jew reati
kriminalment rilevanti u persegwibbli u

(d fkaz pozittiv jipprova jasal ghall-in specie, u cjoe jara jekk ikunx
hemm sufficjenza probatorja prima faciae li - indipendentement

mill-apprezzament tal-provi migbura u prizervati - tista' twassal

! Principalment dak deciz mill-Qorti tal-Appell Kriminali Superjuri fil-kawza Ir-Repubblika ta’ Malta vs
Jason Grima, tat-3 ta' Lulju 1997.
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biex tigi identifikata persuna Ii setghet wetqet dakjew dawk ir-reati
kriminali stabiliti fl-inkjesta biex b'hekk tkun tista tigi mibdija 1-
azzjoni penali kontra taghha;

() li fl-ahli.amett dak kollu li jkun irriskontra 1-Magistrat jigi migbur
£'rapport imsejjah il-Proces Verbal skont kif regolat mill-Ligi u dan
il-Proces Verbal li jkollu sahlia ta' prova fQorti kriminali u jista'
jingieb b'evidenza fil-kors ta' kull procediment kriminali li jiskatta

in bazi ghall-konkluzjonijiet milhuqa fih.

Din il-funzjoni tal-Magistrat fil-vesti tieghu ta' Magistrat Inkwirenti issib
diga 1-gheruq taghha lura ferm fis-snin u tirrifletti 1-posizzjoni legali
kontenuta f'diversi Kodici ta' Procedura Penali ta' diversi Renji u Dukati
Kontinentali. Lokalment, dan il-metodu ta' stharrig gudizzjarju kien diga
jezisti, fforma £tit differenti, fid-Diritto Municipale di Malta, Nuova
Compilazione con Diverse Altre Costituzioni tal-1784, aktar komunement
maghruf bhala I-Cadice de Rohan. Mill-Libra [ Capo III, Para. Vet seq ta' dan
il-Codice de Rohan, wiehed jintebah li s-setghat u 1-funzjonijiet principali li
ghandhom il-Magistrati Maltin tal-lum (kif regolati bil-Kodid Kriminali
attwali) kienu jigu mwetqin mill-Imhallef maghruf bhala il-giudice
Criminale della Gran Corte della Castellania. Dawn is-setghat kienu, u
ghadhom, jinkludu s-setgha:-

(a) li jiddededu kawzi;

(b) L jistruwixxu 1-provi ghall-processi kriminali;



Do
(0 lijaghmlu inkjesti biex jistabbilixxu jekk sehlix fatt jew delitt denunzjat

jew kwerelat lilhom u f'kaz pozittiv jiddeterminaw min kien is-suspettat

li wettaq il-fatt jew id-delitt biex jinbdew proceduri penali kontrih.

Din hija riflessjoni tas-sistema ta' Gustizzja Inkwizitorja li kienet
predominanti f dawn il-Gzejjer fi zmien 1-Ordni ta' San Gwann u i kienet
ukoll ispirata mill-Kodici Kontinentali Ewropej. Dan 1-Imbhallef kellu
poteri wiesa' biex jinvestiga u jistabbilixxi 1-verita storika, ghalkemm dak
i.z-zmien ix-xoghol tieghu kien aktar ristrett minn dak tal-lum in kwantu
kien aktar limitat fin-numru tar-reati serji li kienu jigu kommessi kif ukoll
fil-kwalita ossija n-natura tar-reati li kien mehtieg li jistharreg. Ir-reati li
kien jistharreg direttament kienu principalment 1-omicidji, offizi gravi fuq
il-persuna u reati serji ohra, li pero ma kienux jinkludu reati sofistikati li
zviluppaw fiz-zmien aktar ricenti. Dan 1-Imhallef kellu s-setgha li jordna
li jitqgabdu esperti biex jghlnuh fl-Investigazzjoni tieghu kif ukoll li jircievi
r-relazzjonijiet teknici taghhom. Dawn ir-relazzjonijiet ma setghux jigu
impunjati mid-Difiza sakemm il-Prosekutur jkunx qabel ghal dan. F'dak
il-ka.z ir-relazzjoni setghet tigi mistharga minn Periti ohra, li kienu jkunu
esperti fil-materja u li skont il-prassi kellhom ikunu mahtura fnumru

farradi.

L-accessi fuq il-post tal-allegat reat kien jikkonducihom 1-istess Imhallef,

li kien imur personalment izur ix-xena tad-delitt
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e procurera' di usare tutte le possibili diligenze tanto per verificare il
corpo del delitto, di qualunque specie fosse, come rispetto alla scoperta
dei delinquenti, e rnettera’ tutto in chiaro..

Din is-sitwazzjoni procedurali bdiet tinbidel £tit wara li 1-Kuruna tar-
Renju Unit bdiet tiehu 1-kontroll shih tal-Gzejjer Maltin u tat-tmexxija
taghhom. Permezz ta' Notifikazzjoni mahruga nhar 1-24 ta" Lulju 1812,
il-Makkiem il-Gdid iddedda L jitrasferixxi certi setghat u

responsabbiltajiet Ii qabel kienu ezerdtati mill-giudice Criminale della Gran

A

Corte della Castallania u mill-Castellano il figura guridika gdida li giet
mahluga (mhux minghajr kontroversji) u maghrufa bhala Magistrate, jew

bil-Malti, Magistrat.

Dan kien zmien ta' riformi kontinwi u qawwija fil-qasam Gudizzjarju

Malti, xprunat minn Sir Thomas Maitland, li bil-Proklama xxii tal-ewwel

(1) ta" Lulju 1814 ordna L 1-poteri ta' inkjesti Ii qabel kienu ezerdtati mill-

giudice Criminale della Gran Corte della Castallania issa kellhom jigu ("
trasferiti lil u assunti mill-Magistrati. Din kienet dedzjoni Ii kienet tbiddel
ix-xenarju gudizzjarju lokali in kwantu taht id-Dominazzjoni Britannika,
il-Magistrati kienu megqjusa bhala ufficjali gudizzjarji i kienu gew
moghtija s-setgha tat-tmexxija tal-Qrati tal-Pulizija Gudizzjarja (Court of
Magistrates ofJudicial Police) b'’kompetenzi t'aggudikazzjoni limitati hafna

kemm fil-qasam dvili kif ukoll fil-qasam kriminali meta mqabblin ma

dawk moghtija lil Magistrati Maltin tal-lum.  Biss f'dak iz-zmien,
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b’differenza ghall-dak li jigri illum il-gurnata, 1-Magistrati kienu jmexxu
huma 1-Pulizija Gudizzjarja u kien hemm distinzjoni bejn din il-Pulizija
Gudizzjarja u 1-Pulizija Ezekuttiva li kienet immexxija mill-Ispettur

Generali tal-Pulizija.

Maz-zmien pero il-poter tal-Magistrati fuq il-Pulizija Gudizzjarja ¢ckien u
maz-zmien il-kuncett ta’ Pulizija Gudizzjarja thehha mill-Ligi. Il-poteri
ta’ investigazzjoni gew mghoddija lil Pulizija Ezekuttiva u dan anke sa
mill-Proklama I tal-10 ta” Marzu 1854 li biha gie fis-sehh il-Kodici
Kriminali.

Biss reminixxenza ta’ dawn is-setghat li kienu jgawdu 1-Magistrati
baqghu jezistu fit-Tagsima li titratta 1-in genere. I1-Ligi tistabbilixxi I-htiega
ta’ interazzjoni qawwija bejn il-Magistrati u 1-Pulizija, illum il-Pulizija
Ezekuttiva, u mhux aktar Pulizija Gudizzjarja, fil-qadi tad-doveri

taghhom fl-inkjesti dwar l-in genere.

[I-Magistrat ghandhom setghat 1i jassiguraw ix-xena tad-delitt u li

jipprizervaw l-evidenza, inkluz li jahtru esperti forensici. Biss illum il-

gurnata, il-Magistrati ma ghadhomx aktar jistghu imexxu l-Pulizija
Gudizzjarja, ghax din ma ghadhiex tezisti. —Huma jistghu jaghtu

direzzjoni u ordnijiet lill-Pulizija Ezekuttiva fil-kors t'inkjesta dwar l-in
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genere. Izda 1-Korp tal-Pulizija Ezekuttiva, li huwa l-unika qawwa taz-
zamma tal-ordni f'Malta, 1i hija mmexxija tal-Kummissarju tal-Pulizija.
Bil-Kodi¢i Kriminali vigenti il-Pulizija Ezekuttiva ghandha s-setghat
generali ta’ prevenzjoni, investigazzjoni u l-prosekuzzjoni tal-azzjoni
kriminali u dan id-dover jibga’ fis-sehh anke meta jkun hemm inkjesta

magisterjali.

Fil-prattika prezenti il-maggoranza assoluta tal-kazijiet ta’ fatti jew delitti
kriminali jigu denunzjati jew kwerelati lil Pulizija Ezekuttiva u mhux lil
Magistrat. Dan peress li I-Kodici Kriminali sa mill-1854 kien jipprevedi li
denunzji jew kwereli kellhom isiru minn persuni, in primis, lil Pulizija
Ezekuttiva. Biss il-hsieb guridiku li 1-Magistrat ikun involut mill-bidu
nett fl-interazzjoni mal-Pulizija ma mietx bis-soppressjoni tal-Pulizija
Gudizzjarja ghax I-Artikolu 540 tal-Kodi¢i Kriminali ghadu jipprevedi li
meta l-Pulizija Ezekuttiva tkun irceviet denunzja jew kwerela, li fughom
ghandhom jittiehdu proceduri, huma ghandhom jgharfu mill-aktar fis
lill-Qorti tal-Magistrati jew lil magistrat, skont il-kaz, biex jiehdu minn
ghandu l-ordnijiet mehtiega ghal dawk il-proceduri u fil-kazijiet
kongruwi 1-Pulizija Ezekuttiva tista’ tghaddi wkoll ghall-arrest ta’ dik il-

persuna li ghandha tigi mharka.

Reminixxenza ohra taz-zmien meta 1-Magistrati kienu jmexxu 1-Pulizija

Gudizzjarja ghadha tinstab ukoll fil-Kodi¢i Kriminali attwali fil-fatt li
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huwa possibbli 1i ssir denunzja ta’ fatt jew delitt lil Magistrat minn
persuna li ma tkunx uffi¢jal tal-Pulizija jew I-Avukat Generali. Din hija
possibilita moghtija mill-Ligi lil persuni f'Malta li rarament tigi mhadma.
Izda meta jigri hekk, il-Magistrat irid isegwi proceduri specjali qabel ma
jiddeciedi li jvara inkjesta b'mod 1i 1-Ligi illum tezigi li tithaddem
procedura spedjali li tassigura li ma jkunx hemm forum shopping. Matul
il-kors ta’ din l-inkjesta Egrant Inc., kif wiehed jista’ jara mill-atti ta” din I-
inkjesta, din il-procedura specjali kellha tigi mhaddma ghal darbtejn fuq
zewg rikorsi differenti li kienu saru mill-Kap tal-Opposizzjoni ta” dak iz-

zmien Dr. Simon Busuttil.

Fil-kazijiet normali ghalhekk ikunu 1-Pulizija (fil-prassi jkun Fizzjal fil-
grad mhux anqas minn Spettur) li jinfurmaw lil Magistrat bl-ahbar ta’ fatt
jew delitt li jkun, fil-fehma taghhom jehtieg li ghalih tinfetah inkjesta.
Imbaghad ikun jispetta lil Magistrat li jiddeciedi jekk ikunx hemm il-
prerekwiziti mehtiega biex tibda inkjesta jew le skont jekk ikunx gew

soddisfatti o meno d-dettami tal-artikolu 546 tal-Kodiéi Kriminali.

Fil-kaz li I-Magistrat jiddeciedi li ma jiftahx inkjesta, il-Pulizija Ezekuttiva
xorta wahda tibga’ obbligata li tinvestiga dak li jkun gie rapurtat lilha, in
kwantu l-obbligu legali generali t'investigazzjoni u prosekuzzjoni fdat fil-
Pulizija xorta jibga’ fis-sehh. F’dak il-kaz ikunu 1-Pulizija li jiddec¢iedu

x"azzjoni tkun tispetta li tittiehed skont il-kaz.
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Mill-banda 1-ohra meta 1-Magistrat jiddeciedi li hemm lok t'inkjesta
magisterjali ghax ikunu soddisfatti 1-prerekwiziti skont l-artikolu 546 tal-
Kodi¢i Kriminali, imbaghad ikun jispetta lilu li jiehu d-deciZjonijiet skont
il-kaz. Huwa jkun irid jikkordina l-isforzi tieghu mal-Pulizija Ezekuttiva
biex dawn ikunu jistghu itwetqu I-mizuri u l-ordnijiet li jidhirlu xierqa li
jittiehdu skont il-kaz. F'din l-eventwalita, il-Pulizija Ezekuttiva ma jsirux
Pulizija Gudizzjarja, ghax din ma ghadhiex tezisti aktar. Il-Pulizija
Ezekuttiva pero tkun trid tirrispondi ghall-ordnijiet tal-Magistrat
Inkwirenti u twettaghom minghajr dewmien. Il-Pulizija EzZekuttiva
ghalhekk issir l-id il-leminija tal-Magistrat Inkwirenti. Biss ghad-
differenza ta’ dak li kien jigri fi Zmien meta Sir Thomas Maitland kien
dahhal il-figura tal-Magistrat f'Malta, it-tmexxija tal-Pulizja Ezekuttiva
xorta wahda tibga” f'idejn il-Kummissarju tal-Pulizija anke f'dawn il-
kazijiet. Il-Magistrat Inkwirenti tal-lum ma ghandux Pulizija Gudizzjarja
li tirrispondi direttament lilu f'kollox, izda il-Ligi hija mfasla b’mod li
tkun trid issir kollaborazzjoni stretta bejn il-Pulizija Ezekuttiva u I-
Magistrat li jkun ordna li ssir inkjesta biex it-tnejn li huma jkunu jistghu

jaqdu d-doveri rispettivi taghhom.

[I-Magistrat Inkwirenti jaghti l-ordnijiet u d-direzzjonijiet tieghu lill-
Pulizija Ezekuttiva li jkunu geghdin isegwu din l-ahbar ta’ fatt jew delitt

(aktar l-isfel maghrufa bhala notitia criminis), u dawn iridu jwetqu dak
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ordnat mill-Magistrat, inkluz li jiehdu hsieb l-aspetti logisti¢i u l-kuntatti

mal-esperti mahtura biex I-inkjesta tkun tista’ ssir skont il-Ligi.

Fil-prattika, fil-maggoranza tal-kazijiet, l-ordnijiet u I-konkluzjonijiet tal-
Magistrat Inkwirenti jkunu soddisfacenti bizzejjed ghall-Kummissarju
tal-Pulizija biex dan ikun jista” jagixxi skont dak ordnat mill-Magistrat
Inkwirenti fil-Proces Verbal tieghu. B'hekk normalment jekk Magistrat fil-
Proces Verbal tieghu jordna li persuna tigi mresqa 1-Qorti fuq xi akkuza li
jsemmi, il-Kummissarju tal-Pulizija ghandu d-dmir legali li jipprocedi

skont dik I-ordni tal-Magistrat.

Izda peress li 1-Magistrat u [-Kummissarju tal-Pulizija (minkejja 1-
kollaborazzjoni ta” bejniethom) jibqghu indipendenti minn xulxin, jista’
jkun 1i I-Kummissarju tal-Pulizija jkollu dubju dwar dak dekretat mill-
Magistrat Inkwirenti fir-rigward tal-azzjoni li jkun ordna li tittiehed.
F'dan il-kaz, il-Ligi tipprovdi li l-Kummissarju tal-Pulizija jista’
jikkonsulta ruhu mal-Avukat Generali. F'din l-eventwalita, id-de¢izjoni
tal-Avukat Generali dwar x’jigri mill-ordni tal-Magistrat tista’ tkun I-
istess dagskemm tista’ tkun differenti in parti jew ghal kollox minn dik
dekretata mill-Magistrat. Fi kwalunkwe kaz, id-decizjoni tal-Avukat
Generali hija finali. Fil-kaz li I-Avukat Generali jaghzel i jmur kontra
dak li jkun ordna fid-digriet tal-Magistrat fil-Proces Verbal tieghu fejn ikun

ordna li jittiehdu proceduri kriminali kontra persuna ghal reati

11 A
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partikolari, huwa ghandu jaghmel rapport bil-miktub lill-President tar-
Repubblika li fih jispjega r-ragunijiet li jkunu wasluh ghal din id-

decizjoni.

Altrimenti, fil-qadi tad-dmirijiet “investigattivi” tieghu matul l-in genere,
il-Magistrat ghandu diversi poteri li jrid juza b’ghaqal, gies u attenzjoni.
Fosthom hemm is-setgha tal-arrest, gbid, dhul fi proprjeta, li jordna ki
jsiru testijiet, esperimenti u mizurazzjoni fuq persuni jew il-hwejjeg
taghhom, fejn mehtieg bl-ghajnuna t'esperti. Fit-twettieq tad-doveri tal-
inkjesti, il-Magistrati ghandhom ukoll is-setghat moghtija lil Qorti tal-
Magistrati bhala Qorti istruttorja, u li ghalhekk jistghu jordnaw li persuni
jigu ngunti bhala xiehda, jew li tigi prodotta dik l-evidenza li jidhrilhom
xierga, jistghu johorgu tahrikiet lil xhieda jew jarrestaw Ilil min
jirrizultalhom li huwa suspettat li wettaq reati kriminali, kif ukoll li
jlehdu kull mizura jew haga ohra li tinhtieg biex il-gabra tal-provi tkun
kompluta minn kollox. Fi kwalunkwe kaz, dawk li jridu jwettqu I-

ordnijiet tal-Magistrat jibgghu il- Pulizija Ezekuttiva.

Kif ser ikun spjegat aktar il-quddiem il-Magistrat Inkwirenti, minkejja
dawn is-setghat wiesa’ li jgawdi xorta wahda jibga’ serv tad-Dritt u ma
jistghax jirrombla fuq il-jeddijiet tan-nies. Dawn is-setghat igorru
maghhom responsabbiltajiet  kbar - mhux l-anqas li [-Magistrat

Inkwirenti  jezercitahom skont il-princ¢ipji ~ Kostituzzjonali u
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Konvenzjonali, skont il-Kodi¢i Kriminali u fl-ahhar izda mhux l-inqgas,

skont il-kuxjenza.
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In-notitia criminis

[lli permezz ta’ rapport verbali tal-Kummissarju tal-Pulizija Lawrence
Cutajar maghmul telefonikament lill-Magistrat Inkwirenti ghall-habta
tal-23:15 tal-20 t'April 2017 (liema rapport gie kkonfermat permezz ta’
rapport bil-miktub fis-26 t'April, 2017), il-Magistrat Inkwirenti gie

nfurmat bis-segwenti : -

i illum 20 ta' April 2017, il-Kumissarju tal-Pulizija ircieva rapport
minghand Dr. Edward Gatt LL.D u Dr. Pawlu Lia LL.D ghan-nom u in
rapresentanza ta' -Onorevoli Prim Ministru Dr. Joseph Muscat, fejn dawn
talbu lill-Kummissarju tal-Pulizija jinvestiga allegazzjonijiet li saru mill-
gurnalista Daphne Caruana Galizia fin-newsblog taghha f'artikolu intitolat
"Declarations of trust in Pilatus Bank safe: Egrant Inc shares held far Michelle
Muscat”;

f'dan l-imsemmi artikolu, qed jigi allegat illi s-Sinjura Michelle Muscat hija
1- Ultimate Beneficial Owner ta' Egrant Inc; u li I-Prim Ministru jew membri
tal-familja tieghu jew Politically-Exposed Persons ohra (u cioe' John Dallj,
Keith Schembri, u Konrad Mizzi) setghu kienu involuti fxi forma ta'
korruzzjoni, u/jew hasil ta' flus, u/fjew transazjonijiet finanzjarji suspetti,
provenjenti minn kontijiet ta' Politically-Exposed Persons mill-Azerbaijan, u
dan tramite kontijiet fil-Pilatus Bank.

[li dawn l-allegazzjonijiet serji jimminaw kemm l-amministrazzjoni tal-
pajjiz, kif wkoll l-industrija finanzjarja ta' Malta;

i f'dan l-istadju I-Pulizija gieghdha titlob lill-Magistrat Inkwerenti sabiex
tiftah inkjesta halli dawn l-allegazzjonijiet jigu investigati, anki bl-
assistenza ta' esperti li jistghu jigu mahtura tul din l-investigazzjoni; u
sabiex jigu ippriservati u analizati d-dokumenti kollha relativi ma' din I-
investigazzjoni;

In sostenn ghal dan ir-rapport, il-Kummissarju tal-Pulizija ezebixxa fl-atti

ta’ din l-inkjesta il-kwerela maghmula lilu bil-miktub fl-istess jum u skont

14



kif imsemmi fir-rapport tieghu minn fejn jirrizulta li Dr. Joseph Muscat u
lI-mara tieghu Michelle Muscat kienu hassewhom aggravati minhabba
allegazzjonijiet kontenuti f’artiklu ippublikat aktar kmieni fil-blog
Running Commentary miktub minn Daphne Caruana Galizia u dan peress
li qiesu d-diversi allegazzjonijiet kontenuti f'dan l-artiklu bhala kalunjuzi
u msejsa fuq fabbrikazzjonijiet. F’din il-kwerela huma talbu li tinzamm

inkjesta:
“bl-ingenere” halli jigu pprezervati I-provi ezistenti u jaghti direzzjoni lill-
Avukat Generali u I-Kummissarju tal-Pulizija u I-pariri mehtiega skond il-
ligi meta l-istess tigi maghluqga u dan fis-sens illi ;
[I-Prim Ministru jew membri tal-familia tieghu jew politically exposes persons

ohra setghu kienu nvoluti f'xi forma ta' korruzzjoni u/jew hasil ta' flus kif
dettaljat fl-istess artkolu.

Illi wara din it-telefonata, il-Magistrat Inkwirenti immedjatament mar
personalment fl-Uffi¢ju tal-Kummissarju tal-Pulizija fil-Kwartieri
Generali tal-Pulizija 1-Floriana sabiex ikun jista jitkellem fdettall wic¢
imb wic¢¢ mal-oghla Uffi¢jali tal-Korp tal-Pulizija inkarigati minn dan il-

kaz.

Hemmbhekk, il-Magistrat Inkwirenti gie moghti aktar informazzjoni dwar
l-izviluppi li kienu sehhew matul iljum u dik il-lejla u li allegatament
kienu ghadhom gqeghdin isehfu dak il-hin. Gie moghti wkoll I-
informazzjoni li aktar kmieni matul dak il-lejl, kienu deheru filmati
migbura minn crew ta” NET TV 1i kien juri li xi persuni (aktar tard

identifikati bhala ¢-Chairman tal-Bank Pilatus Ali Sadr Hasheminejad
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flimkien mar-Risk Manager tal-istess Bank Antonella Gauci) kienu hargu
minn bieb laterali tal-Uffi¢ini tal- Bank Pilatus fejn gew intercettati minn
xi gurnalisti li kienu fuq il-post. Gie rappurtat li Ali Sadr Hasheminejad
kien gieghed igorr mieghu zewg bagalji li allegatament li fihom kien
hemm dokumenti sensittivi li kienu qeghdin jigu mahruga

klandestinament mill-istess Bank ghal desintazzjoni ohra.

Gie rappurtat ukoll li f dawk is-sighat ta’ bil-lejl kien ghad hemm xi nies
li kienu ghadhom fl-uffi¢ji ta” Nexia BT fejn kien ghad hemm xi dwal
mixghula, minkejja li kien sar hafna hin wara l-hinijiet tal-eghluq normali

ta’ dawn l-uffi¢ini.

[I-Magistrat Inkwirenti deherlu li minn dak spejgat u muri lilu mill-
Pulizija kien hemm il-prerekwiziti mehtiega sabiex tinfetah inkjesta
magisterjali dwar il-prova tal-in genere u ordna biex jigu mibghuta
immedjatament zewg agenti tal-Pulizija mal-Uffidji tal-Bank Pilatus f'Ta’
Xbiex kif ukoll mal-Uffi¢ji ta” Nexia BT f'San Gwann u dan sabiex jigi
assikurat li dawn iz-zewgt fondi jigu ssigillati u ebda persuna ma tkun
tista” tidhol jew tohrog minn dawn iz-zewgt Uffi¢ji minghajr l-ordni tal-
Magistrat Inkwirenti. Ordna wkoll li ssir perkwizizzjoni fuq il-persuna

ta’ u fir-residenza fejn kien gieghed jirrisjedi Ali Sadr Hasheminejad.
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L-“Artiklu” li jifforma I-bazi tal-kwerela u li 1-fatti dwarhom geghdin
jigu mistharga

Kif johrog ¢ar mir-rapport tal-Kummissarju tal-Pulizija, 1-bazi tar-rapport
li sar minnu titnissel mis-serje t'allegazzjonijiet li saru fl-artiklu intitolat :
Declarations of trust in Pilatus Bank safe: Egrant Inc shares held far
Michelle Muscat pubblikat minn Daphne Caruana Galizia nhar 1-20
YApril 2017 fit-7:59pm fil-blog taghha intitolat Running Commentary.
Biss irrizulta li l-ispekulazzjonijiet dwar min kien is-sid ahhari tal-
kumpanija Egrant Inc. kienu ilhom ghaddejjin ghal diversi xhur f'diversi
artikli miktuba minn Caruana Galizia u gurnalisti ohra. Izda gatt qabel 1-
20 t' April 2017 ma kien hemm kitba specifika u esplicita li kienet tishaq li
s-sid ahharija ta” din il-kumpanija kienet il-mara tal-Prim Ministru Joseph
Muscat, Michelle Muscat. Dan kien il-pern ta’ dan l-istharrig li gie mitlub
mill-Kummissarju tal-Pulizija fir-rapport tieghu u dan peress li dan 1-
artiklu kien jikkontjeni fih kemm l-allegazzjoni serja li mart il-Prim
Ministru Malti kienet is-sid ahhari ta’ kumpanija imwagqfa fil-Panama
b’mod li isimha ma jkunx jidher — u dan ghax gie allegat li I-ishma taghha
kienu mizmuma minn Mossack Fonseca bhala nominees, kif ukoll 1i fil-
Bank Pilatus kien hemm transazzjonijiet li kienu suspettuzi immens u li
kienu jinvolvu lic-Chief of Staff tal-Prim Ministru Keith Schembri ma
persuni mill-Azerbajgan. Dan minbarra l-allegazzjoni l-ohra li Egrant Inc
kien jidher isimha mhux biss fuq id-declarations of trust imsemmija, izda

wkoll fuq bank account opening forms — intizi naturalment biex jinfetah
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kont bankarju f'isem Egrant Inc mal-Bank Pilatus. It-test ta’” dan l-artiklu

jagra hekk :-

Declarations of trust in Pilatus Bank safe: Egrant Inc shares held for
Michelle Muscat

In the kitchen at the offices of Pilatus Bank in Ta’ Xbiex, there is a safe in
which certain files are kept, and also particular documents marked for
extreme secrecy. The safe used to be in the bank CEO's office, but for some
reason was moved to the kitchen.

In this safe, documents are held pertaining to Russian clients of the bank,
and to Maltese PEP, including John Dalli, consultant to Prime Minister
Muscat, and Keith Schembri, the Prime Minister’s chief of staff, both of
whom have accounts with the bank in their own personal names.

Dalli’s account is not used much, but the Prime Minister’s chief of staff uses
his regularly and his statements show highly suspicious transactions
involving people in Azerbaijjan. This bank account is separate to the one
held in the name of his once-secret Panama company, Tillgate Inc.

The safe in the kitchen at Pilatus Bank also contains the documents that
answer the question which the whole of Malta has been asking this past
year: who owns Egrant Inc, the third company Brian Tonna set up in
Panama, for somebody so important that the name had to be given over
Skype, rather than in an email as it was for Konrad Mizzi and Keith
Schembri.

Those documents in the Pilatus Bank kitchen-safe are declarations of trust
which show that shares in Egrant Inc are held by Mossack Fonseca
nominees for “Mrs Michelle Muscat”.

The declarations of trust were provided to the bank by Brian Tonna, as a
prerequisite for opening an account for Egrant Inc, for which the identity
of the ultimate beneficial owner is required. Mrs Muscat’s name is also
given on another document held in the bank’s safe: the account opening
form for Egrant Inc.

These documents have been scanned and uploaded to the cloud, for
security purposes, by third parties so that they cannot be destroyed by the
bank.

18
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Dan l-artiklu pero ma kienx l-uniku wiehed li kien ippubblikat minn
Caruana Galizia fil-blog taghha matul dik il-gurnata ghax kien precedut
minn iehor li kien intitolat US$1.017 million in single transaction from
Azerbaijan-owned company to Egrant Inc. Dan peress li skont dan l-artiklu,
Michelle Muscat kienet il-benefijarja ta’ hlasijiet miljunarji 1
allegatament saru lill-kumpanija Egrant Inc. f’kont bankarju Ili
allegatament kien jinsab f'Dubai, minn kumpanija li kienet rapurtata li
tappartjeni lil Leyla Aliyeva, bint il-President Azerbajgani Ilham Aliyev
minn kont li din il-kumpanija t'Aliyeva kellha fil-Bank Pilatus ta’ Ta’
Xbiex.

It-test ta” dan l-artiklu huwa s-segwenti :

US$1.017 million in single transaction from Azerbaijan-owned
company to Egrant Inc

In March last year, Al Sahra FZCO — a company incorporated in Dubai’s
free zone — made a single payment transaction of US$1.017 million to
Egrant Inc, a company incorporated in Panama in 2013.

The transaction, which was described as a “loan payment”, was made from
Al Sahra’s account at Pilatus Bank in Malta, to an account which Egrant Inc
holds with a bank in Dubai. This was not the only “loan payment” which
Egrant Inc received from Al Sahra FZCO, but it was the largest single
transaction. Other “loan payments” were of around US$100,000 each and
made twice a week over several weeks in January, February and March last
year.
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The bank account opening form for Al Sahra FZCO at Pilatus Bank gives
Leyla Aliyeva, daughter of ITham Aliyev, ruler of Azerbaijan, as the
ultimate beneficial owner of the company. Payment instructions for Al
Sahra were given by Farnoush Farsian.

Egrant Inc also has an account at Pilatus Bank in Malta, but the money was
- significantly — not paid into that account. It was moved out of the country.

The transaction was so large and raised so many questions that Pilatus
Bank’s US correspondent bank (it was a dollar transaction, and at the time
the bank had two US correspondent banks) stopped it. After several days
of negotiations, it went through.

Until the payment was released, an employee at Nexia BT - which made
the arrangements to set up Egrant Inc in Panama with Mossack Fonseca in
2013 - rang Pilatus Bank several times a day, every day, to check on
progress and to chase it up.

This website has the name of the employee, who left Nexia BT for other
employment when the Panama Papers scandal broke worldwide the
following month, but has not spoken to him.

The Nexia BT employee who followed up on this banking transaction is the
same one who submitted to Pilatus Bank the bank account opening forms
for Egrant Inc and for Tillgate Inc (UBO Keith Schembri) and Hearnville
Inc (UBO Konrad Mizzi), which also have accounts at Pilatus Bank in
Malta.

Like Egrant Inc, the other two companies have accounts at a bank in Dubai,
too.

Dan kien akkumpanjat minn ritratt ta’ ricevuta tal-Visa Credit Card fl-
ammont ta’ Eur 11014.15. Din hija l-istess ricevuta li I-gurnalista Caruana
Galizia kienet ippubblikat f'artiklu precedenti fl-istess blog nhar 1-14 ta’
Marzu 2017 fit-3:59pm u li turi li nhar id-29 ta” Marzu 2016 £il-05:02 kien
sar hlas fl-ammont imsemmi lil “Atlantis The Palm” ta’ Crescent Road,

The Palm, Dubai liema hlas kien sar mill-Prim Ministru ghall-kont ghas-
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servizzi ta’ alloggar f'din il-lukanda wara li kien qatta’ xi jiem fil-btajjel
tal-Ghid tal-2016 f'din il-lukanda f'Dubai mal-familja tieghu. Mill-banda
l-ohra l-artiklu Declarations of trust in Pilatus Bank safe: Egrant Inc shares
held for Michelle Muscat kien akkumpanjat minn ritratt 1i juri lis-Sinjura
Michelle Muscat fil-prezenza ta’ Leyla Aliyeva, bint il-President
Azerbajgani IlTham Aliyev waqt zZjara li din tal-ahhar kienet ghamlet
f'Malta f1-2014.

Dawn iz-zewgt artikli fl-istess jum kienu jibnu wiehed fuq l-iehor u kienu
jikkontjenu allegazzjonijiet li, jekk veri, kienu jfissru li mart il-Prim
Ministru mhux biss kienet sid ahharija ta” kumpanija miftuha fil-Panama
fejn isimha kien mohbi izda li kienet ukoll il-beneficjarja ta” ammonti ta’
flejjes enormi li s-sors taghhom kien wiehed li ghalih tkun trid taghti
spjegazzjoni. Ghalkemm dawn l-artikli kienu jikkoncentraw fuq il-
persuna tal-konjugi Muscat, kien hemm ukoll allegazzjonijiet ohra li
jinvolvu lill-Ministru Konrad Mizzi kif ukoll 1il Keith Schembri, chief of
staff tal-Prim Ministru nonche lil John Dalli, 1i kien Kummissarju
Ewropew, u li ghal xi Zmien serva ta’ konsulent partikolari tal-Prim

Ministru.

Meta wiehed iqis li dawn iz-zewgt artikli inkitbu fl-istess jum b’distakk

ta’ ftit sieghat wiehed mill-iehor, kellhom effett kumulattiv li kien ilu
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jinbena ghal diversi xhur, izda li kien il-qofol ta’ crescendo fuq dawn 1-

allegazzjonijiet li kien beda matul ix-xahar t"April 2017.

Irrizulta li kien l-effett kumulattiv ta’ dawn iz-zewgt artikli xprunaw lill-
Dr. Joseph Muscat u lil martu Michelle sabiex jaghmlu I-kwerela aktar il-
fuq imsemmija. Ir-rapport, bhall-kwerela huwa car f'dak li huma I-
parametri tal-istharrig ta’ din Il-inkjesta - u ¢oe stharrig tal-
allegazzjonijiet 1i jitnisslu minn dak li kien pubblikat fI-20 t"April 2017

minn Daphne Caruana Galizia fir-Running Commentary.

Is-serjeta ta’ dawn l-allegazzjonijiet kienet tezisti kemm jekk I-
allegazzjonijiet kienu jirrizultaw fondati u bazati fuq il-provi, kemm ukoll
jekk dawn ma kienux. L-inkjesta ma setghet tassumi xejn u ma setghetx
tiehu b’verita kemm dak pubblikat minn Caruana Galizia dagskemm ma
setghetx tiehu b’verita ¢-cahda tal-kwerelanti. Anzi riedet tipprova
tistabbilixxi liema fost dawn il-posizzjonijiet kienu I-aktar jogorbu lejn il-

verita storika mil-provi li setghu jingabru.

L-inkjesta ghalhekk telget mill-presunzjoni tal-innocenza ta’ Caruana
Galizia fir-rigward ta” dak li kitbet u ta” dawk il-persuni li fornewha bl-
informazzjoni, kif ukoll mill-prezunzjoni tal-innocenza fir-rigward ta’

dawk li kienu fil-mira tal-allegazzjonijiet fil-kitbiet taghha. L-inkjesta

nle ]



N

zammet ekwidistanza bejn dawn l-antipodi billi l-ewwel tibda tigbor,
tipprizerva u tanalizza dik l-evidenza li kienet tezisti u li setghet tigi
misjuba imbaghad wara, bl-ghajnuna tal-esperti mahtura, tghaddi biex
tara fejn din l-evidenza setghet twassal fil-qafas tar-rapport tal-
Kummissarju tal-Pulizija u li sawwar din l-istess inkjesta magisterjali kif
spjegat aktar il-fuq. Fi kliem sempli¢i, din l-inkjesta ma setghetx fuq I-
allegazzjonijiet tal-artiklu tal-20 t' April 2017 tgis lill-persuni fil-mira tal-
kitbiet kienu suspettati li wetqu reati kriminali, dagskemm ma setghetx
fuq il-kwerela u r-rapport tikkonkludi 1i l-kittieba u min kien gieghed
itha l-informazzjoni kienu in mala fede, malafami, kalunjaturi u hallieqa
ta’ stejjer jew dokumenti fabbrikati. Kien biss wara li dak miktub u
pubblikat kien ikun verifikat bil-provi li imbaghad l-inkjesta setghet

tibda tara x’direzzjoni din tkun tista’ tiehu, u mhux gabel.

Ir-rabta bejn ir-rapport u I-kwerela li fughom hija msejsa din l-inkjesta

Magisterjali

11li t-talba ghal ftugh ta” din l-inkjesta mill-Kummissarju tal-Pulizija saret
fi sfond ta’ cirkostanzi partikolari hafna. Hekk kif il-Kummissarju tal-
Pulizija ircieva l-kwerela ta’ Dr. Joseph Muscat u martu Michelle, (aktar 1-
isfel maghrufa bhala “il-Kwerelanti”) huwa rraporta lil Magistrat
Inkwirenti u ghamel dan ir-rapport tieghu b’riferenza ghal dak li kien

gieghed jigi mitlub fil-kwerela tal-kwerelanti.

12
(3]

ity e e
VOUU o,



068924

II-kwerelanti ghamlu l-kwerela ghax hassewhom aggravati minn
allegazzjonijiet misjuba f’artiklu pubblikat fl-20 t' April 2017 minn Daphne
Caruana Galizia fil-konfront taghhom. Fil-kwerela taghhom jghidu li
dawn kienu allegazzjonijiet kalunjuzi u frott ta’ fabbrikazzjonijiet u ¢cahdu
l-allegazzjonijiet maghmula minn Caruana Galizia fil-konfront taghhom.
Dak mistqarr mill-kwerelanti ma jistax jitgies bhala xi forma t’ammissjoni
da parti taghhom li kienu involuti f'xi atti ta” korruzzjoni jew ta’ hasil ta’
flus kif allegat minn Caruana Galizia; izda ghall-kuntrarju ghamlu talba
biex jigi mistharreg kemm l-allegazzjonijiet kif migjuba fil-konfront
taghhom kienu inveritjieri ghax skonthom, kienu bazati fuq

allegazzjonijiet kalunjuzi u frott ta’ fabbrikazzjoni.

F'dan l-isfond fattwali u in bazi ghal din il-kwerela, il-Kummissarju tal-
Pulizija talab lill-Magistrat Inkwirenti sabiex l-allegazzjonijiet f'dan 1-
artiklu, u ¢joe li:

s-Sinjura Michelle Muscat hija 1-Ultimate Beneficial Owner ta' Egrant Inc; uli
I-Prim Ministru jew membri tal-familja tieghu jew Politically-Exposed
Persons ohra (u cioe' John Dalli, Keith Schembri, u Konrad Mizzi) setghu
kienu involuti f'xi forma ta' korruzzjoni, ufjew hasil ta' flus, ufjew
transazjonijiet finanzjarji suspetti, provenjenti minn kontijiet ta" Politically-
Exposed Persons mill-Azerbaijan, u dan tramite kontijiet fil-Pilatus Bank.

jigu mistharga permezz t'inkjesta dwar l-in genere u in sostenn ghal dan
ir-rapport tieghu ezebixxa wkoll il-kwerela li kien ircieva minghand il-
Konsulenti Legali tal-kwerelanti. Din il-kwerela filwaqt li kienet qed
titlob 1i ssir inkjesta biex l-allegazzjonijiet dwar korruzzjoni u hasil ta’ flus

kif dettaljati fl-artiklu jigu mistharga, tali talba kienet bazata fuq il-
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premessa bazi tac-cahda rezoluta tal-kwerelanti dwar l-allegat
involviment taghhom f'dak li kien gieghed jigi allegat. Fis-sustanza
ghalhekk dan ir-rapport kien jipprezenta xenarju partikolari hafna li ried
jigi meqgjuz b’attenzjoni partikolari. Il-Magistrat Inkwirenti kien marbut
bir-rapport tal-Kummissarju tal-Pulizija. Izda dan ir-rapport ma setghax
jitgies fl-astratt. L-effett kumulattiv tar-rapport u I-kwerela li fuqu huwa
msejjes kien ifisser li I-Kummissarju tal-Pulizija kien gieghed jaghmel
talba biex l-allegazzjonijiet maghmula fl-artiklu ta” Caruana Galizia tal-20
t’April 2017 (li skont il-kwerelanti kienu infondati, kalunjuzi u bazati fuq
fabbrikazzjoni), jigu mistharga. Izda dawn l-allegazzjonijiet li kellhom
jigu mistharga - setghu jwaslu ghal konkluzjonijiet u effetti li
probabbilment kienu ser ikunu, fl-aspetti l-aktar important taghhom,
dijametrikament opposti ghal xulxin u fl-istess hin it-tnejn li huma setghu
jaghtu lok ghal xenarji li setghu kienu penalment rilevanti — dipendenti
fuq jekk jinstabx li dawn Il-allegazzjonijiet kienux fondati fuq provi

oggettivi jew le.

B'mod aktar konkret, jekk mill-in genere kien ser jigi stabbilit li dawk I-
allegazzjonijiet serjissimi fl-artiklu ta’ Daphne Caruana Galizia kienu
jirrizultaw prima faciae bazati fuq provi legalment ammissibbli allura
dawn setghu jaghtu lok ghall-investigazzjoni u eventwali prosekuzzjoni
tal-azzjoni kriminali fil-konfront tal-persuni imsemmija fl-artiklu jew min

minnhom ghal xi fatti li setghu jitgiesu li jammontaw ghal reati kriminali.
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Mill-banda l-ohra, jekk dawk l-allegazzjonijiet serjissimi kienu jirrizultaw
mhux bazati fuq provi legalment ammissibbli almenu sal-grad prima faciae
dawn setghu ukoll jaghtu lok ghal investigazzjoni u eventwali
prosekuzzjoni tal-azzjoni kriminali fil-konfront tal-persuna jew persuni li
ppubblikaw u/jew fornew l-informazzjoni 1li fughom dawn I-

allegazzjonijiet kienu bazati.

Fiz-zewg xenarji, il-piena applikabbli ghad-delitti l-aktar serji ipotizzabbli
setghet tagbez it-tliet snin prigunerija u dan kien ifisser li l-prerekwiziti

mehtiega ghall-bidu tal-inkjesta magjisterjali kienu jezistu.
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II-Metodologija adottata

II-Metodologija adottata kienet specifika ghal din it-tip partikolari
tinkjesta. Kienet tehtieg li tingabar informazzjoni kemm jista’ jkun
malajr permezz ta” diversi xhieda okulari nonche li jingabru dokumenti
kemm stampati kif ukoll digitali, kemm f'Malta kif ukoll barra minn
Malta. L-informazzjoni stampata giet migbura mill-Pulizija Ezekuttiva
filwaqt li dik digitali kellha tigi migbura u prizervata minn esperti teknici
u b'mod forensiku bl-ghajnuna tal-Pulizija Ezekuttiva. Parti mill-
informazzjoni ingiebet minn barra minn Malta permezz t'ittri rogatorjali

kif ukoll permezz ta’ mandat t'investigazzjoni Ewropew.

L-informazzjoni kollha kemm stampata kif ukoll digitali kellha imbaghad
tigi mghoddija lil esperti teknic¢i ohra sabiex ikunu jistghu jaghmlu I-
analizi teknika taghhom u jirraportaw lil Magistrat Inkwirenti dwar ir-
rizultanzi u l-pariri teknici taghhom. Ix-xiehda kollha migbura f'dan il-
kaz, hlief ghal dawk li gew migbura bil-mezz tal-ittri rogatorji gew
mismugha personalment mill-Magistrat Inkwirenti. Ix-xiehda taghhom
giet debitament registrata, fejn possibbli b'mezzi awdjo vizivi, izda {f’kull
kaz giet traskritta u tifforma parti mill-faxxikolu tat-traskrizzjoni tax-

xiehda tax-xhieda u dokumenti formanti parti minn dan il-Proces Verbal.
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Kien mehtieg li jsir ukoll kuntatt u gsim t’informazzjoni ma" Magistrati
Inkwirenti f'Malta u li kienu involuti f'inkjesti ohra li tnisslu wkoll fil-
kors ta’ din l-inkjesta. Fil-fatt f'dan is-sens giet skambjata mhux biss
informazzjoni li setghet kienet rilevanti ghall-fini tal-inkjesti li tnisslu
minn proceduri specjali li saru matul il-kors ta’ din l-inkjesta, u li huma
spejgati fil-qosor fit-tagsima li titratta lithom f'dan il-Proces Verbal; izda
giet ukoll skambjata u ottjenuta evidenza li kienet ta’ rilevanza komuni
sabiex din tkun tista’ tigi analizzata mill-Forensic Accountants li gew
mahtura biex dawn ikunu jistghu iwetqu xogholhom bl-agwa mod

possibbli u bl-aktar mod komprensiv skont il-Ligi.

Saru wkoll diversi kuntatti ma’ Awtoritajiet Gudizzjarji barranin kif ukoll
gew ezegwiti ittri rogatorji mal-Awtoritajiet Gudizzjarji tal-Panama u tal-
Belgju, mandat t'investigazzjoni Ewropew mal-Germanja. Saret ukoll
ittra rogatorja lill-Awtorita Gudizzjarja ta’ Dubai, li pero sal-jum ta’ meta

gie pubblikat dan il-Proces Verbal bagghet mhux imwiegba.

Fuq suggerimenti tal-Forensic Accountants, sar ukoll kuntatt mal-Korp
ghall-Analizi t'Informazzjoni Finanzjarja (FIAU) kif ukoll mal-Awtorita

r

ta’” Malta ghas-Servizzi Finanzjarji ta’ Malta ghall-fini ta’ gbir
t'informazzjoni. L-inkjesta lagghet ukoll ix-xiehda bil-gurament ta’

diversi funzjonarji ma’ dawn il-Korpi.
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Din l-inkjesta saret b’kollaborazzjoni shiha mal-Pulizija Ezekuttiva, li hija
lid li biha I-Magistrat Inkwirenti jista’ jwettaq l-ordnijiet tieghu. F'dan
il-kaz il-kuntatt dirett kien mat-Tagsima tal-Iskwadra kontra r-Reati
Ekonomici kapeggjata mill-Assistent Kummissarju Ian-Joseph Abdilla, 1-
Ufficjali u I-Agenti tieghu, kif ukoll mal-Ispettur Timothy Zammit mit-

Tagsima tas-Cybercrime u 1-Agenti tieghu.

Il-gbir tal-informazzjoni

II-gbir tal-informazzjoni u l-evidenza saru prinéipalment bil-modi

segwenti:

1. Dhul, perkwizizzjoni, qbid u zamma ta’ dokumenti stampati u
digitali mill-Uffi¢ini tad-Ditta Nexia BT kif ukoll tal-Bank
Pilatus.

Wara li fis-sighat bikrin tal-21 t'April 2017 tajt struzzjonijiet biex jigu
ssigillati 1-Uffi¢ini ta’ Nexia BT u tal-Bank Pilatus, sad-09:00 tal-istess jum
kienu gew kostitwiti skwadri tal-Pulizija, ilkoll kapeggjati minn Spetturi
tal-Pulizija 1i x-xoghol taghhom kien li jaghmlu perkwizizzjonijiet saru
simultanji u gbid ta” dokumenti fil-Bank Pilatus u 1-Uffi¢ini ta” Nexia BT.

Matul il-perkwizizzjonijiet fl-Uffi¢ini ta’ dawn iz-zewgt operaturi, kien
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meqjuz ukoll li whud mill-allegazzjonijiet li kienu jolgtu lil PEP meritu
tal-artikoli kienu diga ilhom li gew zvelati 1-fuq minn sena qabel u
ghalhekk riedet tittiehed attenzjoni partikolari ghal postijiet kollha fejn
setgha kien hemm dokumenti stampati u digitali kif ukoll ghal trac¢i fuq
id-dokumenti infushom. Dawn l-iskwadri kienu mit-Tagsima tar-Reati
Ekonomici - li kellhom jiehdu hsieb li jfitxu ghal dokumenti stampati u
digitali u kif ukoll mit-Tagsima tas-Cybercrime li kellhom jiehdu hsieb

esklussivament li jigbru l-informazzjoni digitali disponibbli.

L-iskwadra mit-Tagsima kontra r-reati Ekonomici li marret taghmel il-
perkwizizzjoni u gbid fil-Bank Pilatus kienet immexxija mill-Ispetturi
Anne Marie Xuereb u Rennie Stivala. L-iskwadra l-ohra mill-istess
Tagsima li marret taghmel il-perkwizizzjoni u gbid mill-Uffi¢ini tan-
Nexia BT kienet immexxija mill-Ispetturi Yvonne Farrugia, Matthew
Vella u Doriette Cuschieri. Naturalment hadu parti essenzjali 1-Agenti
tal-Pulizija adetti mal-Iskwadri taghhom. L-Assistent Kummissarju lan

Joseph Abdilla wkoll kien prezenti ghal dawn il-prekwisizzjonijiet.

Minn naha tat-Tagsima tas-Cybercrime, l-operazzjonijiet gew immexxija
mill-Ispettur Timothy Zammit u mill-Agenti tal-Pulizija adetti ma din it-
Tagsima. Dawn hadmu taht id-direzzjoni tal-espert tekniku nominat Dr.

Godwin Caruana.
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Ix-xiehda ta” dawn l-Uffi¢jali u Agenti tal-Pulizija tinsab inkluza f’dan il-
Proces Verbal.

I-mod kif saret il-perkwizizzjoni kienet billi giet stabbilita lista ta’
keywords 1i fiha kienet tinkludi l-ismijiet ta’ persuni u kumpaniji jew
entitajiet kummerdjali li f'dak I-istadju bikri kienu dehru rilevanti ghal din
linkjesta. Ghalkemm dan mhux metodu infallibbli, huwa wiehed
prattiku u fattibbli meta jiqties il-volum enormi t'informazzjoni li I-
perkwisizzjoni kienet riedet taffronta fir-rigward ta’ dawn iz-zewgt
operaturi, b'mod partikolari meta l-Agenti tal-Pulizija riedu jaghmlu tiftix
file file, karta karta ghall-informazzjoni 1i setghet kienet rilevanti. Biex
jaghmlu dan riedu jkunu jafu ghal xiex riedu jfitxu. Il-lista tal-keywords
originali kienet tinkludi l-ismijiet prin¢ipali li ghalihom saret riferenza fl-

artiklu meritu ta’ din l-inkjesta :-

1. Al Sahra FZCO
Tillgate Inc (ubo Keith Schembri)
Hearnville Inc (ubo Konrad Mizzi)

=

Egrant Inc

e

Negarin London
Michelle Muscat nee Tanti
Joseph Muscat

Konrad Mizzi

© o N o

. Sai Mizzi Liang
10. Keith Schembri

o
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11. Josette Schembri Vella

12. Leyla Aliyeva

13. [Tham Aliyev

14. Negarin Sadr Hasheminejad
15. Michelle Buttigieg

16. John Dalli.

Matul il-kors ta’ din l-inkjesta, zdiedu ismijiet ohra jew numri (kif jixhed
il-Mandat  t'Investigazzjoni Ewropew mibghut lill-Awtoritajiet
Germanizi u li jifforma parti minn din l-inkjesta) u li kienu mehtiega ghal
analizi aktar wiesa’ fuq il-meritu ta’ din l-inkjesta. Ezempju ¢kejken f'dan
l-istadju huwa r-riferenza ghal kumpanija Al Sahra FZCO. Fil-Bank
Pilatus ma nstabu ebda dokumenti f'isem din il-kumpanija. Biss il-
Pulizija iltagghu ma files li kienu jgibu l-isem Sahra FZCO u ohra Shams
Al Sahra FZCO. Fdan il-kaz, huma gabru l-files ta’ dawn iz-zewgt
kumpaniji, anke jekk ebda wahda minnhom ma kienet imsemmija minn

Daphne Caruana Galizia fl-artiklu taghha meritu ta” din l-inkjesta.

B'hekk id-dokumenti stampati fil-files ta” Nexia BT u l-Bank Pilatus gew
setac¢jati wiehed wiehed mill-Pulizija li gew assenjati ghal dawn il-
perkwizizzjonijiet in bazi ghall-lista ta” keywords. Il-procedura adottata
fiz-zewgt perkwizizzjonijiet, u kif tirrizulta mix-xiehda tal-Pulizija i
kienu involuti, kienet li Agent tal-Pulizija munit bil-lista tal-keywords

iduru file file, karta karta, u jaraw jekk jiltagghux ma xi isem indikat jew
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relatat ma dawk imsemmija fil-lista tal-keywords. Meta jiltaqghu ma xi
riferenza, imbaghad jinfurmaw lill-Ispettur Inkarigat biex jara safejn dan
id-dokument setgha jkun rilevanti. Jekk ikun rilevanti, il-file jerga
jitgieghed fil-post minn fejn ingieb biex jigi fotografat fil-post minn fejn
ikun gie maqlugh. Imbaghad jerga jinhareg u jsiru l-fotokopiji tal-file,
b’dan 1i l-original jittiehed mill-Pulizija ghall-fini tal-Inkjesta filwaqt i 1-
kopji jigu ffirmati mill-Pulizija u mir-rapprezentant tal-Bank Pilatus jew
Nexia BT, u kopja tinghatalhom ghas-sodisfazzjon taghhom. Wara il-files
originali gew mehuda mill-Pulizija u eventwalment gew depozitati 1-
Qorti fejn kienu wkoll depozitati ricevuti relattivi. Dawn id-dokumenti
imbaghad gew mghoddija lill-Forensic Accountant Miroslava Milenovic
ghall-analizi eventwali taghha. Il-frott tal-analizi u r-rizultanzi taghha

sejrin jigu analizzati aktar il-quddiem.

Ix-xiehda tal-persuni kollha involuti f'dawn il-perkwizizzjonijiet tifforma
parti minn din l-inkjesta. Il-volum ta’ informazzjoni migbur minghand
Nexia BT kien jirrifletti 1-fatt li din il-perkwizizzjoni kienet maghmula
b’mod aktar wiesa’ li tolqot l-informazzjoni kollha digitali i kellhom fuq
is-servers u l-computers li huma msemmija fir-relazzjonijiet ta’ Dr. Godwin
Caruana u l-Ispettur Timothy Zammit. Rendikont tal-informazzjoni
kollha migbura tinsab imsemmija fix-xiehda tal-Uffi¢jali tal-Pulizija fl-atti
tal-Inkjesta nonche mir-relazzjonijiet tal-Forensic Accountants u tal-espert

tekniku Dr. Godwin Caruana u l-Ispettur Timothy Zammit.
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Ir-relazzjoni ta’ Dr. Godwin Caruana

In-nomina ta’ Dr. Gordon Caruana

Nhar il-21 t'April 2017 Dr. Godwin Caruana, bhala espert tekniku fil-

gasam tal-informatika gie nominat sabiex :

jaghmel dak ix-xoghol kollu mehtieg sabiex skont l-arti u s-sengha u bl-
aktar metodu effettiv u effikaci fic-cirkostanzi jigu migbura jew
prizervati l-hardware, software u kull forma ta’ informazzjoni u data
digitali ohra b’'mod generali 1i kienet tappartjeni lil jew rikonducibbli
ghall-Bank Pilatus u lid-Ditta Nexia BT u lil kull wiehed mid-dirigent],
impjegati u ex-impjegati tal-Bank Pilatus u d-Ditta Nexia BT
relattivament ghall-operazzjonijiet professjonali u ta’ negozju rispettivi
taghhom, kull fejn u ghand min tali hardware, software u kull forma ta’
informazzjoni kienu jinstabu mahzuna jew sitwati, inkluz jekk lkienu
sitwati jew mizmuma minn jew fuq facilitajiet jew strutturi ta’ terzi, u
dan sabiex l-istess jigu prizervati b’mod li l-informazzjori digitali kollha
rilevanti ghal din l-inkjesta misjuba ghand il-Bank Pilatus u d-Ditta
Nexia BT u kull wiehed mid-dirigenti, impjegati u ex-impjegati tal-Bank
Pilatus u d-Ditta Nexia BT tkun tista tigi prodotta b’evidenza f'din I-
inkjesta.

L-espert gieghed jigi moghti I-fakulta espressa li jkun jista’ jaghmel
kuntatt mal-esperti teknici I-ohra kollha mahtura f'din l-inkjesta jew ma
dawk il-persuni li I-Magistrat Inkwirenti jidhirlu xieraq u opportun li
jirriferihom u jaghmel dak l-iskambju t'informazzjoni li jidhiriu mehtieg
ghall-ahjar istruzzjoni u twettieq tal-inkarigu tieghu.

Ghal dan il-ghan gie ordnat li jirrelata provizorjament bil-fomm minn
zmien ghal Zmien u sussegwentement finalment bil-miktub billi jsemmi
l-fatti u ¢-¢irkostanzi kollha li fughom ibbaza l-konkluzjonijiet tieghu u
sabiex l-istess espert tekniku jkun jista” jwettaq l-inkarigu tieghu b’'mod
shih u skont is-sengha u l-aqwa abbilta’ tieghu huwa gie moghti wkoll
il-fakoltajiet kollha naxxenti mill-Artikoli 548, 650(5) u 653 tal-Kodiéi
Kriminali.
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Dr. Godwin Caruana huwa l-uniku espert tekniku Malti li gie mahtur biex
bl-ghajnuna tat-Tagsima tas-Cybercrime, b'mod partikolari l-Ispettur
Timothy Zammit, imexxi x-xoghol kollu mehtieg sabiex l-informazzjoni
digitali rilevanti minn Nexia BT u 1-Bank Pilatus tigi mahzuna biex
eventwalment tigi mghoddija lil Forensic Accountants sabiex tkun tista’ tigi

indexed u analizzata.

Il-gbir u l-hazna tal-informazzjoni digitali ta’ dawn iz-zewgt operaturi
irrizultat li kienet kumplessa kemm minhabba n-natura tal-apparat li
kellhom, kif ukoll minhabba n-natura tal-operazzjonijiet professjonali
taghhom. Fil-kaz tal-Bank Pilatus is-sitwazzjoni kienet aktar delikata
minhabba obbligi li I-Bank kellu biex ikun jista” jzomm l-operating licence.
Ghalhekk wara li gie stabbilit liema kien l-apparat varju li fuqu kienet
mahzuna l-informazzjoni digitali ta” dawn l-operaturi u li din kienet
verament infrastruttura digitali li kienet isservi ghall-hazna tal-
informazzjoni digitali ta’” dawn iz-zewgt operaturi, kif ukoll gie stabbilit
il-mod ta’ kif l-informazzjoni digitali varja kienet geghda tigi mahzuna,
nonche l-apparat li fuqu kienet geghda tigi mahzuna, saru l-arrangamenti
kollha mehtiega, wara d-debita konferma tac-chain of custody biex isir
sequencing ta’ dan l-apparat u d-data rilevanti sabiex tigi prizervata u

mahzuna skont l-ahjar prattici teknici u professjonali fi¢-cirkostanzi.
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Gie assikurat li l-mod kif l-informazzjoni digitali tigi mahzuna tkun
wahda li tirrispetta r-regoli forensici u tassigura li din l-istess identika
informazzjoni tkun trasferita fuqg mezzi elettronic¢i li bihom l-istess
informazzjoni tkun tista’ tigi analizzata b’aktar facilita. Fil-fatt dan I-
ezerCizzju ta’ backups u snapshots sar waqt li s-servizzi tan-Nexia BT u 1-
Bank Pilatus kienu operattivi. Dan setgha jwassal ghal diffikultajiet
teknici fir-rigward tar-rikorstruzzjoni taghhom. Biss minkejja dawn id-
diffikultajiet irrizulta li r-rikostruzzjoni setghet issir skont 1-Option B u
dan wassal biex l-esperti Forensici Ansec IA Limited setghu jaghmlu x-
xoghol mehtieg biex jiehdu maghhom fir-Renju Unit id-data digitali
kollha elevata u li fugha setghet tibda ssir l-analizi mill-Forensic
Accountants Harbinson Forensics. Minn naha l-ohra, din kienet ukoll
mehtiega biex l-esperti tal-Oracle Flexcube ikunu jistghu jaghmlu l-analizi
mehtiega dwar l-integrita u l-awtenticita’ tas-sistema bankarja tal-Bank
Pilatus ghaliex gabel ma din setghet tkun verifikata b’ezitu pozittiv, ma
kienx ikun possibbli ghall-Forensic Accountant Miroslava Milenovic tibda

bl-analizi tad-dokumenti bankarji kollha magbuda sa’ dak il-punt.

Fir-relazzjoni miktuba tieghu u mahlufa fl-4 ta’ Lulju 2018 l-espert

Godwin Caruana jiddeskrivi l-operat tieghu bil-mod segwenti :-

This report is being presented for the Courts as directed by Magistrate Dr
Aaron Bugeja with respect to Case/File reference XXXXXX. This refers to
data preservation of Pilatus Bank Core Banking System and Nexia Office
Automation, non-intrusively.

Throughout this text:



e Mgr. Dr Aaron Bugeja is referenced as the inquiring Magistrate
e Superintendent. Ian Abdilla is referenced as the Superintendent
¢ Inspector. Timothy Zammit is referenced as the Inspector

At all times, all decisions have been taken after discussion and agreement
with the above stakeholders.

Subsequent to the analysis of the information made available, the following
are believed to be the more salient observations and outcomes:

Pilatus Bank:

1. Pilatus Bank operates an Enterprise Class core banking system which is
hosted at Melita ( Primary Site ) and Computime ( Disaster Recovery Site ).
2. The Primary and Disaster Recovery site are exact replicas (see
Appendix) of each other in terms of the core banking system (defined latent
delay in terms of synchronization).

3. Primary (not sole) access to the core banking system is via remote
desktop thin client terminals.

4. The focus of the data gathering exercise focused on the core banking
system as indicated by Pilatus Bank officials and as directed.

5. A number of laptops are in use for daily office automation work and
potentially to access the core banking system via remote desktop type
interaction.

6. The elevation of evidence for Laptops/Desktops from all sites was
performed by the Cyber Crimes Unit.

Nexia BT:

1. The focus of the data gathering exercise focused on the core office
automation repository as indicated by Nexia BT officials and did not look
into whether there are other systems in use.

2. Terminals ( PC’s, Laptops etc. ) are employed for local processing and
storage as well as make use of a centralized repository for storing of
information. Centralized storage is however not mandated nor enforced by
technical controls.

3. The centralised storage infrastructure is replicated. There were two
storage elements ( network attached storage devices, but NEXIA IT stated that
they are exact replicas of each others ).
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4. The elevation of evidence for Laptops/Desktops from all sites was
performed by the Cyber Crimes Unit.

02 Key timeline/events.

The following table summarizes key dates and times of the exercise from
start to closure.

Date Event

21/04/2017 The original, verbal arrangement to perform this assessment.
Meeting at Malta Police Depot with Magistrate, Superintendent and Deputy
Police Commissioner as well as D4NSIC representative

21/04/2017 Briefing at Malta Police force - scope is to non-intrusively
preserve data.

21/04/2017 Pilatus Bank briefing. Advised that Core Banking System is
hosted at Melita (Primary Site ) and Computime ( Disaster Recovery ). These
are exact replicas ( see Appendix ). Core Banking system is based on Oracle
FlexiCube. Support for the application software (FlexiCube) is via third
party contractor.

21/04/2017 Met with IT Manager for NEXIA BT. Sealed secondary Network
Attached Storage (NAS) ( exact replica of primary ) used for centralised
storage at NEXIA BT. ( see Appendix ) 21/04/2017 Melita are primary
facilities/hosting provider - support for infrastructure is performed by
Computime. Computime facilities are also the disaster recovery site.

21/04/2017 Instructed Computime to:
1. Perform a full system ( core banking system) backup to tape.
2. Perform a Physical to Virtual (P2V) conversion of key
operating environment ( Physical Server hosting core banking
system ).
3. Perform an operating environment, with system state and
data, copy.

22/04/2017 NEXIA BT Desktop Searches as performed by CyberCrime unit
Removal of storage disks on Laptops/Desktops for persons of interests -
disks taken under custody of CyberCrime unit Simple searches based on
Windows search for keywords for rest of machines - this is beyond the
scope of this assignment

-
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26/04/2017 Considerations for reconstruction discussed with exercise
stakeholders. Was directed to explore leasing compute elements from a
local company.

28/04/2017 Contacted BMIT and got specs for a server, to be leased for 1500
Euros excluding of VAT - waiting for confirmation from exercise
stakeholders where to deploy.

29/04/2017 Started the drafting of the exercise report.

Informed the exercise stakeholders that in order to establish whether there
are any other 'parallel/hidden’ systems, one needs to consider:
1. Gaining access to Layer 2 / Layer 3 network information logs.
These may or may not be available.
2. Gain access to Internet Service Provider logging information.
This may or may not be possible.
3. To gain insight from the day of discussion onward, logging
measures need to be introduced at Layer 2/Layer 3 immediately.
4. Irrespective of the above, if a third party connectivity approach
(e.g. 3G/4G Internet dongle) was employed, this use case will not
be covered.

29/04/2017 Confirmed (and aduvised exercise stakeholders ) a number of external
systems and services in use at Pilatus Bank, more specifically :

1. Sharepoint Online

( http:/lpilatuscap.sharepoint.com & http://pilatusbank.sharepoint.com ).

2. Outlook / Web App ( mail.pilatusbank.com ) & (mail.pilatusbank.com

).

3. CARTA ( http://cartaworldwide.com/).

4. TAS Group ( http:/[www.tasgroup.eu/).
It was recommended that for 1 and 2, we engage with Pilatus IT to seek and
further clarifications require. It was recommended that for 3 and 4,
clarification is sought with Oracle Flexcube /Financial Systems Experts or
Pilatus of how these are employed.

05/05/2017 Server Delivered

12/05/2017 Copied Pilatus Virtual Machines (VM's) which were created via
the P2V (Physical to Virtual) process to Server.

15/05/2017 Started Core Virtual Machines (VM’s) successfully



18-19/05/2017 Oracle Personnel extracted data from respective data sources.

25/05/2017 Oracle Personnel extracted more data - saved data to Pen Drives
provided.

29/05/2017 Handed NexiaBT Nas to Police.

01/06/2017 Mounted Nexia Network Attached Storage (NAS) at Police - all
works

01/07/2017 Preservation exercise complete.
03/07/2017 BMIT collected Server from Courts of Law.

24/7/2017 Handed External NexiaBT backup extermal USB HD to
CyberCrime Unit.

03 Preservation Approach and Process

The focus of this exercise was to preserve data whilst ensuring that there
was no or minimal disruption to the respective stakeholders. There are 2
key ( not sole ) stakeholders that need to be taken into consideration, namely
Pilatus Bank and Nexia BT.

03.1 Pilatus Bank
03.1.1 Head office

The core elements considered in this construct where Laptops and
Desktops. A third element, namely the PRAIM thin clients were not. In
general, * thin clients ' as regular PCs, but normally lack some elements such
as hard drives and typically do not have extra Input / Output ports or other
‘unnecessary’ features ( or are disabled ). Since they do not typically have
hard drives, thin clients do not have any software installed on them.
Instead, they run programs and access data from a server. For this reason,
thin clients must have a network connection and are sometimes referred to
as "network computers” or "NCs." This was with agreement with the
exercise stakeholders in the balance of relevance/time/cost and disruption.

For laptops/desktops, via the Cyber Crime Unit, all storage elements where

relieved from site to be analyzed off-site. A search for additional potential
compute/storage devices was also performed by the Cyber Crime Unit and
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where such devices were found, these where relieved for further off-site
analysis of required.

03.1.2 Melita - Primary Site

Melita PLC host the primary infrastructure for the back-office operation of
Pilatus Bank including the core banking System. However, they are only
providing facilities - infrastructure element management is performed by
Computime. Based on the exercise parameters, i.e. making sure that any
decisions/operations will not interfere with the Banks operation, as well as
the design of the core banking system architecture working in an active-
passive setup which is fully replicated, it was decided with the exercise
stakeholders that the infrastructure at the primary site will not be touched.

03.1.2 Computime - Secondary DR Site

Initially, it was recommended that the DR infrastructure elements will be
taken off the network for further consideration of how to best perform data
preservation and information gathering. However, after consultation with
the exercise stakeholders, the decision was not to take this approach
because it was advised ( via Malta Financial Services Authority personnel ) that
this will put the operation of the Bank at risk in terms of its operating license
obligations. At this stage, the following approach was adopted,in
agreement with the exercise stakeholders with respect to attempting to
backup the complex banking setup.

BACKUP APPROACH A.

e Perform a non-intrusive backup to tape of the core back-office elements.
e This was performed using Linear Tape-Open 5 technology available at
Computime.

e 5x3 TB tapes where employed.

BACKUP APPROACH B.

e Perform a virtual disk copy of the core back-office elements - see
Appendix

e A 3TB disk was procured - Transcend - Volume Serial Number is901E-
DFDC.

e Windows HyperV Hypervisor virtual disks pertaining to core back-office
elements where copied to the disk.
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e A Physical to Virtual image of a single machine which hosts the Oracle
Flexcube application/database was performed and copied to the disk as
well.

BACKUP APPROACH C.

e An operating environment system backup of Oracle FlexCube was
performed.

e Backup of Windows Server System State.

e Copy of storage spaces / file-system.

¢ Operating Environment configuration specification - see Appendix - also
detailed document available separately " pltsrv-dr-dbs0linfo.txt ".

Documentation of current configuration in terms of the overall set-up was
also solicited from Computime and made available. This is available
separately via the document "Managed Services Preventive Maintenance for
Pilatus Bank ". A full list of artifacts backed up is available in a separate
document " Drive E Police.pdf "

03.2 Nexia BT

Nexia BT setup is based on various laptops/desktops with a centralized,
redundant, network storage for storing office productivity artifacts. Local
storage (Laptop etc.) is still however possible, but this was considered
beyond the immediate scope of the exercise. The primary Storage Facility
(IBM Storewize v3700) is backed up onto a secondary facility (Synology
DS415) for recovery purposes. Extended administration of the NEXIA setup
is performed by Access Point. With respect to the end user terminals
(laptops etc.), in agreement with the exercise stakeholders, it was decided
that for terminals of persons of interest (criteria established with exercise
stakeholders), the Cyber Crime Unit will relieve the respective storage
elements for off-site inspection and for the rest, a simple keyword search
will be performed manually on the relevant terminals using the underlying
operating system search capabilities.

With respect to the centralized storage, based on the direction and
acknowledgement of NEXJA IT administrators that the 2 storage elements
are replicas (hourly snapshots), the secondary (backup) device was sealed and
relieved from site for subsequent off-site analysis.

04 Reconstruction Options

ST



It is imperative to clarify from the outset that the backups and snapshots
where taken whilst the services where running. Specifically with respect to
the Oracle Application - Flexicube — there were no software agents which
enable online backup capabilities. This implies that there was no guarantee
that the application can be restored and reconstructed successfully at the
point of the undertaking. This was made clear from the outset to the exercise
stakeholders. Having said this, three approaches for backup were
undertake to try to increase the opportunity to successfully reconstruct the
operating environment of Pilatus Bank.

Pilatus Bank

For the compute elements/terminals that were relieved of respective storage
element (e.g.laptops/desktops), the reconstruction was to be based on:

1. Copying, at bit level, of the original disk to a respective copy

2. 'Encase’ used to analyse the data as deemed appropriate by the exercise
stakeholders

For the Core Banking System, the reconstruction was to be based on:
FOR BACKUP APPROACH A

1. A tape library compatible with the Linear Tape-Open 5 technology needs
to be accessible

2. Restore the backup tapes onto a infrastructure that is compatible able to
host the entire environment(Compute/Store/Network)

3. Analyze the data as deemed appropriate by the exercise stakeholders

FOR BACKUP APPROACH B (ADOPTED APPROACH) - This approach
was used for Oracle Experts to analyse data

1. A Vmware ESX environment that is compatible able to host the
respective virtual machines

2. Copied/Loaded the respective virtual environments onto this
environment

3. Started the relevant Virtual Machines and configure to ensure
execution (E.g. Oracle Flexcube)

4. Analyze the data as deemed appropriate by the exercise stakeholders -
not performed by the undersigned as per agreement with Magistrate.
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FOR BACKUP APPROACH C

1. Install a fresh copy of Windows 2012 R2.

2. Restore the backup up of the Windows System State to this installation.
3. Copy the backup of the file systems containing the data to this
installation.

4. Configure and ensure appropriate execution of relevant services (E.g.
Oracle Flexcube).

5. Analyze the data as deemed appropriate by the exercise stakeholders -
not performed by the undersigned as per agreement with Magistrate.

NEXIA BT

For the compute elements/terminals that were relieved of respective storage
element (e.g.laptops/desktops), the reconstruction is to be based on:

1. Copying, at bit level, of the original disk to a respective copy.
2. 'Encase’ used to analyse the data as deemed appropriate by the exercise
stakeholders.

For the centralized storage:

1. Install Veeam Backup and Replication 9.0 on an available environment.
2. Attached the replica Network Attached Storage (NAS) to an available and
appropriately configured compute environment.

3. Analyzes of the data as deemed appropriate by the exercise stakeholders
- not performed by the undersigned as per agreement with Magistrate.

BMIT's involvement in the the reconstriiction process

In agreement with stakeholders, it was established to look into the
possibility to procure/lease a server for attempting to reconstruct the core
Pilatus Bank environment elements. This was required due to the
workload/compute/store requirements.

1. 27'th Engaged with BMIT for potential leasing of server.

2. 28'th Potential Server found.

3. Agreed with stakeholders to lease the server for 5 weeks for Eur 1500
Excluding of VAT.

4. Delivered on 5'th of May.

5. Installed and configured on the 8th of May.

6. Copy process issues - large size - USB 2.0.
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7. Moved server to server room to kick of long copy process - Friday 12th.
8. Agreed with the stakeholders that due to size/time challenges, third party
expert for the scrutiny of data will be performed on the VHDX's directly
rather than running the virtual machines - this does not include the
FlexCube analysis. This VM was started and Oracle Experts actually
worked on the application data directly.

9. On 03/07/2017 BMIT collected Server from Courts of Law.

05 Closure

The scope of this work was to preserve data in a non-intrusive fashion . It
is thus imperative to re-iterate that whilst multiple approaches where taken
in an attempt to preserve data non-intrusively, there was no guarantee that
any specific reconstruction will be successful for those elements which were
'backed" while in operation. However, as reported, the selected
reconstruction approach, more specifically approach B, the reconstruction
of the key virtualized compute elements was successful and allowed for the
subsequent analysis by third parties.

There was no involvement from the undersigned with respect to the
forensic analysis of the data/information gathered.

Dr Godwin Caruana, PHD, CITP
Court Expert

06 Appendices

REF01: Confirmation of ProductionyReplica set-ups

—- Forwarded message--

From: Stephen Vella<svella@ct.com.mt>

Date: 22 April 201713:58:10

Subject: Pilatus Bank backups

To: Caruana Godwin at
MITA<Godwin.V.Caruana@gov.mt> godwin.carauana@gmail.com

Attn: Godwin Caruana

We hereby confirm that the backup of Pilatus data being handed over is
being taken off the Pilatus DR system hosted at Computime. This DR
system is an exact replica of the live system hosted at Melita Data Centre.

EeS
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Regards

Ing Stephen Vella

CTO

Computime Technology Ltd

REF02: Base backups of virtualised storage at NEXIABT

--- Forwarded message---

From: Earl Vella - Nexia BT< earl.vella@nexiabt.com >

Date: 22 April 2017 17:20:12

Subject: NAS Drive Backup

To: Godwin.caruana@gmail.com , Godwin.v.caruana@gmail.com

Hi Godwin

This email is to confirm that the base backup and the various incremental
backups are all located on the NAS Drive provided.

Regards

Earl Vella

IT Manager | ITDepartment

Nexia BT [The Penthouse, Suite 2, CapitalBusiness Centre, Entrance C, Triq
taz-Zwejt, San

Gwann SGN 3000,Malta

T: +356 2163 7778 |F: +356 21634383

earl.vella@nexiabt.com |www.nexiabt.com

NEXIA BT Snapshot Replica’s

Backups

General setup

REF03: Copies of Virtual Machines

REF04: Physical Machine for FlexCube SystemInformation
System Information report written at: 04/22/17 10:06:41
System Name: PLTSRV-DR-DBS01

[System Summary]

Item Value

OS Name Microsoft Windows Server 2012 R2 Standard
Version 6.3.9600 Build 9600

Other OS Description Not Available

OS Manufacturer Microsoft Corporation

System Name PLTSRV-DR-DBS01
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System Manufacturer HP

System Model ProLiant DL360p Gen8

System Type x64-based PC

System SKU 654081-B21

Processor Intel(R) Xeon(R) CPU E5-2643 0 @ 3.30GHz, 3292 Mhz, 4 Core(s),
8 Logical Processor(s)

BIOS Version/Date HP P71, 14/11/2013

SMBIOS Version 2.8

Embedded Controller Version 1.30

BIOS Mode Legacy

Platform Role Desktop

Secure Boot State Unsupported

PCR7 Configuration Not Available

Windows Directory C:\Windows

System Directory C:\ Windows\ system32

Boot Device \ Device\HarddiskVolumel

Locale United Kingdom

Hardware Abstraction Layer Version = "6.3.9600.16408"

User Name PILATUS\ administrator

Time Zone W. Europe Daylight Time

Installed Physical Memory (RAM) 16.0 GB

Total Physical Memory 16.0 GB

Available Physical Memory 7.70 GB

Total Virtual Memory 19.4 GB

Available Virtual Memory 2.85 GB

Page File Space 3.39 GB

Page File C:\ pagefile.sys

Hyper-V - VM Monitor Mode Extensions Yes

Hyper-V - Second Level Address Translation Extensions Yes

Hyper-V - Virtualization Enabled in Firmware Yes

Hyper-V - Data Execution Protection Yes

REFO05: - FlexCube 2012 R2 ServerCredentials

Domain: Pilatus.Local

Account: Administrator

Password: pa55w0rd123!

With respect to the centralized storagebased on the direction and
acknowledge of NEXIA IT administrators that the 2 storage elements are
replicas (hourly snapshots), the secondary (backup) device was sealed and
relieved from site for subsequent off-site analysis.

REF06:; - Nexia BT Credentials

Account: administrator
Password: BtAccEss2016!
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REF07: -REF Nexia Admins
REF08: DR Replica confirmation
REFQ9: - Servers and Data

The following is a list of 'systems' identified at Pilatus and Nexia which
where backed up in different ways. It is imperative to understand that
Pilatus systems are enterprise class information systems which were
copied, from the DR site (not primary - as per agreement) using 3 different
approaches as indicated on the respective report sections Pilatus Bank
(approximately 3 Terabytes) :

Virtual Disk Images ( HyperV)

PLTSRV-DR-MHV01 - Physical Host

PLTSRV-DR-VMMO01- VMM - 33 GB - GuestVM
PLTSRV-DR-VMMO01-Data- VMM - 33 GB - Guest VM

PLTSRV-DR-DCO01- Domain Controller - 18GB - GuestVM
PLTSRV-DR-AHV01

PLTSRV-FXA01.VHDX- Oracle Flexcube Application Server- 130GB - Guest
VM

PLTSRV-DR-BHV(1

PLTSRV-APP01- Application Server - 40GB - Guest VM

PLTSRV-APP02 - ApplicationServer - 23 GB - Guest VM

PLTSRV-CRS01- Carta Registration Server- 20GB - Guest VM
PLTSRV-DR-DC02 - DomainController - 19 GB - Guest VM
PLTSRV-DR-DFA02- Dual Factor Authentication Server- 18GB - Guest VM
PLTSRV-DR-DFS01 - Distributed FileSystem Server - 18 GB - Guest VM
PLTSRV-DR-DFS01- Data- Distributed File System ServerData - 420 MB -
Guest VM

PLTSRV-RDS02 - Remote DesktopServer - 135 GB - Guest VM
PLTSRV-DR-RHV01

PLTSRV-FXRO01 - Oracle Flexcube Reporting Server- 137 GB - Guest VM
PLTSRV-DR-DBS01 -P2V

Physical to Virtual Image -Oracle Flexicube

(http://www .oracle.com/us/products/applications/financial-
services/flexcube/index.html )- 320 GB

PHYSICAL-ORACLE

Physical Machine Windows SystemState Backup and File System copy —
Oracle Flexicube
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(http://www.oracle.com/us/products/applications/financial-
services/flexcube/index.html )- 275 GB

Ultrium Backup Set of entire lot as indicated by Computime
5xL.TO-53 TB each - 15 TB

OTHERS

Sharepoint Online (http://pilatuscap.sharepoint.com &
http://pilatusbank.sharepoint.com )-

Web Site - Collaboration - No backups

Outlook / Web App (mail pilatusbank.com) & (mail pilatusbank.com) -
Email -Online - No

Backup

CARTA ( http://cartaworldwide.com/) -Digital Payments Platform - Need
to check whether this is used interactively or in a programmatic fashion -
Nobackups. It was recommended that clarification is sought with Oracle
Flexcube / Financial Systems Experts or Pilatus of how these are employed
TAS Group ( http://www.tasgroup.eu/) - Electronic Payments, Capital
Markets and ERP - Need to check whether this is used interactively or in a
programmatic fashion - No backups — It is recommended that clarification
is sought with Oracle Flexcube / Financial Systems Experts or Pilatus of how
these are employed Nexia BT (approximately 5 Terabytes) :

Nexia SRV001 - Windows Server File Server - 1.7 TB

NexiaSRV04 - Windows Server Domain Controller - 120 GB

NexiaSRV03 - MS SQL Server - 400 GB

NexiaSRV02 - MS Exchange - 2.5 TB

REF 010: - Admin Computime Infrastructure Management - Administrator
password employed

REF 011: - Veam Version at Nexia

REF 100: - AtoZ invoices

REF 101: - KVH Invoice

Mill-banda l-ohra minbarra Dr. Godwin Caruana, hadmet ukoll fuq il-
gabra u hazna tal-informazzjoni digitali it-Tagsima tas-Cybercrime tal-
Pulizija Maltija, kapeggjata mill-Ispettur Timothy Zammit. Fil-fatt din I-
iskwards hadmet taht id-direzzjoni ta” Dr. Godwin Caruana u rezokont

tax-xoghol ta” din it-Tagsima jinsab inkluz frapport prezentat mill-

49



000050
Ispettur Timothy Zammit li gieghed jigi inkluz f’din il-parti tal-Proces
Verbal ghall-ahjar istruzzjoni tieghu.

In-nomina tal-Ispettur Timothy Zammit, bhala I-Ispettur Inkarigat

mit-Taqgsima tas-Cybercrime tal-Pulizija tal-21 t'April 2017.

L-Ispettur Timothy Zammit, bhala I-Ispettur Inkarigat mit-Tagsima tas-
Cybercrime tal-Pulizija gieghed jigi mahtur sabiex :

taht id-direzzjoni u l-ordnijiet tal-espert tekniku Dr. Godwin Caruana,
jassistih fl-ezekuzzjoni tax-xoghol mehtieg sabiex skont l-arti u s-sengha
u bl-aktar metodu effettiv u effikad fi¢-¢irkostanzi jigu migbura jew
prizervati l-hardware, software u kull forma ta’ informazzjoni u data
digitali ohra b’'mod generali i kienet tappartjeni lil jew rikonducibbli
ghall-Bank Pilatus u lid-Ditta Nexia BT u lil kull wiehed mid-dirigenti,
impjegati u ex-impjegati tal-Bank Pilatus u d-Ditta Nexia BT
relattivament ghall-operazzjonijiet professjonali u ta’ negozju rispettivi
taghhom, kull fejn u ghand min tali hardware, software u kull forma ta’
informazzjoni kienu jinstabu mahzuna jew sitwati, inkluz jekk kienu
sitwati jew mizmuma minn jew fuq facilitajiet jew strutturi ta’ terzi, u
dan sabiex l-istess jigu prizervati b’mod li I-informazzjoni digitali kollha
rilevanti ghal din l-inkjesta misjuba ghand il-Bank Pilatus u d-Ditta
Nexia BT u kull wiehed mid-dirigent, impjegati u ex-impjegati tal-Bank
Pilatus u d-Ditta Nexia BT tkun tista tigi prodotta b’evidenza f'din 1-
inkjesta. Ghal dan il-ghan gie ordnat li jirrelata provizorjament bil-
fomm minn Zmien ghal Zzmien u sussegwentement finalment bil-miktub
billi jsemumi l-fati u ¢é-¢irkostanzi kollha li fughom ibbaza I-
konkluzjonijiet tieghu.

Mit-test tar-rapporti tal-Ispettur tal-Pulizija Timothy Zammit mit-
Tagsima Cibernetika tal-Pulizija Ezekuttiva li huma prodotti bhala parti

minn dan il-Proces Verbal jirrizulta pass pass il-modus operandi adoperat
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fir-rigward tal-prezervazzjoni u hazna ta’ hardware u software kemm minn

naha tan-Nexia BT kif ukoll da parti tal-Bank Pilatus.

Peress li d-data digitali migjuba minghand l-Awtoritajiet Gudizzjarji
Germanizi kienet tehtieg li ssir kopja taghha, I-Ispettur Zammit gie ordnat
sabiex jaghmel kopja forensika tal-external hard disk drive li giet moghtija
mill-Awtoritajiet Germanizi lil din l-inkjesta. Wara li saret il-kopja
forensika, - external hard disk drive originali giet konsenjata lil

rapprezentanti tal-Ansec IA Limited sabiex huma jkunu jistghu jahdmu

minn fuq l-original.

Il-konkluzjonijiet tal-ispettur Zammit huma misjuba f'rapport miktub u

konfermat nhar il- ta’ Gunju 2018 huma s-segwenti : -

Nexia BT
Conclusion

Preservation of the data stored on all digital devices collected from
Nexia BT was successful. The preserved data is contained in the CCU
Evidence Disks being exhibited together with this report as per list in
Pages 5 and 6 of this report.

All hard disk drives and computer systems collected from Nexia BT
were returned to Nexia BT after being successfully imaged by the Cyber
Crime Unit, as documented in this report. Release Receipts numbered
887, 890, 891, 892, 901 and 902 were signed by Nexia BT employees
confirming receipt of the items being returned to same. Copies of these
receipts are attached and marked as Appendix F of this report.
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The three (3) USB sticks which were seized following an onsite preview
carried out by Cyber Crime Unit personnel were also successfully
imaged. These devices - marked as “USB01’, ‘USB02” and "USB03’ — were
not returned to Nexia BT but are being exhibited together with this
report as per list in Pages 5 and 6 of this report. It must be pointed out
that Nexia BT have been provided copies of the content stored on these
devices as documented in this report.

Copies of the data preserved by the Cyber Crime Unit were passed on
to Computer Forensic Analysts from ANSEC IA Limited (Ireland) as per
the directions received from the Inquiring Magistrate. The transfer of
data was carried out at the Cyber Crime Unit laboratory between the
19th and 28th July 2017. The ANSEC IA Limited representative who
received the data previously preserved by the Cyber Crime Unit was Mr.
Gary Edgeworth. ANSEC IA Limited representatives were at all times
accompanyied by Inspector Timothy Zammit whilst they were at the
Cyber Crime Unit laboratory.

I1-Bank Pilatus

Conclusion

Preservation of the data stored on all but two digital devices collected
from Pilatus Bank Limited was successful. The preserved data is
contained in the CCU Evidence Disks being exhibited together with this
report as per list in Pages 5 and 6 of this report.

The devices collected from Pilatus Bank Limited which were
successfully imaged by the Cyber Crime Unit, as documented in this
report, were returned to Pilatus Bank Limited.

Release Receipts numbered 886, 888, 889, 893, 943 and 944 were signed
by Pilatus Bank Limited employees confirming receipt of the items being
returned to same. Copies of these receipts are attached and marked as
Appendix J of this report.

The two digital devices which were not successfully imaged by the
Cyber Crime Unit are the devices marked as "PCO6HDO01” and “USB07".
These two items are being exhibited together with this report as per list
in Pages 5 and 6 of this report.

W
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Copies of the data preserved by the Cyber Crime Unit were passed on
to Computer Forensic Analysts from ANSEC IA Limited (Ireland) as per
the directions received from the Inquiring Magistrate. The transfer of
data was carried out at the Cyber Crime Unit laboratory between the
19th and 28th July 2017. The ANSEC IA Limited representative who
received the data previously preserved by the Cyber Crime Unit was Mr.
Gary Edgeworth. ANSEC IA Limited representatives were at all times
accompanied by Inspector Timothy Zammit whilst they were at the
Cyber Crime Unit laboratory.

The preservation of information stored on the Office 365 and Sharepoint
systems used by Pilatus Bank Limited was not possible through the
authorities of the United States of America.

Kopii tal-external hard drive provduta mill-Awtoritajiet Gudizzjarii

tal-Germanja kontenenti informazzjoni mehuda mill-Panana Papers
Cache

Summary of Events

On the 16th April 2018, Inspector Timothy ZAMMIT (Cyber Crime Unit)
was informed by Duty Magistrate Dr. Aaron BUGEJA LL.D that the
technical assistance of the Cyber Crime Unit was being sought in the
processing of digital evidence in relation to an ongoing Magisterial
Inquiry initiated in relation to allegations of money laundering.

Inspector Zammit was informed that the Cyber Crime Unit was required
to create copies of the content stored an external hard disk which was in

the possession of the Inquiring Magistrate.

The following report outlines the digital evidence handled by the Cyber
Crime Unit and the processes carried out upon same.

All processes documented in this report were carried out by Inspector
Timothy J. Zammit at the Cyber Crime Unit laboratory.

Device brought to the Cyber Crime Unit
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Hard Disk marked as USB01

External Hard Disk Drive make Western Digital, capacity 500Gb,
bearing serial number WXP1A77J45K4 was brought to the Cyber Crime
Unit by the Inquiring Magistrate, Magt. Dr. Aaron BUGEJA LL.D, on the
16th April 2018 at around 13:40hrs. This device was marked as USB01.

This item was retained at the Cyber Crime Unit for processing.

All processes were carried out at the Cyber Crime Unit by Inspector
Timothy Zammit.

1) The Inquiring Magistrate directed the Cyber Crime Unit to create
three (3) copies of an archive file stored onto three separate hard disk
drives. The hard disk drives used to store these copies were provided by
the Courts of Justice.

2) External hard disk drive marked as “USB01” was connected to CCU
Forensic Workstation named “CCU-001” directly via the forensic
workstation’s USB port.

3) A new case was created within Encase Forensic Edition Version
6.19.7.2 Softwarel. The device was, then, added to the case.

4) Upon viewing the content of this device, it was observed that the only
data stored on the hard disk drive was a ‘.zip’ archive file — named
“Malta.zip” - found in the root folder of this hard disk drive. The only
other files present on this device were the factory installed drivers stored
on such devices.

5) The hash value of file named “Malta.zip” was generated through the
use of EnCase Forensic Software. Technical details pertaining to this file
are the following:

Name Logical Size Hash Value Full Path

Malta.zip 120,613,976,433 94bc88dd58bele814fa779c0c9e29b76
C\Malta.zip

6) File named “Malta.zip” was copied to a CCU Evidence Hard Disk
Drive, numbered “CCU-HDD-093", through the use of the copy/ paste
functionality provided within Windows operating system. This process,
carried out in the presence of the Inquiring Magistrate, was successfully
completed on the 16th April 2018 at around 15:30hrs.

7) Upon completion of the copying process from the device marked as
USBO01 to CCU Evidence Disk named “CCU-HDD-093"”, device marked
as USB01 was disconnected from the CCU Forensic Workstation. Device
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marked as USBO1 was, then, returned to the Inquiring Magistrate on the
same day.

8) The contents of file named “Malta.zip”, stored on CCU Evidence Disk
named “CCU-HDD-093” were extracted to a folder stored on the same
CCU Evidence Disk. This process was carried out through the use of
application named “7-Zip File Manager”.

9) Once this process was completed, the Inquiring Magistrate was given
the opportunity of previewing the content of these files.

10) As directed by the Inquiring Magistrate, three (3) working copies of
the content of file named “Malta.zip” had to be made onto separate hard
disk drives provided for this purpose by the Courts of Justice.

11) The working copies were created by copying file named “Malta.zip”
onto the hard disk drives provided by the Courts of Justice through the
use of the copy/ paste function provided within Windows Operating
System.

12) Once the file was successfully completed to each individual hard
disk drive, its content was extracted onto the same hard disk drives
through the use of application named “7 Zip file Manager”.

13) The process of creating the three (3) working copies for the Inquiring
Magistrate’s perusal was successfully concluded on the 17th April 2018
at around 21:00hrs.

14) The three (3) hard disk drives containing the working copies of the
content stored on USB01 were sealed in an envelope and passed on to
the Inquiring Magistrate through Asst. Commissioner Ian Joseph
Abdilla (Economic Crimes Unit).

15) Following instructions received from the Inquiring Magistrate, the
content of CCU Evidence Disk named “CCU-HDD-093"” was destroyed
in order to ensure that there are no unaccounted copies of file named
“Malta.zip” which was stored on device marked as USBO1. This process
was carried out through the use of the “Wipe Drive” function provided
within EnCase Forensic Software.

In-nomina ta’ ANSEC IA Limited

Peress li din l-informazzjoni digitali migbura minghand Nexia BT u I-
Bank Pilatus riedet tigi analizzata mill-Forensic Accountants Miroslava

Milenovic u mid-ditta tal-Irlanda ta” Fuq Harbinson Forensics gja Harbinson

n
th



GEYII6

Mulholland, kien hemm htiega 1li din id-data digitali estensiva mehuda
tigi trasferita ghal medium li jkun jista’ jittiehed b’'mod forensiku barra
minn Malta ghall-fini t'analizi forensika minn Harbinson Forensics. Kienu
Harbinson Forensics stess li talbu li din id-data tigi mehuda b'mod
forensiku bil-hidma ta” esperti tal-fidu¢ja taghhom ukoll. Ghal dan il-
ghan gie magbul li tigi nominate d-ditta ANSEC IA Limited, kumpanija
registrata fl-Irlanda ta’ Fug, bin-numru tar-registrazzjoni NI 064909 bl-
ufficju registrat £'Unit E4, Plasketts Close, Kilbegs Business Park, Antrim,

County Antrim, BT41 4LY, Irlanda ta” Fug, Renju Unit.

B'digriet tal-11 ta’ Lulju 2017 gew nominati Stephen Clarke, Gary
Edgeworth, Rodger Trotter, Jeffrey Nelson u Malcolm Mc Cully gew
mahtura sabiex bhala esperti teknici fil-qasam tal-informatika u operanti
taht l-isem tad-ditta ANSEC IA Limited, u l-istess ANSEC IA Limited
kumpanija registrata fl-Irlanda ta’ Fuqg, bin-numru tar-registrazzjoni NI
064909 bl-uffidju registrat f'Unit E4, Plasketts Close, Kilbegs Business
Park, Antrim, County Antrim, BT41 4LY, Irlanda ta’ Fug, Renju Unit,

jaghmlu dak ix-xoghol kollu mehtieg ta Digital Forensic Services sabiex

a. l-informazzjoni digitali kollha migbura u prizervata minn Dr.
Gordon Caruana u t-Tagsima tas-Cybercrime tal-Pulizija Ezekuttiva Maltija
(mill-hardware, software u kull forma ta’ informazzjoni u data digitali ohra
b’mod generali li kienet tappartjeni lil jew rikonducibbli ghall-Bank Pilatus
u lid-Ditta Nexia BT u lil kull wiehed mid-dirigenti, impjegati u ex-
impjegati tal-Bank Pilatus u d-Ditta Nexia BT relattivament ghall-
operazzjonijiet professjonali u ta’ negozju rispettivi taghhom, kull fejn u
ghand min tali hardware, software u kull forma ta’ informazzjoni kienu
jinstabu mahzuna jew sitwati, inkluz jekk kienu sitwati jew mizmuma minn
jew fuq facilitajiet jew strutturi ta’ terzi) tigi b’mod forensiku trasferita u
mahzuna fuq hardware appozitu biex tittiehed fil-laboratorju tad-Ditta



)

ANSEC IA Limited fir-Renju Unit u li jaghmlu dak ix-xoghol kollu mehtieg
sabiex l-istess informazzjoni digitali tkun tista’ tigi prodotta f’format li tkun
tista’ tigi analizzata mill-Forensic Accountants u Forensic Analysts Harbinson
Mulholland jew Harbinson Forensics jew persuna jew kwalunkwe socjeta ohra
i maghha I-Forensic Accountants u Forensic Analysts mahtura f'din l-inkjesta
jkunu adetti u mill-Forensic Accountant Miroslava Milenovic,

b. li jaghmlu dak ix-xoghol kollu mehtieg sabiex skont l-arti u s-
sengha u bl-aktar metodu effettiv u effikaci fic-cirkostanzi jigu migbura jew
prizervati l-hardware, software u kull forma ta’ informazzjoni u data digitali
ohra b’mod generali i kienet tappartjeni lil jew rikonducibbli ghall-Bank
Pilatus u lid-Ditta Nexia BT u lil kull wiehed mid-dirigenti, impjegati u ex-
impjegati tal-Bank Pilatus u d-Ditta Nexia BT relattivament ghall-
operazzjonijiet professjonali u ta’ negozju rispettivi taghhom, kull fejn u
ghand min tali hardware, software u kull forma ta’ informazzjoni kienu
jinstabu mahzuna jew sitwati, inkluz jekk kienu sitwati jew mizmuma minn
jew fugq fadilitajiet jew strutturi ta’ terzi, u dan sabiex l-istess jigu prizervati
b’mod li l-informazzjoni digitali kollha rilevanti ghal din l-inkjesta misjuba
ghand il-Bank Pilatus u d-Ditta Nexia BT u kull wiehed mid-dirigenti,
impjegati u ex-impjegati tal-Bank Pilatus u d-Ditta Nexia BT tkun tista tigi
prodotta b’evidenza f'din l-inkjesta u dan skont kif ikun dirett lilhom mill-
Magistrat Inkwirenti u dan billi kull tali informazzjoni digitali tigi b’'mod
forensiku trasferita u mahzuna fuq hardware appozitu biex tittiehed fil-
laboratorju tad-Ditta ANSEC IA Limited fir-Renju Unit u li jaghmlu dak ix-
xoghol kollu mehtieg sabiex l-istess informazzjoni digitali tkun tista’ tigi
prodotta fformat li tkun tista” tigi analizzata mill-Forensic Accountants u
Forensic Analysts Harbinson Mulholland jew Harbinson Forensics jew persuna
jew kwalunkwe sodjeta ohra i maghha l-Forensic Accountants u Forensic
Analysts mahtura f'din l-inkjesta jkunu adetti u mill-Forensic Accountant
Miroslava Milenovic,

c. i jaghmlu dak ix-xoghol kollu mehtieg sabiex skont l-arti u s-
sengha u bl-aktar metodu effettiv u effikaci fic-¢irkostanzi jigu migbura jew
prizervati l-hardware, software u kull forma ta’ informazzjoni u data digitali
ohra b'mod generali li biex tkun tista tigi prodotta b’evidenza f'din 1-
inljesta kwalunkwe hardware jew software jew informazzjoni digitali ta’
kwalunkwe xorta u natura li tista’ minn Zmien ghal Zmien tigi moghtija
lilhom mill-Magistrat Inkwirenti jew xi hadd mill-esperti mahtura jew
persuna indikata lilhom mill-Magistrat Inkwirenti u dan billi kull tali
informazzjoni digitali tigi b’'mod forensiku trasferita u mahzuna fuq
hardware appozitu biex tittiehed fil-laboratorju tad-Ditta ANSEC IA Limited
fir-Renju Unit u li jaghmlu dak ix-xoghol kollu mehtieg sabiex l-istess
informazzjoni digitali tkun tista’ tigi prodotta fformat 1i tkun tista’ tigi
analizzata mill-Forensic Accountants u Forensic Analysts Harbinson
Mulholland jew Harbinson Forensics jew persuna jew kwalunkwe socjeta ohra
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li maghha I-Forensic Accountants u Forensic Analysts mahtura f'din l-inkjesta
jkunu adetti u mill-Forensic Accountant Miroslava Milenovic.
d. L-esperti gieghedin jigu moghtija I-fakulta espressa li jkunu jistghu
jaghmlu kuntatt mal-esperti tekni¢i l-ohra kollha mahtura f'din l-inkjesta
jew ma dawk il-persuni li I-Magistrat Inkwirenti jidhirlu xierag u opportun
li jirriferihom u jaghmlu dak l-iskambju t'informazzjoni li jidhirlhom
mehtieg ghall-ahjar istruzzjoni u twettieq tal-inkarigu taghhom.
e. Ghal dan il-ghan l-esperti gew ordnati li jirrelataw provizorjament bil-
fomm minn zZmien ghal Zmien u sussegwentement finalment bil-miktub billi
jsemnmu l-fatti u ¢-cirkostanzi kollha li fughom ibbazaw il-konkluzjonijiet
taghhom u sabiex l-istess esperti teknic¢i jkunu jistghu iwettqu l-inkarigu
taghhom b’'mod shih u skont is-sengha ul-agwa abbilta’ taghhom huma gew
moghtija wkoll il-fakoltajiet kollha naxxenti mill-Artikoli 548, 650(5) u 653
tal-Kodi¢i Kriminali.

Fil-kors tal-gadi tan-nomina taghhom, l-esperti teknici adetti ma ANSEC
IA Limited gabru l-informazzjoni digitali imsemmija f'din in-nomina fI-
atti ta” din l-inkjesta. Izda fil-mori ta” din l-inkjesta, l-istess esperti teknici
kienu wkoll gew nominati f'zewg inkjesti ohra kondotti mill-Magistrat
Dr. Natasha Galea Sciberras (inkesta “Willerby”) u mill-Magistrat Dr.
Josette Demicoli (inkjesta “Hillman”) sabiex ikunu jistghu iwetqu inkarigi
simili ghal dawk maghmula fl-atti ta’ din l-inkjesta fir-rigward ta’

persuni ohra.

Peress illi l-informazzjoni migbura fil-kors ta’ din I-inkjesta setghet tkun
ta’ utilita ghal dawn l-inkjesti, wara li kienet saret talba appozita mill-
Magistrati Inkwirenti rispettivi sabiex l-informazzjoni u l-evidenza
magbuda u analizzata fl-atti ta’ din l-inkjesta tkun tista’ tigi imqgeghda

ghad-disposizzjoni taghhom kif ukoll Ii formalment tkun tifforma parti
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mill-inkjesti kondotti minnhom. Din it-talba kienet giet milqugha kif

jidher mir-rikorsi u d-digrieti ezibiti fl-atti ta’ din I-Inkjesta.

Mill-banda l-ohra peress li I-informazzjoni migbura fil-kors ta” dawk I-
inkjesti setghet tkun ta’ utilita ghal din l-inkjesta, wara li kienet saret talba
appozita mill-Magistrat Inkwirenti lill-Magistrati Inkwirenti rispettivi fl-
inkjesta Willerby u l-inkjesta Hillman, sabiex l-informazzjoni u l-evidenza
maqgbuda u analizzata fl-atti ta” dawn l-inkjesti tkun tista’ tigi imqeghda
ghad-disposizzjoni ta’ din l-inkjesta kif ukoll li formalment tkun tifforma
parti mill-atti ta” din l-inkjesta, kif ukoll i I-esperti f'dawk l-inkjesti jkunu
formalment ritenuti wkoll esperti nominati f'din l-inkjesta. Din it-talba
kienet giet milqugha kif jidher mir-rikorsi u d-digrieti ezibiti fl-atti ta’ din

I-Inkjesta.

Dawn l-esperti teknici, ipprezentaw u halfu r-relazzjoni finali taghhom
permezz ta’ video-conference nhar 1-4 ta” Lulju 2018 fejn ikkonkludew is-

segwenti : -

Document Information

Report for the delivery of Digital Forensic Services

Ministry of Justice, Culture & Local Government,
Malta

Dr Aaron M Bugeja
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ANSEC IA Limited

Mr Gary Edgeworth

+44 (0)28 94483932
DigitalForensics@ansecia.com

1.3

Disclaimer

ANSEC IA Limited shall not assume any liability with respect to any matter or
information referred to or contained in the document. Any person relying on the
content of this document does so at their own risk, and neither the Recipient nor any
party to whom the Recipient provides the document or any matter or information
derived from it shall have any right or claim against ANSEC IA Limited or any of its
affiliates in respect thereof. The Recipient shall treat all information in the Report as
confidential.

60



Y

I make it knowing that, if it is tendered in evidence at any preliminary

enquiry, the trial of any person or other legal proceedings, I shall be liable
to prosecution if I have wilfully stated in it anything which I know to be
false or do not believe to be true. I understand that my duty in providing
this written report and giving evidence is to assist the Court; and that this
duty overrides any obligation to the party by whom I am engaged, or the
person who has paid, or is liable to pay me. I confirm that I have complied,

and will continue to comply with my duty in this respect.

Gary Edgeworth

61

i
o

oo ]

s,



%

Glas?
st
[ anliel]
Lawd
pAN)

ANSEC Staff Involved

The following members of ANSEC's digital forensic staff were utilised during
this process.

Mr Stephen Clarke
| Mr Gary Edgeworth

Mr Rodger Trotter

Mr Jeffrey Nelson

Mr Malcolm McCully
Declaration of Truth
Table of Contents
1 INETOAUCHOT ..ttt e
2 Forensic AcquUiSItiON PTOCESS .....cccoiriiiiiiiiiiiiieiieeeececreercee et
3 Data Extraction & Processing Methodology ........ccccooviiiiiiii
4 PasSWOTd RECOVETY .....cooiiiiiiiiiiiii ettt

5 Summary of Data Extracted



N

6 Appendix A - Summary of Data Acquired

=
e
e
<

e e =

o

T



1 Introduction

1.1

1.2

1.4

1.5

ANSEC have been instructed by Magistrate Aaron Bugeja, Maltese
Ministry for Justice, Culture & Local Government in relation to an ongoing
Magisterial Inquiry currently being conducted in relation to alleged
money laundering.

ANGSEC have been requested to obtain a forensic copy of data that has been
acquired from a number computer systems by the Maltese Police Service’s
Cyber Crime Unit and a Court appointed expert Dr Godwin Caruana. This
data had been obtained from two separate companies, which are listed in
table 1.2.1 below:

PILATUS BANK, TA' XBIEX, MALTA

B NTEXIA BT, SAN GWANN, MALTA

Table 1.2.1

It was proposed by ANSEC that the data would be copied to a Network
Attached Storage device as this would provide a single storage location
from which all subsequent processes could be run and also a degree of
redundancy for the stored data. The data extracted from the device would
then be processed and provided to Harbinson Mulholland for examination
by their investigation team.

Mr Stephen Clark, ANSEC Digital Forensics Manager, Mr Gary
Edgeworth ANSEC Senior Digital Forensic Examiner travelled to Malta on
18/07/17. They were joined Mr Rodger Trotter Senior Digital Forensic
Examiner on 23/07/17. Between 19/07/17 and 29/07/17 Mr Edgeworth and
Mr Trotter carried out the forensic copying process. Full details of this
process are included in the remainder of this report.

Whilst in Malta it was requested that additional data from another
location, shown below, was also copied. This data had previously been
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acquired by a Court appointed expert, Mr Keith Cutajar, and is listed in
table 1.5.1 below:

. MFSP, MALTA

Table 1.5.1
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1.6 Mr Jeffrey Nelson, Senior Digital Forensic Examiner, ANSEC travelled to
Malta on 17/01/18 and copied data that he received from Mr Keith Cutajar,
Court appointed expert and PS 422 Neil G Caruana, Mobile Device
Forensic Examiner. These items are the subject of a separate report
prepared by Mr Nelson for Magistrate Natasha Galea Sciberras. These
items are listed in table 1.6.1 below:

LHDO1 Image of Western Digital External Drive
MBO02 Extracted data from Apple iPad Mini 3G

PC01-HDO1 Image of Apple MacBook Air A1369
PC03-HDO01 Image of Dell Vostro 15 3000 series laptop

17 CEU 201 Extracted data from Apple Iphone 6 A1586 mobile
phone

17 CEU 201A Extracted data from GoMobile Sim Card

17 CEU 202 Extracted data from Apple Iphone 7 A1778 mobile
§ phone

17 CEU 202A Extracted data from GoMobile Sim Card

| 17 CEU 203 Extracted data from Sony Xperia E5633 mobile phone
| 17 CEU 203A Extracted data from Etisalat Sim Card

- 17 CEU 203B Extracted data from Forbesfone Sim Card

- PC02 - HDO1 Dell Inspiron 910 Mini Service Tag: 28R66H1

Table 1.6.1

1.7 In addition Mr Rodger Trotter and Mr Jeffrey Nelson, Senior Digital
Forensic Examiner, ANSEC travelled to Malta on 25/04/18 and received a
portable hard drive from Magistrate Bugeja containing files that had been
acquired from the German Authorities relating to elements of the Panama

Papers that were believed to be relevant to this investigation. This is listed
in table 1.7.1 below.
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- RDT®6 - Malta.zip, Panama Papers

Table 1.7.1

1.8 A summary of all data acquired is outlined at Appendix A below.

1.9 The full methodology used in the forensic acquisition process is outlined
in Section 2 below.
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2 Forensic Acquisition Process

2.1

2.2

2.4

2.5

The examination of all items referred to in this report have been carried
out in accordance with the ACPO Good Practice Guide for Digital
Evidence and current forensic computing standards and best practices. All
records in relation to the examination of this equipment have been
retained at ANSEC and are available for disclosure if required.

Data can be copied on computer systems using a number of different
methods, such as drag and drop, copy and paste or even by typing
commands. However in a forensic copying process, a procedure is
required to give confidence that the data copied is no more or no less than
when it was first taken into possession (ACPO England, Wales & Northern
Ireland, Good Practice Guide for Digital Evidence, 2012). In this case three
separate types of data were identified and were required to be copied.

Firstly, EnCase forensic image files (EO1)?, which are an exact binary copy
of the data, that had been acquired from several standalone computers and
storage devices by the Maltese Police Cyber Crime Unit and Court
appointed experts.

Secondly, restored copies of several standalone computers created by the
Maltese Police Cyber Crime Unit. This process uses Encase forensic
software to acquire the data and restore an exact copy of it to a bare hard
disk drive. This is often referred to as a “clone”. In this case the cloned
disks were acquired by ANSEC to produce forensic image files (EQ1) that
could be verified.

At the end of the process the files produced are also subjected to a
verification process, known as hashing. This process ensures the integrity

2 Forensic Image - An image in this context is an exact bit stream copy that is acquired from digital
devices such as a hard disks other digital media. A key part of the acquisition stage is to perform a
verification of the image. During the creation of the original image, a calculation is made (Cyclical
Redundancy Check) on the data being copied. A value is created for each ‘block’ of data that make up
the forensic image and a checksum is calculated to ensure that the content of each block has not
changed. At the end of the process the files produced are also subjected to a verification process, known
as an MD5 or SHA-1 hash. This process ensures the integrity of the image files created and can be
repeated at any time to verify the content has not changed.
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of the image files created and can be repeated at any time to verify the
content has not changed.

Thirdly, copies of data from the large scale server systems at Pilatus had
been made by a Court appointed expert, Dr Godwin Caruana. These files
were in the Microsoft Hyper-V format (VHDX). In addition a Network
Attached Storage (NAS) device containing Veeam virtualisation backup
files (VBK & VIB) and Microsoft Exchange Email personal storage archives
(PST) was seized from Nexia BT.

In order to verify the forensic copy of these files, a process was used that
copies the files, calculates a hash value for the copied file and compares
this to the hash value for the original file. Only if both hash values match
can it be said that the copy has been verified.

2.8 This copying and verification process is shown in figure 2.8.1 below.

File copied from source
location to destination

Files hashed at destination
e.g. 968ECTS...

File hashed at source
e.g. 968ECTS. .

Hash values compared

Results written to log file

Figure 2.8.1
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2.9 All data from the Pilatus computers, USB devices, servers and Nexia
computers and USB devices was copied from the source devices to a
Synology Network Attached Storage device and verified using the
methodology outlined above.

2.10 All data from the Nexia network attached storage device was copied from
the source device to the Synology network attached storage and also
verified by comparing the hash values on the source device with those
copied to the Synology NAS.

2.11 The NAS was then conveyed by hand to ANSEC’s premises, where it was
placed into secure storage pending further examination of the data. Details
of the data acquired was entered into ANSEC's electronic case
management system, known as LIMA.
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Data obtained from Pilatus Bank

2.12 The data acquired from the standalone devices at Pilatus Bank by the
Maltese Police Cyber Crime Unit is listed in table 2.12.1 below with the
internal Cyber Crime Unit reference number and a description of the item
from which the data was acquired. All items were imaged or copied and
verified by ANSEC’s Mr G Edgeworth.

PCO1

pPC02

PC03

PC04

PCO05

PCO7

pPC08

PC09

PC10

PC11

PC12

PC13

USBO01

USB02

USB03

HP pro-book 450Go
HP pro-desk 490 G1 MT
Lenovo Think Pad E560

Dell Opti Plex 390
Asus Notebook Pc X551¢
Dell Opti Plex 390

Apple MacBook Air

Apple MacBook Air
Lenovo Think Pad E440
Lenovo Think Pad E540
Lenovo Think Pad E450

Acer Aspire E1 Series

Hitachi External Hard Disk

USB Stick labelled "Mehmet"

Samsung External Hard Disk

71

Imaged & Verified

Imaged & Verified
Imaged & Verified

Copied & Verified

Imaged & Verified

Imaged & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified

Copied & Verified
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USB0O4

USB05

USBO06

USB08

USB09

USB10

USB11

USB12

2.13 It was noted that data had not been acquired from two other items
identified as PC06 — Acer Aspire X3450 laptop and USB07 — Apple iPad
Mini. The hard disk from PC06 was reported as being defective. This was
confirmed by ANSEC Digital Forensic Examiners who were also unable to

USB Stick branded "www.cdds.eu”
USB Stick branded "Paysafe”
Loose Hard Disk Drive
USB stick, colour chrome
USB stick branded "Equitativa”
USB stick branded "FIAU 2015"
USB stick, branded "MIA"

USB Stick branded "FIAU 2014"

acquire the device.

2.14 The data acquired from the server systems at Pilatus Bank by Dr Godwin
Caruana is listed in table 2.14.1 below with a description of the item from
which the data was acquired. All items were imaged or copied and

verified by ANSEC’s Mr R Trotter.

PLTSRV-DR-MHV01 - PLTSRV-DR-VMMO01 - Data

VMM

PLTSRV-DR-MHV01 - PLTSRV-DR-DC01 - Data

VMM

Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified

Copied & Verified

Table 2.12.1

PLTSRV-DR-MHV01 - PLTSRV-DR-VMMO01 - VMM

Copied & Verified

Copied & Verified

Copied & Verified
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PLTSRV-DR-AHVO01 - PLTSRV-FXA01.VHDX
PLTSRV-DR-BHV01 - PLTSRV-APP01
PLTSRV-DR-BHV01 - PLTSRV-APP02
PLTSRV-DR-BHV01 - PLTSRV-CRS01
PLTSRV-DR-BHV01 - PLTSRV-DR_DC02
PLTSRV-DR-BHV01 - PLTSRV-DR-DFA02
PLTSRV-DR-BHV01 - PLTSRV-DR-DFS01
PLTSRV-DR-BHV01 - PLTSRV-DR-DFS01
PLTSRV-DR-BHV01 - PLTSRV-RDS02
PLTSRV-DR-RHV01 - PLTRSRV-FXR01
PLTSRV-DR-DBS01-P2V - Physical to Virtual Image

PHYSICAL ORACLE

Data obtained from Nexia BT

2.15 The data acquired from the standalone devices at Nexia BT by the Maltese
Police Cyber Crime Unit is listed in table 2.15.1 below with the internal
Cyber Crime Unit reference number and a description of the item from
which the data was acquired. All items were imaged or copied and

verified by ANSEC’s Mr G Edgeworth.

PCO1 HP 350G2

PC02 Dell Latitude E7470

T

Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified

Copied & Verified

Table 2.14.1

Imaged & Verified

Copied & Verified
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PCO03

PCO04

PC05

PCO06

PC07

PCO08

PCo9

pPC10

PC11

PC12

PC13

PC14

PC15

PC16

pPC17

PC18

PC19

PC20

pPC21

pPC22

USB01

USB02

Dell Vostro15 3000 Series
Dell Vostro15 3000 Series
Acer Travelmate P256
Dell Latitude E7450
Dell Latitude E7470
Dell Inspiron 17
Dell Vostro15 3000 Series
Dell Latitude E7440
Dell Latitude E7470
HP 350G2
Dell Vostro15 3000 Series
Dell Vostro15 3000 Series
Dell Vostro15 3000 Series
Acer Travelmate P246
HP 350G2
Dell Latitude E7450
Dell Latitude E7440
Dell Latitude E7470
Lenovo ThinkPad Edge
PC labelled "Amanda Darmanin Payroll"
USB Stick branded "Finance Malta"

SanDisk Cruzer Blade

Imaged & Verified
Imaged & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified
Copied & Verified

Copied & Verified
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USB03 Media Range Copied & Verified

Table 2.15.1

2.16 The data acquired from the large scale server systems at NEXIA BT by Dr
Godwin Caruana is listed in table 2.16.1 below with a description of the
item from which the data was acquired. All items were imaged or copied
and verified by ANSEC’s Mr R Trotter.

k7

Backup — Nexia Servers Clone Copied & Verified
PST Archives Copied & Verified
Replicas Copied & Verified
Backup - Nexia Servers Local2017-04-20T080144 Copied & Verified
Table 2.16.1

Data obtained from MFSP Malta

( 2.17 The data acquired from MFSP Malta by Mr Keith Cutajar is listed in table
2.17.1 below with a description of the item from which the data was
acquired. All items were imaged or copied and verified by ANSEC’s Mr G
Edgeworth.

LHDO01-2TB External Copied & Verified

SRV01-HDO1 Copied & Verified

- ‘P
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PCO01-HDO01_MatthewAcerPC Copied & Verified

Table 2.17.1

2.18 The Network Attached Storage device containing the copied data was
transported by Mr Edgeworth and Mr Trotter to ANSEC’s premises,
where it was placed in their secure store. ANSEC’s premises are a Police
Approved Secure Facility.

2.19 It was then connected to ANSEC’s forensic network. This network is a
secure standalone network with no connection to any other networks,
including the Internet. Having secured a forensic copy of the data it was
now available for the next stage of the investigation. This included
processing and extraction of the data in a format that could be examined
by the Harbinson Mulholland investigation team.

Data obtained January 2018 in Malta

2.20 The data acquired in January 2018 from Mr Keith Cutajar and PS 422 Neil
G Caruana is listed in table 2.20.1 below with a description of the item

from which the data was acquired. All items were imaged or copied and
verified by ANSEC’s Mr ] Nelson.

LHDO1 Image of Western Digital External Drive Copied & Verified
MBO02 Extracted data from Apple iPad Mini 3G Acquired & Verified
PCO01-HDO1 Image of Apple MacBook Air A1369 Copied & Verified

PC03-HDO1 Image of Dell Vostro 15 3000 series laptop Copied & Verified

17 CEU 201 Extracted data from Apple Iphone 6 A1586

mobile phone Copied & Verified

17 CEU 201A Extracted data from GoMobile Sim Card Copied & Verified



2.21 The methodology used for the extraction and processing of the data is

17 CEU 202 Extracted data from Apple Iphone 7 A1778
mobile phone

17 CEU 202A Extracted data from GoMobile Sim Card

17 CEU 203 Extracted data from Sony Xperia E5633
mobile phone

17 CEU 203A Extracted data from Etisalat Sim Card
17 CEU 203B Extracted data from Forbesfone Sim Card

PCO02 - HDO01 Dell Inspiron 910 Mini Service Tag;:
28R66H1

outlined at Section 3 below.

Copied & Verified

Copied & Verified

Copied & Verified

Copied & Verified

Copied & Verified

Acquired & Verified

Table 2.20.1
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3

3.3

Data Extraction & Processing
Methodology

In the first stage of this process the EnCase E01 image! files were loaded
into EnCase forensic software and verified to ensure the integrity of the
files had not been compromised during their move.

The virtual machine files that make up the bulk of the server data were
mounted using the appropriate software; and once mounted the file
systems were acquired to produce EnCase EQ01 image! files for
examination.

The first stage of the examination involved the processing of the image files. This
is largely an automated process that prepares the data for initial examination by
the forensic examiner. Processing involves the following:

o Recovery of deleted files and folders.

e Hash & Signature Analysis to identify file types and known? files.

e Expanding compound files such as ZIP, RAR and other
compressed formats for examination.

¢ Analysing and identification of protected or encrypted files.

e Identification of email containers and process email for
examination.

o Identification of system and registry files to establish information
about the operating system installed and its user accounts.

Once processed the file system was examined by the forensic examiner to
identify relevant files for examination by the Harbinson Mullholland
investigation team. This examination focused on the main file types
required by the investigators.

In order to facilitate the examination of extracted material, ANSEC created
a storage and analysis solution for the investigators. This involved the

" Known files are files that have been identified by their cryptographic hash function, often referred to
as their “digital fingerprint”. ANSEC use a database containing several million hash values for known
files. These files are typically from operating systems and software packages that are widely
distributed. The hash values of all files on the target system can be compared against the database of
known files and; provided the content of these files have not changed, they can be considered an exact
match and can be ignored during the investigation.
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provision of a file server for the storage of data and laptop computers for
subsequent analysis. All hardware was secured with full disk encryption
and was installed with no Internet or external network capability.

3.6 The following paragraphs deal with the major file types extracted and the
appropriate strategy for their examination.

Documents

3.7 This category included user created documents in formats such as DOC, DOCX,
PAGES, RTF, etc. It also included open source document formats, less common
formats and legacy formats that are no longer in common use, such as Lotus
Word Pro. Also included in this category were Adobe Portable Document files
(PDFs). This category also included other common “office” file types such as
Spreadsheets, desktop publishing and PowerPoint files.

3.8 Visual examination of these files can be carried out using the preview option
built into Windows 10 where available, or by opening the file in the appropriate
software package. In addition specialist viewing software known as Quick View
Plus was also provided to assist with the examination.

3.9 Due to the quantity of documents to be examined, a requirement to search the
material for known keywords was identified. To facilitate this DtSearch software
was provided. This software creates an index within searchable file types; and
allows them to be searched using keywords that can be modified using regular
expressions. Instructions were provided to the Investigators in the use of this
software.

3.10 It should be noted that not all content in documents can be indexed. This is most
commonly encountered in PDF documents containing various elements such as
text graphics, scans and photographs. In some cases it is possible to use optical
character recognition (OCR) software to convert files to searchable text (see
below). However some may still require manual examination.

Pictures

3.11 Image and graphic file formats were examined by the forensic examiners to
determine which, if any contained written material. These are normally divided
into three types. Scanned documents that have been saved as a graphic file
format such as JPG, TIFF, etc. Photographs of documents that have been taken

using digital cameras or smartphones and screen captures taken from digital
files.

- A
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3.12

3.13

It should be noted that these files cannot be indexed as they contain pictures and
not font based text. As with PDF files it may be possible to use optical character
recognition (OCR) software to convert some graphics to searchable text.
Ultimately some may also require manual examination.

Manual examination of pictures can be time consuming. One option to increase
the speed of analysis is previewing the images as small thumbnails to exclude
non-relevant files. To facilitate this Irfanview picture viewing software was
provided and instruction given in its use.

Multimedia Files

3.14 Multimedia files such as those containing audio and video were also

3.15

3.16

3.17

3.18

examined. Files that may be relevant to the investigation were identified
and extracted for examination by the investigators.

Protected Files

Protected files are files that are secured by encryption and require a password to
open. These files were identified and extracted for examination. In order to
examine these files the investigators will need to obtain the password.

If it is not possible to obtain the password from the owner of creator of the file,
attempts can be made to recover the password using software designed for this
purpose. It should be noted that, depending on the complexity of the passwords
used, this can be a time consuming process with no guarantee of success within
a reasonable time period. The password recovery process used is outlined in
Section 4 below:

Email

Email messages can be divided into two main categories. Firstly, email that is
stored locally on the computer or server. These emails are often stored in
“containers”, the most common of which are Microsoft Exchange Database
(EDB), offline storage files (OST) and Personal Storage Files (PST). In addition
individual email messages can often be saved in other common formats such as
MSG, EML and EMLX files.

Secondly, email that is stored remotely and is only accessible when online. This
is often referred to as web or cloud based email. The most common web based
mail providers are Microsoft Outlook.com (previously known as Hotmail and
Windows Live mail), Google Mail and Yahoo! Mail. In addition within many
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business environments cloud based email solutions such as Microsoft 365 are
replacing Exchange Database email solutions.

3.19 The examination of web and cloud based email will be limited to messages that
have been saved locally. This may be all messages or limited to only a few
messages; or indeed none at all.

The forensic examiner will recover stored email messages and extract
these for examination in the common MSG message format which will
include any attachments. These files can also be indexed and searched.
Email from exchange database files will be converted to individual PST
files for each user.

Mobile Device Backups

3.20 Another area of investigation results from the process that occurs when a user
connects a smartphone or tablet device to a computer. In these cases a backup of
the data stored on the mobile device may be copied to the computer. Often it is
possible to examine these backup files and obtain data that existed on the mobile
device. In some cases these backups will be encrypted and will require the
password or PIN number to unlock them. Where present these backups will be
extracted for examination by the investigation team.

Internet Artifacts

3.21 One of the largest sources of files on computers are Internet artifacts. This
is a broad term used to describe files and records that are stored on the
system when a user goes online. There are hundreds of artifacts that can
be retrieved from a user’s online history. Some of the most common are
web browsing artifacts (including records of terms entered into search
engines), communications artifacts (such as webmail, Skype and other
chat activity), file sharing and file transfer activity.

3.22 In this case Skype Chat activity was identified by the investigators as being
of particular relevance. Where present, Skype artifacts have been
recovered from each device and provided to the investigators for
examination.

3.23 During the extraction of Skype artifacts, ANSEC forensic examiners noted
a chat conversation between two employees of BT Nexia that appeared
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relevant to a separate ongoing investigation in Malta. This information
was reported directly to Magistrate Bugeja by ANSEC’s Director of Public
Safety, Mr Stephen Clarke.

Unallocated Clusters

The above files have been extracted from the live file system on their
respective device and includes deleted files that can be recovered. This
does not address the issue of what is often referred to as unallocated
clusters, also known as unallocated space.

Unallocated clusters are the areas of the file system that do not currently
have files allocated to them. However, they can contain the remains of
deleted files that have not yet been overwritten. Due to the nature of
material recovered from unallocated clusters is not always possible to
attribute file names or other properties such as dates and times to them.
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3.26 Unallocated space can be examined by attempting to recover complete or
partial files from it. This is a process known as data carving. This is
particularly common in relation to picture and video files. Unallocated
clusters can also be indexed and searched using keywords, although this
will not be successful when dealing with graphic file formats.

3.27 For text based files indexing and keyword searching has the advantage
that even where a complete file cannot be recovered, partial or fragments
of the file may still be found.

3.28 ANSEC have indexed the unallocated clusters on all devices and have
carried out keyword searches based on information provided by the

investigators. No additional relevant information has been identified to
date.

Specialist or Bespoke Software Packages

3.29 The material extracted from the devices examined, are created by software
applications commonly found in many environments and are widely used
throughout the world. In this case there may be other specialist or bespoke
software applications for specific requirements; for example Accountancy
or Banking software. These applications require specialist examination.

3.30 It is understood that the core banking systems for Pilatus bank have been
examined by Oracle experts. The data obtained has been analysed in
conjunction with a forensic accountant in Malta.

3.31 ANSEC has identified accounting software on the BT Nexia devices
known as APEX for Windows. This software was present on several
laptops being run on Windows XP virtual machines. This appears to be
due to the age of the software. ANSEC were able to run the software in a
virtual environment but noted that the software was licensed using a
dongle. In order to run the software a valid licensed dongle would be
required.

Statement of Uncertainty

3.32 Two areas of uncertainty have been identified in the above process. These
areas relate to the creation of long file paths when data is being extracted
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and data that cannot be completely indexed. ANSEC have attempted to
minimise the level of uncertainty by using the following processes.

3.33 Firstly, when exporting files from the email containers and copying them
to removable media. An issue exits whereby files containing long file
paths, ie. over 260 characters, cannot be copied due to the limitations of

the windows operating system. This results in an incomplete data set for
searching.

3.34 ANSEC have developed an application that will check the data set for files
where this issue is likely to arise; and truncate these files to a shorter file
name with a unique reference number (URN) appended. A log file is also
be created to cross reference the original file with its new file name and
URN. Secondly, an issue exists in relation to indexing (see above),
whereby not all content in a document can be indexed.

3.35 ANSEC have developed an application that will read the log file produced
by the indexing software dtSearch; and extract all files that could not be
indexed or that were only partially indexed. These files will be presented
in three folders:

1) Protected Files

2) Unreadable Files
3) Image Only PDF Files

(83
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These files have also been subjected to an optical character recognition
(OCR) process to create searchable data to be indexed. This process will
reduce the level of uncertainty by enabling the majority of these files to be
subjected to the indexing process. However, the OCR process will not be
successful with all files. ANSEC have developed an application that will
compare the original data with the OCR output and identify those files
that failed the OCR process. These have been extracted for manual
examination.

3.37 A summary of the index search process is shown in Figure 3.37.1 below:
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Process forensic image of hard disk drive and extract files
____to he index searched

Create index for files 1o be searched and checklog file to
determine which files could not be indexed

Non Indexed Files

™)

Indexed Files
Can these files be subjected to an OCR
process to make them suitable for an
index search?

Proceed to search index using
kevwords and resular exoressions

If no, extract files for manual
examination

If yes, carry out OCR process and
add to index for searching

Examine results of index search and note relevant files

Fuyaming nnn indovad filae and nnto rolouant filac

Figure 3.37.1
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3.38 Tables 3.37.1 to 3.37.4 below summarises the results of this process.

Nexia Server 2017

Nexia Server 2016
Nexia Server 2015
Nexia Server 2014
Nexia Server 2013
Nexia Server 2012
Nexia Server 2011

Nexia Server 2010

Nexia Server up to 2009

201
5,603
2,369

28

11

Nexi PCO01 Farrugia
Nexia PC02 Castagna
Nexia PC03 D Bugeja
Nexia PC04 A Bugeja
Nexia PCO05 Spiteri
Nexia PC06 Alosio
Nexia PC07 Cann
Nexia PC08 R Zammit
Nexia PC09 Magri

Nexia PC10 Dabruskas

1229

526

224

1115

2106

554

13

136

321

157

86

1229
526
224

1115

2105
545

13
132
320

46

111
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Nexia PC12 Grech
Nexia PC13 Doublet
Nexia PC14 Scerri
Nexia PC15 Tonna
Nexia PC16 Anastasi
Nexia PC17 Pisani
Nexia PC18 Vella
Nexia PC19 Zammit

Nexdaa PC20 Cini

IR Nexia PC21 Muscat

Nexia PC22 Archives

Nexia USB01-03

60
340

415

18

59

712

203

300

60

415

18

59

706

194

61

299

i’

G

Pilatus Server DFS01

Pilatus PC07

Pilatus PC08-USB
Ganbari

Pilatus Server RDS02

Pilatus PC01 Camilleri
Pilatus PC02 Treasury
Pilatus PC04 LZammit

Pilatus PC05 LZammit

272

78

51

166

10,542

5,583

124

272

78

162

51

Table 3.37.2
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- Pilatus PC11 Gauci 25 25 0
. Pilatus PC12 TZammit 1 1 0
. Pilatus USBO1 Gaerty 358 356 2
. Pilatus USB02 Tasli 4 4 0
. Pilatus USB03 Tasli 559 559 0
. Pilatus USB06 LZammit 8 8 0
Pi -
l F;lzrhielerBll 12§ 5 5 .

Table 3.37.3

N,

S Jan 2018 Data

Table 3.37.4

Panama Papers Zip File

3.39 The zip file containing data from the so called Panama Papers has been
provided to Harbinson Mulholland in its raw format in order that they
could search it directly. Those files that could not be indexed were
subjected to the OCR process outlined above to create searchable files.
Files that could not be subjected to the OCR process were provided
separately for manual examination. Table 3.39.1 below summarises the
results of this process.
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Summary of OCR Data

3.40 Table 3.40.1 below summarises the results of the OCR process for all
devices.

a1 | |

. Nexia Devices 163,332 154,462 8,870

. Pilatus Devices 17,845 17,766 79

. Jan 2018 Data 4 3 1
- Panama Papers

Table 3.40.1
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4 Password Recovery

4.1

4.2

4.3

4.4

4.5

4.6

4.7

A number of encrypted files, that require a password to open and examine
their contents, were found during the examination of these items.

Encryption is the process of encoding information in such a way that only
authorised persons can gain access to it. A typical encryption scheme will
involve readable information, known as plaintext, being subjected to an
encryption algorithm that will generate unreadable information, known
as ciphertext. With strong encryption it should only be possible to decrypt
the ciphertext using the encryption key, which is usually generated from a
password.

For the vast majority of users, it is not possible to break the algorithms
used in strong encryption. Therefore the only practical technique is to
recover the password used to encrypt the data in order to facilitate
decryption and subsequent examination.

Recovering the password can be achieved using a number of different
methods:

e Requesting the password from the owner or a trusted third party.
e Obtaining the password from other sources such as notebooks.

e Using password recovery software.

e Using Legislation or Court Orders if appropriate.

ANSEC use Passware Forensic software to attempt the recovery of
passwords from encrypted files. Passware is one of the leading tools for
the recovery of encrypted electronic evidence and is used by many
organisations worldwide.

In this case it has been requested that password recovery software is used
in an attempt to access the files. Although there are many different
techniques, password recovery can be divided into two broad categories;
dictionary attacks and brute-force attacks.

Dictionary attacks use a list of known words in an attempt to recover the
password. Dictionaries can be provided by the software vendor or can be
custom made by the forensic examiner using information available from
known sources. Dictionary attacks can also use additional techniques such
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4.10

4.11

4.12

4.13

as changing between upper and lower case and reversing the order of the
words.

Dictionary attacks are usually the fastest method of password recovery
but rely on relatively weak passwords being used by the owner; and the
quality of the information available to compile the dictionary.

Brute force attacks rely on calculating every possible combination that
could be used to make up a password and checking to see if it is correct.
Clearly this will take much longer than a dictionary attack and success will
be dependent on the complexity of the password and the speed of the
computers used.

Other more advanced techniques, such as Xieve attacks, have been
developed to refine brute force attacks in an attempt to increase their
chances of success. In practice most password recovery software will use
a combination of attacks in an attempt to recover the password, as this can
increase the chance of success.

One common question in relation to password recovery is often “how long
will it take”. There is no standard answer to this question as many
variables are involved such as the length, complexity and unpredictability
of the password used. This is often referred to as the strength of the
password. In addition the software and hardware used to attack the
password will also have an impact on the time taken.

Passware, the manufacturer of the password recovery software used by
ANSEC, state that, using an average computer system, an 8 character
password, using only letters, would take around 10 hours to recover using
brute-force techniques.

However, increasing the length of the password and adding other
characters will greatly increase the length of time to recover the password
using a brute-force attack®. For example; a password with the characters

4 This assumes a brute-force attack where all combinations are tested and not a dictionary attack where
both these passwords are likely to be included in any list of common passwords and could potentially
be recovered in a few minutes.
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password could be recovered within a few hours. Whereas using the
characters P@ssw0rd!1234 could take months or even years.

4.14 In view of this it is unlikely that a strong password will be recovered in a
reasonable time period. ANSEC forensic examiners have liaised with
Harbinson & Mulholland and initially it was decided to carry out a
dictionary attack to recover as many passwords as possible. This was then
followed by a request by Magistrate Bugeja to the owners of certain
documents for them to provide the passwords.

4.15 Finally, all passwords recovered by the password recovery software and
provided by the document owners were added to the password recovery

dictionary and another dictionary attack was applied to the encrypted
files.

4.16 A full list of all encrypted files, including those for which passwords have
been recovered have been provided to Harbinson Mulholland. In
addition, where possible, the encryption has been removed from the files
and plaintext copies have been provided in order that these files can be
subjected to the same examination process outlined previously.

4.17 Tables 3.57.1 to 3.57.3 below summarises the total number of encrypted
documents found and the number of passwords recovered by this
process.

DEFS01 Pilatus server 30 23
RDS02 Pilatus server 43 26 17
PC04 Pilatus computer 3 0 3
PCO08 Pilatus computer 5 4 1
USBO01 Pilatus USB
] —_—
Table 3.57.1
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SVR001 Nexia BT Server

PCO01 Nexia BT computer
PC02 Nexia BT computer
PC03 Nexia BT computer
PC04 Nexia BT computer
PCO05 Nexia BT computer
PCO06 Nexia BT computer
PCO07 Nexia BT computer
PCO8 Nexia BT computer
PC09 Nexia BT computer
PC11 Nexia BT computer
PC12 Nexia BT computer
PC13 Nexia BT computer
PC14 Nexia BT computer
PC15 Nexia BT computer
PC16 Nexia BT computer
PC17 Nexia BT computer
PC18 Nexia BT computer
PC19 Nexia BT computer
PC20 Nexia BT computer
PC21 Nexia BT computer

All Nexia USB devices

123

121

61
16
290
13
93
14

15

14

238

76

19

52

11

17

13

94

Table 3.57.2
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SVR01 MFSP Server
HDDO01 MFSP Hard Disk 157 48 109
PC01 MFSP computer
Table 3.57.3
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5 Summary of Data Extracted

5.1 All processed data has been provided to The Harbinson Mulholland investigation team for analysis.

5.2 Tables 4.1.1 to 4.4.9 below summarises the data extracted from each device and includes the name of the ANSEC
forensic examiner responsible for the extraction and the date on which it was delivered to Harbinson Mulholland.
The data extracted has been divided into categorises that include Documents, Email Messages, Pictures, Protected
Files, Phone Backups and Skype Chat.

Nexia Nexia Server

l NAS SVROO1 R Trotter 622,543 10311 4489 02/10/17
Nexia Nexia Server See Table

o+

l NAS SVRO2 R Trotter 0 EDB 0 0 0 No Below*
Nexia Nexia Server

l NAS SVR03 R Trotter 12,815 0 0 0 0 No 02/10/17
Nexia Nexia Server R Trott 0 0 0 0 0 N N/A
NAS  SVRO4 rotter o /
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Nexia Nexia Email See Table
Trott PST* ;
. NAS  Archive B, Lroties g b v - e Below*
Table 4.4.1

IPhnay: s

I Pa;;t:x;;rs Brian Tonna G Edgeworth 38,714 unique emails extracted from review from EDB & PST Archives 09/10/17
Partners - : ; ; :

l EDB Karl Cini G Edgeworth 178,450 unique emails extracted from review form EDB & PST Archives 09/10/17
Partners ' ; : A ;

l EDB Manuel Castagna G Edgeworth 86,043 unique emails extracted from review form EDB & PST Archives 18/10/17 ,
Partners . . : s :

I EDB Tim Dambrauskas = G Edgeworth 45,949 unique emails extracted from review form EDB & PST Archives 18/10/17
Partners . ; ' ! ;
EDB Anita Alosio G Edgeworth | 113,744 unique emails extracted from review form EDB & PST Archives 07/12/17

I MBD2b Luke Cann G Edgeworth 28,505 unique emails extracted from review form EDB & PST Archives 10/05/18

l MBD3b  Caroline Dingli G Edgeworth 75,193 unique emails extracted from review form EDB & PST Archives 14/05/18
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. MBD2b Katrin Bondin G Edgeworth 80,281 unique emails extracted from review form EDB & PST Archives 14/05/18

Carter
l MBD2b  Gordon Cordina G Edgeworth 4,180 unique emails extracted from review form PST Archives 14/05/18
Table 4.4.2 c,
<
(S
ol
(a8
co

I Nexi HP350G2 R Trotter 3199 151232 70 7 0 No 16/11/17
PCO02 .
Nexia Dell Latitude E7440 G Edgeworth 2958 40 42 164 I0Sx 2 Yes 02/10/17
PCO3

) Dell Vostrol5 R Trotter 1980 1 19 3 0 No 16/11/17

Nexia

l PCO,4 Dell Vostrol5s J Nelson 4110 0 3 3 0 Yes 07/12/17
Nexia
PCOS — AcerTravelmate  pop oy 8142 341 0 15 0 Yes 16/11/17
Nexia P256
PC0,6 Dell Latitude E7450 R Trotter 5478 78 159 121 105 & Yes 16/11/17
Nexia Blackberry



PC07
Nexia

PCO08
Nexia

PCQ9
Nexia

PC10
Nexia

PC11
Nexia

PCi2
Nexia

PC13
Nexia

PC14
Nexia

PC15
Nexia

PC16
Nexia

PC17
Nexia

Dell Latitude E7450

Dell Inspiron 17

Dell Vostro15 3000

Dell Latitude E7440

Dell Latitude BE7470

HP 350G2

Dell Vostro 15

Dell Vostro 15

Dell Vostro 15

Acer Travelmate
P256

HP350G2

my

R Trotter
G Edgeworth
R Trotter
J Nelson
R Trotter
R Trotter
G Edgeworth
G Edgeworth
G Edgeworth
R Trotter

R Trotter

331

4582

1482

1310

218

1042

820

1733

2052

460

490

24

164421

3077

1218

37339

32

1394

94597

99

58

549

410

135

19

17

~V

61

16

203

13

93

14

15

105x1

I05x1

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

16/11/17

29/09/17

22/11/17

29/09/17

22/11/17

22/1117

22/11/17

29/09/17

29/09/17

07/12/17

07/12/17




PC18
Nexia

PC19
Nexia

PC20
Nexia

PC21
Nexia

PC22
Nexia

USB 01-03
Nexia

VMMO1

VMMO1
data

DC01

Dell latitude E7450

Dell Latitude E7440

Dell Latitude E7470

Lenovo ThinkPad
Edge

PC labelled
“Amanda
Darmanin Payroll”

3 x USB Devices

VMM Guest VM

VMM Guest VM

Domain Controller

J Nelson

G Edgeworth

G Edgeworth

R Trotter

J Nelson

G Edgeworth

R Trotter

R Trotter

R Trotter

976

6384

1623

288

988

1398

19

58291

53388

1937

100

549

36

47

I0Sx 4

105 x 2

Yes

Yes

Yes

No

Yes

07/12/17

29/09/17

29/09/17

07/12/17

07/12/17

02/10/17

Table 4.4.3

N/A

N/A



FXAO1

APPO1

APT02

CRS01

DBS01

DC02

DFAQ2

DFES01

DEFS01

RDS02

Application Server
Application Server
Application Server
Carta Registration
Oracle Flexcube

Domain Controller

Authentication
Server

Distributed File
System

Data

Remote Desktop
Server

R Trotter

R Trotter

R Trotter

R Trotter

R Trotter

R Trotter

R Trotter

R Trotter

R Trotter

R Trotter

3 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
64690 11550 500 19
19152 3583 1240 31

101

No

No

No

No

No

09/10/2017

N/A

N/A

N/A

N/A

N/A

N/A

N/A

09/10/2017

18/10/2017

Table 4.4.4




PCO01
Pilatus

PC02
Pilatus

PCO03
Pilatus

PC04
Pilatus

PC05
Pilatus

PC07
Pilatus

PCO08
Pilatus

PC09
Pilatus

PC10
Pilatus

PC11
Pilatus

rCi12
Pilatus

HP ProBook 450 GO

HP ProDesk 490 G1

Lenovo E560

Dell OptiPlex 390

Notebook PC X551c¢

Dell OptiPlex 390

MAC Book Air

MacBook Air

ThinkPad E440

ThinkPad E540

ThinkPad T450

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

1365

331

3530

432

577

1407

573

225

29

11018

6177

84

106

102

61

19

184

35

1225

170

38

105
Encrypted

I05x1
& 1 x ENC

I05x1

1I0S5x1

Yes

Yes

Yes

Yes

Yes

No

02/10/2017

02/10/2017

N/A

02/10/2017

02/10/2017

02/10/2017

02/10/2017

02/10/2017

02/10/2017

18/10/2017

18/10/2017




PC13
Pilatus

USB01
Pilatus

USB02
Pilatus

USB03
Pilatus

USB04
Pilatus

USB05
Pilatus

USB06
Pilatus

USB08-10
Pilatus

USB11-12
Pilatus

Acer Aspire E1

External HDD

USB stick marked
“Mehmet”

External HDD

USB stick marked

"www.cdds.eu”

USB stick marked
“Paysafe”

Loose HDD

3 x USB Devices

USB sticks marked
IIMI-AII & IIFIAU
2014"

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

71

15179

43

12694

83

53

132027

442453

103

0

57

157

0 105 - iPod
29 0

0 0

0 0

0 0

0 0

0 I0S x1

0 0

0 0

No

No

02/10/2017

31/10/2017

18/10/2017

16/11/2017

18/10/2017

N/A

02/10/2017

02/10/2017

02/10/2017

Table4.4.5




PCOo1
Pilatus

PCO1
Pilatus

PC04
Pilatus

PC04
Pilatus

PC04
Pilatus

PC10
Pilatus

PCi1
Pilatus

PC11
Pilatus

PC11
Pilatus

PC12
Pilatus

USB06
Pilatus

Mehmet Tasli

Mark Camilleri

Armin Eckermann

Louis Zammit

Tatiana Zammit

Claudienne Sant
Fournier

Antoniella Gauci

Mehmet Tasli

Tatiana Zammit

Tatiana Zammit

Claudienne Sant
Fournier

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

G Edgeworth

7,187 emails extracted for review from OST file

472 emails extracted for review from OST file

10,682 emails extracted for review from 2 x OST files

600 emails extracted for review from OST file

642 emails extracted for review from OST file

23,688 emails extracted for review from OST file

27,254 emails extracted for review from OST file

25,115 emails extracted for review from OST file

7,322 emails extracted for review from OST file

10,546 emails extracted for review from OST file

22,272 emails extracted for review from OST file
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07/12/17

07/12/17

07/12/17

07/12/17

07/12/17

07/12/17

07/12/17

07/12/17

07/12/17

07/12/17

07/12/17
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Table 4.4.6

LHDO01 2 TB External HDD M McCully 64924 2803 163738 157 0 No 02/10/2017

SRV01 MFSP Server M McCully 322 4 513 10 0 No 31/10/2017

PCO1 Acer Computer M McCully 1832 242624 1846 6 0 No 31/10/2017
Table 4.4.7

s i 5.0

Digit
tappr  estemnDigital o g orth 0 0o 21/02/2018
HDD
PCO1 Apple Mac Book )

HDO1 Air G Edgeworth 0 33 449 0 I05x4 No 21/02/2018 o
<
PC0O2 o
21/02/20 s
HDO1 Dell Min J Nelson 4 0 0 0 0 Yes [02/2018 E;‘,n
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PCO03
HDO01

MB02

17 CEU
201

17 CEU
201a

17 CEU202

17 CEU
202a

17 CEU
203

17 CEU
203a

17 CEU
203b

Dell Vostro 15
laptop

Apple iPad Mini

Apple iPhone 6

Go Mobile SIM
card

Apple iPhone 7

Go Mobile SIM
Card

\

Sony Xperia Mobile

Etisalat SIM Card

Forbesfone SIM
Card

J Nelson

J Nelson

J Nelson

J Nelson

J Nelson

J Nelson

J Nelson

J Nelson

J Nelson

43,326

2,964

111

59

106

12

14,836

76

32

21/02/2018

21/02/2018

21/02/2018

21/02/2018

21/02/2018

21/02/2018

21/02/2018

21/02/2018

21/02/2018

Table 4.4.8




™)

RDTé

Western Digital
HDD

R Trotter

Single 112 GB Zip file containing files from Panama Papers 10/04/18
Table 4.4.9
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6 Appendix A — Summary of Data
Acquired

. Pilatus Servers 15 VHDX Files & physical backup 1200
. Pilatus Computers 12 laptops 5515
. Pilatus USB Devices 12 USB Devices 3049
Nexia Servers Nexia servers 2000
Nexda Servers PST Archives 380
. Nexia Computers 22 laptops/computers 9856
. Nexia USB Devices 3 USB Devices 2
. MFSP Server Server and external storage 2156
. MESP-Computers 1 laptop- 500
. January 2018 Data 3 laptops & 1 USB HDD 2609
. January 2018 Data 4 Mobile devices & SIM cards 26
Panama Papers e .
l Data 1 zip file contained on USB HDD 112
I B
Table 6.1
END OF DOCUMENT
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2. Smiegh ta’ xiehda ta’ diversi persuni involuti direttament jew

indirettament mal-allegazzjonijiet meritu ta” din l-inkjesta.

Minbarra l-gbir tad-dokumenti ingabret 477 il-testimonjanza ta” persuni li
tinsab kollha registrata fl-atti ta’ din I-Inkjesta. Dik ix-xiehda li kienet l-aktar
tolgot il-fini ta” din l-inkjesta giet riassunta fil-Kapitolu li jittratta l-analizi
tax-xiehda. Dawk ix-xiehda 1li ghalkemm instemghu pero ma kienux
determinanti ghall-istharrig li sar, ghalkemm ma gewx inkluzi fil-Kapitoli
dwar l-analizi tax-xiehda, ix-xiehda taghhom xorta wahda giet registrata u
tinsab formanti parti minn dan il-Proces Verbal. Kien mehtieg li, ghall-fini ta’
ekonomija ta” hin jigu kkoncentrati l-isforzi fuq dak li l-aktar kien jolgot il-

meritu ta’ din l-inkjesta.

Biss minbarra 1-gbir tal-informazzjoni minghand Nexia BT u I-Bank Pilatus,
din l-inkjesta gabret ukoll informazzjoni ohra mis-sorsi aktar il-fuq
imsemmija, fosthom ix-xhieda princ¢ipali infushom - Daphne Caruana
Galizia, Maria Efimova, Dr. Joseph Muscat, Michelle Muscat, Keith
Schembri, Dr. Konrad Mizzi, John Dalli, Brian Tonna, Karl Cini, Ali Sadr
Hasheminejad, Hamidreza Ghanbari, Claude-Ann Sant Fournier, Antoniella
Gauci, kif ukoll xiehda ohra bhal Pierre Portelli li fornew informazzjoni utli

ghal din l-inkjesta. Dan minbarra x-xiehda tal-Kummissarju tal-Pulizija u I-
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oghola uffigali tal-Korp, kif ukoll dawk direttament involuti fl-
investigazzjonijiet. Apparti hekk ingabret l-informazzjoni migjuba mill-
ezekuzzjoni tal-ittri rogatorji, fosthom dawk mill-Panama fejn xehdu
Jaqueline Alexander, Verna de Nelson, Luis Quiel kif ukoll Juergen Mossack,
kif ukoll I-informazzjoni l-ohra kollha li tinsab inkluza f’dan il-Proces Verbal.
Matul il-kors ta” din l-inkjesta ingabret il-fuq minn erbgha mija u sebghin
testimonjanza, inkluz ta’ xiehda li xehdu aktar minn darba, uhud xehdu
darba wahda filwaqt li kien hemm drabi fejn persuni issottomettew xi
informazzjoni jew dokument. Mhux ix-xiehda ta’ dawn ix-xhieda kollha tat
informazzjoni li setghet kienet utli ghal din l-inkjesta. Kien hemm xiehda li
xehdu fl-atti ta’ xi wiehed mill-hafna rikorsi minn persuni differenti i gew
prezentati matul il-kors ta” din l-inkjesta. Hemm ohrajn li xehdu fuq aspetti
in¢identali ta” din l-inkjesta. Dan il-Proces Verbal gabar fih sunt tax-xiehda 1-
aktar determinanti dwar l-aspetti l-aktar fundamentali fir-rigward tal-
allegazzjonijiet li huma soggetti ghal din l-inkjesta skont ir-rapport li sar

mill-Kummissarju tal-Pulizija.

Kull xhud 1i xehed gie mismugh personalment mill-Magistrat Inkwirenti u
x-xiehda tieghu hija registrata u traskritta u tifforma parti minn dan il-Proces
Verbal. Biss mhux kull xhud forna informazzjoni li setghet kienet rilevanti
ghall-fini ta’ din l-inkjesta. Dawk ix-xiehda li kienu l-aktar importanti u li

taw verzjonijiet li direttamentjolgtu u jin¢idu fuq il-meritu tal-inkjesta mhux
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biss gew analizzati izda siltiet mix-xiehda taghhom gew ukoll riprodotti
f'dan il-Proces Verbal biex il-konkluzjonijiet ikunu aktar ¢ari. Kienu ftit dawk
ix-xiehda li ma gewx rintraccati minkejja t-talbiet ripetuti tal-Magistrat
Inkwirenti lill-Pulizija u l-isforzi li saru minnhom biex jinstabu. Dawn kienu
Adrian Dixon minn Mossack Fonseca, u Gabriele Stucchi, Dina Stankovic,
Linet Estiroti mill-Bank Pilatus. Biss l-inkjesta kellha bizZejjed informazzjoni
biex tkun tista’ tmexxi l-istharrig taghha, ghalkemm kien ikun aktar

desiderabbli li tisma’ wkoll il-verzjoni ta” dawn il-persuni.

Skont il-gurisprudenza il-Magistrat Inkwirenti fl-in genere jigbor u
jipprizerva l-provi li jinstabu. F’dan il-kaz 1li kien jittratta accertament
t'allegazzjonijiet misjuba f’artiklu miktub minn gurnalista li spi¢¢a l-bazi tar-
rapport tal-Kummissarju tal-Pulizija, l-eZzeréizzju rrizulta li kien aktar
kumpless minn hekk. F’dan il-kaz il-Magistrat Inkwirenti gie adit biex
jistharreg jekk dawn l-allegazzjonijiet kienux fondati fuq provi, (u allura
mitlub li jistharreg “fatti” gabel ma jasal jekk kienx hemm “delitti”).
Ghalhekk il-Magistrat Inkwirenti bilfors ried li jifli x-xiehda li giet migbura
u mahzuna biex ikun jista’ jara jekk u sa fejn allegazzjoni kienetx fondata fuq
provi jew le. Altrimenti kien ikun impossibbli ghalih jiddetermina jekk
setghax ikun hemm l-estremi ta’ reat kriminali o meno bazati fuq
allegazzjonijiet minghajr ma tali allegazzjonijiet ikunu mgharbla dwar

kemm huma sorretti minn provi o meno. Biex tifhem jekk hemmx l-estremi

111



{)%;A; i i, RS
._._i__ UUU_?L.L.;;

ta’ delitt trid gabel xejn tifhem u taghrbel x’inhuma l-fatti li fughom l-ahbar
tal-allegat delitt ikunu bazati. Din l-inkjesta kellha bilfors taghmel dan I-

ezercizzju biex tkun tista’ tasal ghall-konkluzjonijiet taghha.

Minhabba n-numru kbir ta” xhieda mismugha, kellu jsir ezer¢izzju li bih ix-
xiehda tigi analizzata u I-Magistrat Inkwirentijislet liema minn dik ix-xiehda
kienet marbuta mal-allegazzjonjiet u liema ma kienetx. Dik ix-xiehda li ma
kienetx direttament marbuta mal-allegazzjonijiet jew li minnha ma hareg§
xejn ta’ sugu ghal din l-inkjesta, ghalkemm xorta wahda tifforma parti mill-
atti tal-Inkjesta u l-istess xiehda giet registrata u traskritta u giet kunsidrata
mill-Magistrat Inkwirenti meta gie biex jaghmel il-konkluzjonijiet tieghu ma

gietx inkluza fis-sunt tax-xiehda f'dan il-Proces Verbal.

Dan il-Proces Verbal jigbor fih is-sustanza ta’ dak li gie migbur u analizzat.
[I-provi migbura huma parti mill-atti tal-inkjesta u dan il-Proces Verbal. Dan
il-Proces Verbal jigbor fih is-sustanza ta’ dawk il-provi ammissibbli u rilevanti
ghal din l-inkejsta li gew migbura u jitlaq mill-presuppost li, bhal Magistrat
Inkwirenti, l-qarrej ikun qara u analizza l-evidenza kollha li kienet giet
migbura fih. Ix-xiehda tax-xhieda principali giet inkluza f'dan il-Proces
Verbal f'sunt li jigbor is-sustanza ta” dak li qalu fl-inkjesta u dan sabiex jigi
spjegat ahjar dak li instab. Qabel xejn hemm ix-xiehda tal-gurnalista Daphne

Caruana Galizia, li xehdet darbtejn. Ma dawn hemm ukoll l-artiklu meritu
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ta’ din l-inkjesta u li jrid jigi moqri mhux biss fil-kontenut tieghu, izda wkoll
irid jittiehed fl-isfond ta’ dak li Caruana Galizia xehdet f'din l-inkjesta.
Peress li fix-xiehda taghha Daphne Caruana Galizia qalet i hija kienet gabet
l-informazzjoni minghand Maria Efimova, u li fi kwalunkwe kaz, anke
informazzjoni ohra li kienet gabet minghand terzi kienet rikunducibbli lill-
istess Efimova, l-inkjesta semghet lil Maria Efimova tixhed ghal erba’
darbiet. Hemm ukoll ix-xiehda ta” Pierre Portelli, gurnalist priminenti iehor
li gie l-quddiem fl-inkjesta b’informazzjoni importanti ghal aktar minn
darba u kien l-uniku wiehed fost Caruana Galizia u Efimova li forna kopji
ta’ dokumenti flimkien ma dikjarazzjoni tieghu. Huwa ferm interessanti li
x-xiehda ta” dawn it-tliet persuni tinqara’ flimkien u tigi mistharga wahda
hdejn l-ohra. L-effetti u l-konsegwenzi li johorgu minn din ix-xiehda

flimkien hija importanti hafna ghall-konkluzjonijiet ta” din l-inkjesta.

Mill-banda l-ohra f'dan il-Proces Verbal hemm ukoll sunt tax-xhieda tal-
kwerelanti Joseph Muscat u martu Michelle Muscat li jtennu ¢-cahda
kategorika ghall-allegazzjonjiet li gew minnhom deskritti bhala li huma
kalunjuzi u frott ta’ fabbrikazzjoni. Hemm ukoll sunt tad-deposizzjoni ta’
Keith Schembri, Konrad Mizzi (li xehed darbtejn), kif ukoll John Dalli, (li
xehed darbtejn) fejn huma jistqarru wkoll é\d—dissens taghhom fugq il-parti 1-
kbira tal-allegazzjonijiet ta’ Caruana Galizia fl-artiklu taghha fil-konfront

taghhom. Din ix-xiehda hija importanti wkoll biex jigi mifhum safejn dawn
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ix-xiehda jikkonfermaw parti zghira mill-allegazzjonijiet ta” Caruana Galizia
u l-istgarrijiet lilha minn Efimova u fejn huma ma jagblux u jichdu. Din ix-
xiehda trid tittiehed ukoll fl-isfond u fil-kuntest tal-kumplament tal-provi
migbura u tal-analizi tal-Forensic Accountants 1i dahlu f'hafna dettall dwar
dan. Id-dettalji dwar l-analizi tal-Forensic Accountants giet maghmula

separatament f'Tagsima ghaliha.

F'dan is-sunt ta’ xiehda fil-Proces Verbal, gew inkluzi wkoll id-
deposizzjonijiet tad-dirigenti tal-Bank Pilatus fosthom Ali Sadr
Hasheminejad, Hamiderza Ghanbari, u l-kumplament tal-impjegati u ex
impjegati li gew rintrac¢jati madwar id-dinja. Peress li I-Bank Pilatus kellu
numru relattivament zghir ta” dirigenti u impjegati fiz-zmien rilevanti ghal
dan il-kaz (¢joe meta skont Efimova sehhew l-allegazzjonijiet li kienu
jinvolvu lil Bank Pilatus - bejn Jannar u Marzu tal-2016) kien allura aktar
facli i l-dawk l-impjegati setghu ikunu involuti fl-aspetti varji tal-
operazzjonijiet tal-Bank u ghalhekk setghu gew f'kuntatt dirett ma xi
dokumenti, struzzjonjiet, jew transazzjonijiet li Efimova semmiet fir-
rivelazzjonijiet taghha lil Caruana Galizi kif ukoll fix-xiehda taghha.
Ghalhekk f'dan il-Proces Verbal gie inkluz ukoll sunt tax-xiehda ta” dawn ix-
xhieda 1i turi kull wiehed u wahda minnhom x’kellu xi jghid dwar I-
allegazzjonijiet maghmula minn Efimova u li kienu jinvolvu lil Bank Pilatus.

Anke din ix-xiehda trid tittiehed fl-isfond tar-rizultanzi oggettivi li nsatbu
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fil-kors ta’ din l-inkjesta, mhux l-inqas l-analiZi tal-Forensic Accountants dwar
ir-records digitali u stampati tal-Bank Pilatus li §ew analizzati. Anke dawn

kienu determinanti ghall-konkluZjonijiet ta” din I-inkjesta.

Minbarra dawn xehdu wkoll id-Dirigenti kollha, I-impjegati u I-ex impjegati
tad-Ditta Nexia BT. Dawn kienu f'numru ferm oghla mill-impjegati tal-Bank
Pilatus. Mix-xiehda ta’ dawn l-impjegati jirrizulta li I-maggoranza assoluta
taghhom ma kellhomx x’jagsmu mal-allegazzjonijiet, ma kienux involuti jew
ma kienu jafu xejn dwar dawn l-allegazzjonijiet ghax qatt ma kienu hadmu
ghal xi wiehed mill-peruni involuti jew fuq xi parti minn dawn I-
allegazzjonijiet. L-aktar li hareg ¢ar minn din ix-xiehda huwa li fir-rigward
ta” dak li kellhom x’jagsmu l-allegazzjonijiet meritu ta’ din l-inkjesta, il-
persuna li kienet l-aktar involuta direttament u li setgha kien jaf x'kien
gieghed jigri u li setgha jforni informazzjoni kien Karl Cini. Brian Tonna,
minn naha tieghu, ghalkemm kien il-Managing Partner tad-Ditta jixhed li
kien ihalli l-affarijiet li kellhom x’jagsmu mal-klijenti internazzjonali
principalment f'idejn Karl Cini. Hareg car li kienu Karl Cini u Brian Tonna
li kienu dawk li l-aktar setghu jaghtu hjiel dwar jekk u safejn I-
allegazzjonijiet kienux minnhom. Michael Satariano, li ssemma wkoll fI-
allegazzjonijiet ta’ Caruana Galizia jinsab inkluz fis-sunt tax-xiehda ghax

anke dan forna sfond interessanti ghal dak miktub.
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Mill-banda l-ohra, I-kumplament tal-impjegati ta’ din id-Ditta jikkonfermaw
li kienu konxji 1i d-Ditta Nexia BT kienet taghti servizzi t'accountancy u audit
lil kumpaniji jew negozji li kienu rikonducibbli ghal Keith Schembri jew
martu Josette Schembri Vella, u dan fil-maggoranza assoluta taghhom dwar
negozji jew kumpaniji lokali kif ukoll li Nexia BT kienet taghti diversi
servizzi lil Entitajiet Pubblic¢i u Ministeri tal-Gvern. Ix-xiehda ta’ dawn I-
impjegati kollha giet registrata u traskritta. Izda f'din l-inkjesta l-enfazi
riedet issir fuq il-meritu taghha, u ¢joe l-allegazzjonijiet meritu tar-rapport
tal-Kummissarju tal-Pulizija u b’hekk ma kienx possibbli ghal din I-inkjesta
tidhol fuq aspetti ohra li ma kienux jaqghu fil-parametri tar-rapport. Biss I-
inkjesta hadet in konsiderazzjoni wkoll 1i matul il-kors tal-analizi taghha,
hargu diversi allegazzjonijiet ohra i whud minnhom kienu wkoll jinsabu
taht l-iskrutinju gudizzjarju f'inkjesti separati jew ohrajn li kienu ghadhom

jehtiegu l-awtorizzazzjoni biex jinbdew.

F’dan il-Proces Verbal ghalhekk giet inkluza x-xiehda ta’” dawk l-impjegati li
mix-xiehda taghhom harget informazzjoni utli ghal din l-inkjesta. Dawk li
wiegbu li ma kienux involuti jew li ma jafu xejn ma gewx inkluzi fis-sunt
izda x-xiehda taghhom xorta giet registrata u traskritta u mehuda in
konsiderazzjoni ghall-fini tal-konkluzjonijiet in kwantu Ifatt L I-
maggoranza ta’ dawn l-impjegati jixhdu li ma kienux jafu xejn jew ma

kienux involuti ghandu sinjifikat importanti fih innifsu.
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Apparti minn hekk, f'dan il-Proces Verbal gie inkluz ukoll sunt tax-xiehda tal-
Awdituri Esterni tal-Bank Pilatus, id-Ditta KPMG kif ukoll -Awdituri
Interni tal-istess Bank PriceWaterhouse Coopers li minn naha taghhom ukoll
taw sfond importanti ghall-kxif tal-verita f'dan il-kaz. Inoltre giet migbura
wkoll ix-xiehda ta’ rapprezentant tad-Ditta Deloitte Malta li kienu ghamlu

wkoll rapport dwar ir-riskju lil Bank Pilatus.

Jigi mtenni li dawn riportati aktar l-isfel fis-sunt tax-xiehda huma dawk ix-
xiehda li gew megqjusa bhala l-aktar taw informazzjoni li kienet torbot mal-
meritu ta’ din l-inkjesta; izda I-konkluzjonijjiet tal-Magistrat Inkwirenti mhix
bazata biss fuq ix-xiehda taghhom. Il-konkluzjonijiet huma milhuga fuq l-
analizi tax-xiehda u d-dokumenti voluminuzi kollha migbura matul il-kors
ta” din l-inkjesta inkluz, u b’'mod partikolari x-xiehda migbura permezz tal-
ittri rogatorji, dik tal-esperti teknici eccetra. Il-konkluzjonijiet ta’ din I-
inkjesta ghalhekk huma l-gabra shiha tal-verzjonijiet u dokumenti kollha
migbura nonche l-analizi teknika li saret fughom b’riferenza ghall-meritu

tar-rapport tal-Kummissarju tal-Pulizija.

3. Ezekuzzjoni t'ittri rogatorjali lejn diversi pajjizi li kellhom x’jagsmu

mal-allegazzjonijiet meritu ta’ din l-inkjesta.
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Parti minn mill-evidenza giet ottjenuta bil-mezz ta’ ittri rogatorji. Matul il-
kors tal-inkjesta saru diversi konsultazzjonijiet anke mal-Forensic
Accountants nominati sabiex ikun stabbilit ukoll jekk u safejn kien hemm il-
htiega li informazzjoni tigi mitluba jew ottjenuta b’'mod formali u dan in
kwantu mhux kull bi¢ca informazzjoni 1i tkun waslet ghand l-inkjesta
setghet kienet rilevanti ghall-fini ta” din l-inkjesta. Dawn l-ittri rogatorji
kienu intizi li:
(a) jibdlu f'evidenza informazzjoni li giet ghall-attenzjoni tal-inkjesta;
(b)jigu accertati certi allegazzjonijiet b'mod li jkun determinat jekk I-
allegazzjonijiet ikunux fattwali u pruvabbli jew jibqghux fir-relm tal-
allegazzjoni;
(c) isahhu evidenza ottjenuta mill-inkjesta minn sorsi varji fosthom

dokumenti digitali jew stampati elevati fil-kors tal-inkjesta nnifisha.

Intbaghtu ittri rogatorji jew talbiet ghal assistenza lejn is-segwenti pajjizi : -
A. Ir-Repubblika tal-Panama;
B. Ir-Renju tal-Belgju;
C. L-Emirati Gharab Maghquda; u
D. Ir-Repubblika tal-Germanja — fil-forma ta’ Mandat t'Investigazzjoni

Ewropew.

E. Stati Uniti tal-Amerika
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A.l. Ittra rogatorja mibghuta lill-Awtoritajiet tar-Repubblika tal-

Panama

[l-Panama kienet gurisdizzjoni importanti hafna ghall-fini ta’ din l-inkjesta
inkwantu kienet allegata bhala 1-gurisdizzjoni li kienet tikkostitwixxi s-sede
ta’ Egrant Inc (nonche Tillgate Inc u Hearnville Inc). Inoltre, dan il-pajjiz kien
rilevanti biex gew stabbiliti diversi fatti li taw dawl fuq l-allegazzjonijiet

meritu tal-inkjesta.

Gew mibghuta zewgt ittri rogatorjali — wahda originali u l-ohra
supplimentari. L-ittra originali kienet intbaghtet tramite 1-Avukat Generali
b'ittra datata 5 ta’ Mejju 2017 filwagqt li ittra rogatorja supplimentari kienet
giet mibghuta fit-30 t' Awissu 2017.

Il-focus principali tal-ittra rogatorjali originali kien bazat fuq l-allegazzjoni li
l-ismha ta” Egrant Inc kienu mizmuma minn Mossack Fonseca Nominees ghal
Michelle Muscat. L-ittra rogatorja supplimentari kienet maghmula wara
informazzjoni ulterjuri li giet ricevuta mill-inkjesta fejn fosthom din dahlet

aktar fil-fond fir-rigward tal-allegati zewgt declarations of trust li fughom
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kienet tistrieh gran parti tal-allegazzjoni maghmula minn Daphne Caruana
Galizia li Egrant Inc. kienet proprjeta ta’ Michelle Muscat bl-ishma taghha

mizmuma minn nominees tad-ditta Mossack Fonseca.

Fil-mument meta kienet mibghuta l-ittra rogatorja originali l-inkjesta kien
ghad ghandha informazzjoni limitata hafna u ghathekk diversi mistogsijiet
kienu saru biex jigu stabbiliti xi fatti, li maz-zmien, bosta minnhom, kienu
bdew jigu ¢carati minn sorsi ohra u evidenza gdida li kienet lahget ingabret.
Ghalhekk certi mistogsijiet i kienu dehru importanti li jigu mistogsija fil-
bidu, ma bagghux dagshekk importanti malli l-inkjesta bdiet tistabbilixxi
dejjem aktar fatti minn evidenza dejjem aktar kopjuza. Dan il-Process Verbal
sejjer ikun gieghed jiffoka fuq il-konkluzjonijiet I-aktar rilevanti u importanti

li tnisslu minn dawn l-ittri rogatorji ghall-fini ta” din I-inkjesta.

Id-dokumenti li kienu gew mehmuza mal-ittra rogatorja originali tal-5 ta’
Mejju 2017 ghajr hlief ghad-dokumenti 1 sa 3, kienu mehuda mill-faxxiklu
intestat f'isem il-kumpanija Egrant Inc 1i kien gie elevat mill-Uffi¢ji tad-Ditta
Nexia BT. Kien mehtieg ghalhekk i gabel xejn sabiex jigi stabbilit, kemm
jista” jkun b’evidenza indipendenti, mhux biss l-awtenticita ta’ dawn id-
dokumenti, izda wkoll it-tifsira ta’ kull wiehed minnhom u kif kull
dokument setgha jaghti dawl fuq l-allegazzjonijiet li kienu geghdin isiru.

Dan b’'mod partikolari fid-dawl tal-konflitt fil-verzjonijiet bejn dak li kien
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qieghed jigi rapurtat mistqarr minn Brian Tonna (li I-kumpanija Egrant Inc
kienet kumpanija tieghu), dak li kien qieghed jigi allegat fl-artikli (li Egrant
Inc. proprijeta ta” Michelle Muscat) u ¢-¢cahda kategorika ta’ Michelle u Joseph
konjugi Muscat li huma ma kellhom xejn x’jagsmu ma din il-kumpanija, u li
qatt ma rcéevew il-flejjes allegati minn Daphne Caruana Galizia fl-artiklu

taghha.

Minn dawn id-dokumenti misjuba fil-faxxiklu kustodit fl-Ufficji ta” Nexia BT
giet trac¢cjata timeline ta’ parti mill-istorja ta’ Egrant Inc., riflessa fid-
dokumenti li kienu jinstabu f'dan il-faxxiklu. Sadattant minn parti ohra tad-
dokumenti stampati prelevati mill-Uffi¢ini ta” Nexia BT u mill-analizi li
kienet bdiet issir mill-Forensic Accountant Miroslava Milenovic instabu wkoll
id-dokumenti relattivi ghal Egrant Inc li gew indikati bhala doc. 21 sa doc.

23. Minn dawn id-dokumenti flimkien setgha johrog is-segwenti timeline :

Data Dokument u materja

4 ta’ Lulju 2013 | L-att tal-inkorporazzjoni ta’ Egrant Inc. minn Dubro Limited 5.A. u Aliator
S.A.

8 ta’” Lulju 2013 | Assignment of subscription ta’ Zewgt ishma to bearer minn Dubro Limited S.A. u
Aliator S.A.

9 ta” Lulju 2013 | Minuti tal-Bord tad-Diretturi ta’ Egrant Inc fejn gie issued sehem wiehed
favur ATC Administrators Inc. ghal nominal value ta’ mitt dollaru Amerikan
(US$100) u fejn il-President ta’ Egrant Inc. Ricardo Samaniego u d-Direttrici
Yadira de Boutaud setghu jiffirmaw u johorgu share certificates.
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9 ta” Lulju 2013

Kopja tas-share register li kien juri li sehem wahdieni nominative bil-valur ta’
mitt dollaru Amerikan (US$100) kien gie mahrug f'isem ATC Administrators
Inc. bhala azzjonist ta’ dan is-sehem wahdieni.

Ittra minghand Yakeline Perez (Vic¢i President u Tezorier ta” Egrant Inc) lil
BTI Management Limited li permezz taghha din ikkonfermat li Egrant Inc
qatt ma ghamlet negozju, ikkontrattat jew dahlet f'obbligazzjonijiet jew li
kellha d-Diretturi taghha attivi. I¢certifikat ukoll li sa dak iz-zmien Egrant
Inc ma kellhiex assi jew djun.

MF Legal Services fil-kwalita taghhom ta” Registered Agents ta’ Egrant Inc
hargu “Certificate of Incumbency” li permezz tieghu iccertifikaw i Egrant
Inc kienet kumpanija registrata fil-Panama, d-data tar-registrazzjoni, min
huwa l-agent registrat taghha, kemm huwa l-kapital awtorizzat, i Egrant Inc
kienet kumpanija in good standing, nonche provdew lista tad-diretturi taghha.

Order form ghall-akkwist tal-kumpanija Egrant Inc iffirmata minn Brian
Tonna nhar it-8 t'Awissu 2013 fejn l-ispecial billing address moghti kien BTI
Managment Limited, Suite 2, The Penthouse, Capital Business Centre,
Entrance C, Triq taz-Zweijt, San Gwann, SGN3000.

ATC Administrators Inc ghamlu dikjarazzjoni i huma kienu s-sidien u kienu
geghdin izommu azzjoni wahda (hold ownership and beneficial interest in one
share) £’ Egrant Inc li ldenu exclusively vested in favour of Brian Tonna “the client”
kif ukoll li dan is-sehem jew ishma ohra li setghu jigu issued to us fir-rigward
ta’ dawn l-ishma kienu sejrin jinzammu f'kull wagqt f'isimhom upon trust for
the client u ddikjaraw ukoll 1i huma ldienu lesti li jhalsu lill-klijent kull
dividend u dues li ghalihom setghu ikunu intitolati bis-sahha tal-fatt li huma
kienu sidien ta’ dawn l-ishma u gablu wkoll li jezegwixxu trasferiment ta’
dawn l-ishma jew jezercitaw is-setghat tal-vot jew li jaghmlu minn dawn 1-
ishma skont kif ikunu direti mill-klijent. Din id-dikjarazzjoni kienet
iffirmata minn Letitia Montoya, Yvette Rogers u Luis Quiel.

Invoice mahruga minn Mossack Fonseca lil BTI Management Limited, 1-
ghada 9 t Awissu 2013, indirizzata lil Karl Cini fil-indirizz BTT Managment
Limited, Suite 2, The Penthouse, Capital Business Centre, Entrance C, Triq
taz-Zwejt, San Gwann, SGN3000, Malta Island, Malta ghas-servizzi ordnati
fl-order form tal-jum ta’ gabel iffirmata minn Brian Tonna.

19 ta' Lulju
2013
7 t’ Awissu
2013
8 t' Awissu
2013
9 t' Awissu
2013
9 t" Awissu
2013
12 ' Awissu
2013

BTI Management Limited harget diljarazzjoni dwar Egrant Inc fis-sens li
ladarba MF Legal Services kienu sejrin jipprovdu s-servizzi ta’ directorship
ghal Egrant Inc, BTI Management Limited kienet gablet li tindennizza lil MF
Legal Services ghal kull claims, costs, expenses, eccetra fir-rigward ta’ kull
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membru, impjegat, persuna jew kumpanija assocjata, holding office,
direttorat jew azzjonista fil-kumpanija fir-rigward ta’ kull dec¢izjoni mehuda
minn tali persuna in konnessjoni mal-amministrazzjoni jew maneggjar tal-
kumpanija Egrant Inc.

12 t"' Awissu
2013

Minuti tal-Bord tad-Diretturi ta” Egrant Incli permezz taghhom Brian Tonna
u Karl Cini, individwalment, gew moghtija prokura generali b’poteri wiesa
hafna fuq il-kumpanija Egrant Inc.

15 t’ Awissu
2013

Invoice mahruga minn Mossack Fonseca lil BTI Management Limited, fil-15
t' Awissu 2013, indirizzata lil Karl Cini fil-indirizz BTI Managment Limited,
Suite 2, The Penthouse, Capital Business Centre, Entrance C, Triq taz-Zwejt,
San Gwann, SGN3000, Malta Island, Malta ghas-servizz ta’ power of attorney
u notarizzazzjoni taghha.

15 ta’ Marzu
2016

Ittra minn Brian Tonna lil Mossack Fonseca Head Office li permezz taghha
Tonna talabhom biex jistral¢jaw lil kumpanija Egrant Inc. Tonna talabhom
jaghmlu kuntatt ma BTI Management Limited ghal dan.

19 ta’ Jannar
2017

Ittra minn Brian Tonna li permezz taghha reggha talab lil Mossack Fonseca
sabiex jistral¢jaw lil kumpanija Egrant Inc.

19 ta’ Jannar
2017

Prokuraiffirmata minn Brian Tonna li permezz taghha Leticia Montoya, Luis
Quiel u Frances Perez or any other lawyer or officer at Mossack Fonseca gew
moghtija s-setgha jirraprezentaw lil Brian Tonna fil-laggha ghall-fini ta’
stral¢ tal-kumpanija Egrant Inc.

15 ta’ Frar 2017

Kopja tal-kuntratt i permezz tieghu quddiem in-Nutar Victor Manuel
Aldana Aparicio kien deher Luis Quiel {f'isem Bufete MF & Co li permezz
tieghu giet prezentata r-resoluzzjoni tal-azzjonisti ta" Egrant Inc. datata 19 ta’
Jannar 2017 f'11:45 fejn il-President tal-kumpanija Egrant Inc Ricardo
Samaniego u Yakeline Perez bhala Segretarju tal-kumpanija Egrant Inc. (in
lieu tas-segretarju l-proprja Yadira de Boutaud) iddikjaraw li r-raguni ta’ din
il-laggha kienet l-istralc tal-kumpanija Egrant Inc b’effett mit-terminazzjoni
ta’ dik l-istess laggha.

16 ta” Frar 2017

Ittra mibghuta minn Ricardo Samaniego li permezz taghha informa li Egrant
Inc kienet giet stralcjata.

Ghalhekk inhasset il-htiega li gabel xejn jigu verifikati dawn id-dokumenti

sabiex jigi stabbilit jekk kellhomx mis-sewwa. Dan beda jsir billi matul I-
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ezekuzzjoni tal-ittra rogatorja lill-Awtoritajiet Gudizzjarji tal-Panama, fost
affarijiet ohra, certi mistoqsijiet lil persuni li deheru li setghu kienu
direttament jew indirettament involuti fit-twaqqif u thaddim ta” Egrant Inc
gew ukoll riferiti ghad-dokumenti indikati. Ghall-fini ta’ kjarezza, it-test ta’

din I-ittra rogatorja gieghed jigi riprodott:-

Request for Mutual Assistance in Criminal Matters to the Competent Judicial Authorities of
the Republic of Panama in connection with the Magisterial Inquiry regarding the company
Egrant Inc. incorporated in Panama and its relevant operations and transactions.

Inquiring Magistrate Dr. Aaron Bugeja LL.D, who is presently conducting the above-
captioned inquiry regarding the Panamanian company ‘Egrant Inc. and its relevant
operations, respectfully requests assistance from the competent Judicial Authorities in
the Republic of Panama in relation to this same criminal investigation.

This letter of request is being made on an urgent basis in view of the sensitive nature of
the same inquiry and also in view of the shortlegal time frame of sixty days in which the
Inquiring Magistrate has to conclude the same Inquiry.

Facts

The Inquiring Magistrate is currently investigating allegations of a criminal nature made
by local media against the Honourable Prime Minister of Malta, Dr. Joseph Muscat and
other Politically Exposed Persons. These allegations concern mainly the following facts:

i. that Mrs. Michelle Muscat, the Prime Minister’s wife and hence a ‘Politically Exposed
Person’, is the ultimate beneficial owner of Egrant Inc, which is a company incorporated
in the Republic of Panama; and

ii. thebackaccounts of this same company, Egrant Inc., were in receipt of considerable sums
of money from Al Sahra FZCO, a company belonging to Leyla Aliyeva, daughter of the
President of Azerbaijan (hence another ‘Politically Exposed Person’).

Local media is claiming that Egrant Inc. belongs to Mrs. Michelle Muscat, the Honourable
Prime minister’s wife, on the strength of two declarations of trust allegedly provided to
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Pilatus Bank as a prerequisite for the opening of an account for Egrant Inc. with the same
Bank. These declarations of trust allegedly show that the shares in Egrant Inc, a
Panamanian company are held by Mossack Fonseca as nominees for Mrs. Michelle
Muscat.

Transcripts allegedly purporting to be the contents of these declarations of trust can be
found in ‘DOC. 1 and DOC. 2’ enclosed with this Letter of Request.

With regards to the alleged transactions, it is being claimed that during the months of
January, February and March 2016 there were several transactions of around
US$100,000 each made twice a week over several weeks in the aforementioned months
from the bank accounts of the company Al Sahra FZCO held with Pilatus Bank in Malta to
bank accounts held by Egrant Inc. in Dubai. Moreover in March 2016, in the same fashion,
it is being alleged that there was a single transaction of US$1.017 million from Al Sahra
FZCO to EgrantInc.. These transactions were allegedly all described as 'loan payment’, as
per DOC. 3.

In the event that these allegations are proven, in terms of Maltese Law and the United
Nations Convention against Transnational Organized Crime and the Protocols thereto
(the Palermo Convention) they will constitute the crime of participating in a criminal
organisation of at least three people and also the serious crimes of Corruption and Money

Laundering, both punishable by more than four years imprisonment in terms of Maltese
law.

The Offences

In view of the above, the Inquiring Magistrate is investigating this as a case of
participation in a criminal organisation, corruption and meney laundering in terms of
Chapters 9 and 373 of the Laws of Malta. The relevant legal articles are being reproduced
hereunder:

Organised Crime, Article 83A of Chapter 9 (Criminal Code) of the Laws of Malta
83A. (D Any person who -

promotes, constitutes, organises or finances an organization with a view to commit
criminal offences liable to the punishment of imprisonment for a term of four years or
more; or
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(b)

(2

(3)

(4)

(a)

(b)

(c)

)

(if)

(5)

knowing or having reasonable cause to suspect the aim or general activity of the
organization set up for the purpose mentioned in paragraph (a), actively takes partin the
organisation’s criminal activities, including but not limited to the provision of
information or material means or the recruitment of new members, shall be guilty of an
offence and shall liable, on conviction, to the punishment of imprisonment for a term from
four to nine years.

Any person who belongs to an organisation referred to in subarticle (1) shall for that
mere factbe liable to the punishment of imprisonment for a term from two to seven years.

Where the number of persons in the organisation is ten or more the punishment in the
preceding subarticles shall be increased form one to two degrees.

Where the person found guilty of an offence under this title is the director, manager,
secretary or other principal officer of a body corporate or is a person having a power of
representation of such a body or having an authority to take decisions on behalf of that
body or having authority to exercise control within that body and the offence of which
that person was found guilty was committed for the benefit, in part or in whole, of that
body corporate, the said person shall for the purposes of this title be deemed to be vested
with the legal representation of the same body corporate which shall be liable as follows:

where the offence of which the person was found guilty is the offence in subarticle
(1), to the payment of a fine (multa) of not less than thirty-four thousand and nine
hundred and forty euro and sixty cents (34,940.60) and not more than one hundred and
sixteen thousand and four hundred and sixty-eight euro and sixty-seven cents
(116,468.67);

where the offence of which the person was found guilty is the offence in subarticle
(2), to the payment of a fine (multa) of not less than twenty-three thousand and two
hundred and ninety-three euro and seventy-three cents (23,293.73) and not more than
sixty-nine thousand and eight hundred and eighty-one euro and twenty cents
(69,881.20);

where the offence of which the person was found guilty is punishable as provided in
subarticle (3) of this article -

where the offence is that provided in subarticle (1), to the punishment of a fine {multa)
of not less than forty-six thousand and five hundred and eighty-seven euro and
forty-seven cents (46,587.47)and not more than one million and one hundred and sixty-
four thousand and sixhundred and eighty-six euro and seventy cents (1,164,686.70);

where the offence is that provided in subarticle (2), to the punishment of a fine (multa)
of notless than thirty-four thousand and nine hundred and forty euro and sixty cents
(34,940.60) and not more than one hundred and sixteen thousand and four hundred and
sixty-eight euro and sixty-seven cents (116,468.67).

The criminal action for an offence against the provisions of this article may be prosecuted
in Malta notwithstanding that the organization of persons is based or pursues its criminal
activities outside Malta.
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Corruption, Articles 112, 114, 115,118, 119 and 120 of Chapter 9 (Criminal Code)
of the Laws of Malta

Any officer or person employed in any public administration, or any person employed
by or under the Government, whether authorized or not to receive moneys or effects,
either by way of salary for his own services, or on account of the Government, or of any
public establishment, who shall, under colour of his office, exact that which is notallowed
by law, or more than is allowed by law, or before it is due according to law, shall, on
conviction, be liable to imprisonment for a term from three months to one year.

114. Where the crimes referred to in the last two preceding articles are accompanied with

circumstances which render such crimes liable also to other punishments, the higher
punishment shall be applied with an increase of one degree.

115.(1) Any public officer or servant who, in connection with his office or employment,

requests, receives or accepts for himself or for any other person, any reward or promise
or offer of any reward in money or other valuable consideration or of any other advantage
to which he is not entitled, shall, on conviction, be liable to punishment as follows:

() where the object of the reward, promise or offer, be to induce the officer or
servant to do what he is in duty bound to do, the punishment shall be imprisonment for
a term from six months to three years;

(b) where the object be to induce the officer or servant to forbear from doing what he is
in duty bound to do, the punishment shall, for the mere acceptance of the reward,
promise or offer, be imprisonment for a term from nine months to five years;

(c) where, besides accepting the reward, promise, or offer, the officer or servant
actually fails to do what he is in duty bound to do, the punishment shall be
imprisonment for a term from one year to eight years.

(2) Notwithstanding any other provision of this Code or of any other law, when the
offence against the provisions of this article is committed by a person who, at the time
when the offence was committed, held the office of Minister, Parliamentary Secretary,
Member of the House of Representatives, Mayor or Local Councillor and the offence
involved the abuse of such office, the provisions of Title VI of Part [1I of Book Second of
this Code shall not apply to the said person or to any accomplice.

118. (1) Any member of the House of Representatives who requests, receives or accepts, for

himself or for any other per son, any reward or promise or offer of any reward in money
or other valuable consideration or of any other advantage given or made with the object
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of influencing him in his conduct as a member of the House shall, on conviction, be liable
to imprisonment for a term from one year to eight years.

(2) Notwithstanding any other provision of this Code or of any other law the provisions
of Title VI of Part II1 of Book Second of this Code shall not apply to an offence under this
article in respect of the said Member of the House of Representatives or any accomplice.

The punishment of perpetual general interdiction or perpetual special interdiction, or
both, as the case may be, shall be added to the punishments established in the preceding
articles of this sub-title when the maximum of such punishments exceeds two years’
imprisonment; when the maximum of the said punishments does not exceed two years’
imprisonment, then the punishment of temporary general interdiction or temporary
special interdiction, or both, as the case may be, shall be added.

(1) Inthecasesreferred toin articles 115,116,117 and 118, the person who bribes the
public officer or servant or the member of the House of Representatives, or the person to
whom any of the said articles applies in accordance with any provision under this Code
or under any other law, as the case may be, shall be deemed to be an accomplice.

(2) Where the public officer or servant or other person does not commit the crime, the
person who attempts to induce such officer or servant or other person to commit the
crime shall, on conviction, be liable to imprisonment for a term from six months to three
years:

Provided that when the crime is that referred to in article 117(c), the punishment
shall not exceed eighteen months imprisonment.

(3) Where the member of the House of Representatives does not commit the crime, the
person who attempts to induce such member to commit the crime shall, on conviction, be
liable to imprisonment for a term from six months to four years.

Money Laundering, Articles 2 and 3 of Chapter 373 (Money Laundering Act) of the
Laws of Malta

"Money laundering” means -
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the conversion or transfer of property knowing or suspecting that such property is
derived directly or indirectly from, or the proceeds of, criminal activity or from an act
or acts of participation in criminal activity, for the purpose of or purposes of concealing
or disguising the origin of the property or of assisting any person or persons involved
or concerned in criminal activity;

the concealment or disguise of the true nature, source, location, disposition, movement,
rights with respect of, in or over, or ownership of property, knowing or suspecting
that such property is derived directly or indirectly from criminal activity or from an
act or acts of participation in criminal activity;

the acquisition, possession or use of property knowing or suspecting that the same
was derived or originated directly or indirectly from criminal activity or from an act or
acts of participation in criminal activity;

retention without reasonable excuse of property knowing or suspecting that the same
was derived or originated directly or indirectly from criminal activity or from an act or
acts of participation in criminal activity;

attempting any of the matters or activities defined in the above foregoing sub-
paragraphs (i}, (ii), (iii) and (iv) within the meaning of article 41 of the Criminal Code;

acting as an accomplice within the meaning of article 42 of the Criminal Code in respect
of any of the matters or activities defined in the above foregoing sub- paragraphs (i), (ii),
(iif), (iv) and (v).

(1) Any person committing any act of money laundering shall be guilty of an offence and
shall, on conviction, be liable to a fine (multa) not exceeding two million and five hundred
thousand euro (€2,500,000), or to imprisonment for a period not exceeding eighteen
years, or to both such fine and imprisonment.

Assistance Requested

The Inquiring Magistrate consequently respectfully requests the competent authorities
of the Republic of Panama to take the following investigative actions:

To hear as witness a representative of the competent Companies’ Regulatory
Authority in Panama with the aim of providing all the documentation concerning the
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incorporation and registration of the following companies including information about
the relative company shareholders, subscribers, directors, company secretaries, officers
vested with legal representation of the said companies and whether there were any
changes in these positions from the 1st January 2013 to date:

Egrant Inc. a Panamanian company duly registered at Microjacket 807956, document
2421806 of the Public Registry’s Mercantile Section;

Dubro Limited S.A, a Panamanian company duly registered at Microjacket 765891,
document 2154239 of the Public Registry’s Mercantile Section;

Aliator S.A, a Panamanian company duly registered at Microjacket 765831, document
2153822 of the Public Registry’s Mercantile Section;

ATC Administrators Inc.

To hear as witness, a representative of Mossack Fonseca, having their head office at
Mossfon Building, 54t Street, Marbella, Panama, Republic of Panama with the aim of
providing all the documentation in their possession concerning the company Egrant Inc.

The witness should be shown all documents from DOC. 4, DOC. 5, DOC. 6, DOC. 7, DOC. 8,
DOC.9,D0C.10,D0OC. 11,D0C. 12,D0C. 13,DOC. 14, DOC. 15,D0C. 16,D0C. 17, DOC. 18,
DOC. 19, DOC. 20, DOC. 21, DOC. 22 and DOC. 23 and confirm whether these documents
are authentic or otherwise;

In the event that such documentation has been seized by the competentauthorities of the
Republic of Panama, the competent Maltese Judicial Authorities are hereby respectfully
requesting that they are granted access to such documentation and a copy of same
submitted in the proceedings of this request;

To hear as witness Jaqueline Alexander, bearer of the Panamanian Identity Card with
number 8-729-1090, with the aim of:

providing all information concerning Egrant Inc. including any information she may have
about the structure of the company and who are the involved parties and who the
Ultimate Beneficial Owner of Egrant Inc. were from incorporation (4t July 2013) to date
of dissolution (15% February 2017) and information relating to activities of the said
company including transactions made or received by the said company;

confirming or otherwise the fact that she wrote and signed the textin ‘DOC. 1;

confirming or otherwise the contents of the said ‘DOC. 1’ and if possible provide any
supporting documentation to this effect;

the witness should be shown all documents from DOC. 4, DOC. 5, DOC. 6, DOC. 7, DOC. 8,
DOC.9,D0C.10,D0C. 11,D0C. 12,D0C. 13,D0OC. 14, DOC. 15,D0OC. 16,D0C. 17, DOC. 18,
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DOC. 19 and DOC. 20 and, confirm whether she has any knowledge about these
documents and to confirm whether she had been involved or otherwise;

To hear as witness Verna de Nelson, bearer of the Panamanian Identity Card with
number 8-272-518, with the aim of providing all information concerning Egrant Inc. And
information relating to activities of the said company including transactions made or
received by the said company;

witness should be shown all documents from DOC. 4, DOC. 5, DOC. 6, DOC. 7, DOC. 8, DOC.
9,D0C. 10,D0C. 11, D0OC. 12, DOC. 13, DOC. 14, DOC. 15, DOC. 16, DOC. 17,DOC. 18, DOC.
19 and DOC. 20 and, confirm whether she has any knowledge about these documents and
to confirm whether she had been involved or otherwise;

To hear as witnesses and in their capacity of involved parties in Egrant Inc. as directors
and company officers: Ricardo Samaniego; Yadira Boutaud; Yakeline Perez; Yenny
Martinez; and Hercibelle Gonzalez with the aim of:

providing all the information they have concerning Egrant Inc. (including information
about who the Ultimate Beneficial Owners were since date of incorporation (4t July
2013) to date of dissolution (15% February 2017) and any transactions concerning the
said company);

witness should state whether Egrant Inc. holds and/or held any financial relationship
with local and international credit financial institutions and if in the affirmative, witness
is kindly requested to provide details of same providing information and documentation
about any bank accounts Egrant Inc. may hold (and/or have held) and about possible
transactions concerning same;

from whom were they receiving instructions regarding Egrant Inc.;

providing information about any possible knowledge regarding ATC Administrators Inc.
(a Panamanian Company incorporated on 16% January 2002) and any possible
subscription of shares or involvement that the said company - ATC Administrators Inc.
could have in Egrant Inc,

to confirm or otherwise the documents enclosed to this letter of requestthatis from DOC.
4, DOC. 5, DOC. 6, DOC. 7, DOC. 8, DOC. 9, DOC. 10, DOC. 11, DOC. 12, DOC. 13, DOC. 14,
DOC.15,D0C. 16,D0C. 17,DO0C. 18,DOC. 19 and DOC. 20;

To hear as witnesses Leticia Montoya and Yvette Rogers as representatives of ATC
Administrators Inc. and other Officers of this company in order to:

providing all the information they have concerning Egrant Inc. (including information
about who the Ultdimate Beneficial Owners were since date of incorporation (4t July
2013) to date of dissolution (15% February 2017) and any transactions concerning the
said company);

131

V2 e

C

-
1pe

C,’ -
P- ETN

AN




o

U

it
U

K

Ui

630132

10.

11.

providing information and documentation about any bank accounts Egrant Inc. may hold
and about possible transactions concerning Egrant Inc,;

from whom were they receiving instructions regarding Egrant Inc.;

to confirm or otherwise the documents enclosed to this letter of request that is from DOC.
4, DOC. 5, DOC. 6, DOC. 7, DOC. 8, DOC. 9, DOC. 10, DOC. 11, DOC. 12, DOC. 13, DOC. 14,
DOC. 15,D0C. 16,D0OC. 17,D0C. 18,DOC. 19 and DOC. 20;

To hear as witnesses Diomedes Edgardo Cerrud Ayala, Public Notary of the Quinto del
Circuito Notarial de Panama bearer of Panamanian identity card number 8-171-301 and
the witnesses Jessica Chiu bearer of Panamanian identity card number 8-388-889 and
Enma Rojas bearer of identity card number 8-741-2103 with the aim of confirming or
otherwise the enclosed public deed which incorporates the company Egrant Inc marked
as 'DOC. 5%

To hear as witness Public Notary Josette Roquebert with the aim of confirming or
otherwise the documents enclosed with this letter of request marked as ‘DOC. 10’;

To hear as witness Yadinel Orteca, or a representative of the Public Registry of Panama
with the aim of confirming the enclosed documents issued by the Public Registry marked
as '‘DOC. 4’,'DOC. 5’, 'DOC. 9°,'DOC. 15’and ‘DOC. 20;

To hear as witnesses, Public Notary Victor Manuel Aldana Aparicio and Luis
Alcibiades Quiel Gonzalez (bearer of identity card number 8-460-791), a lawyer at
Bufete MF&Co (C-003957) with the aim of confirming the enclosed instrument of
dissolution concerning Egramnt Inc. (‘DOC. 20") and also to provide any further
information they may have and upon whose instructions did they proceed to file the said
company liquidation request;

Luis Alcibiades Quiel Gonzalez (bearer of identity card number 8-460-791) attorney,
should also be heard as a witness in relation to the attached declaration of ultdmate
beneficial ownership dated 9% August 2013 marked as ‘DOC. 8’;

To hear as witnesses Ms Leticia Montoya and Miss Francis Perez with the aim of
declaringif they knew or otherwise of the enclosed proxy dated 19t January 2017 signed
by Mr. Brian Tonna ('DOC. 18'), if they appeared on the public deed dealing with the
liquidation of Egrant Inc. and in the event that they did not appear personally, who did
appear as such in their stead;
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If Egrant Inc. holds or held any accounts in any financial institution in Panama (as per
replies to Request 5) then representatives of these financial institutions should be heard
as witnesses, and present the following documentation:

the opening mandates for all these accounts, listing clearly who the ultimate beneficial
owners and the signatories on these accounts were;

the full statement of accounts from the date the accounts were opened to date;
all supporting documentation regarding all the transactions in these accounts;

any other relevant information, including email correspondence, instructions etc.;

To perform additional ancillary investigative questions/actions, which appear necessary
during the execution of this Letter of Request;

The competent judicial authorities of the Republic of Panama are respectfully requested
to execute this letter of request with urgency and to inform the Maltese Authorities with
the dates on which the letter of request will be executed since the undersigned Inquiring
Magistrate and representatives of the Commissioner of Police would like to be present
during the execution of the said Letter of Request;

In this regard kindly note the following contact details:

Inquiring Magistrate Dr. Aaron Bugeja:

e-mail - aaron.bugeja@gov.mt
tel - 00356 25902450

Police Superintendent lan Abdilla:

e-mail - jan-joseph.abdilla@gov.mt
tel - 00356 21224001

That the competent authorities of the Republic of Panama are respectfully requested to
put the documents gathered in the execution of this request, as well as any documents
seized or photocopies thereof, at the Maltese authorities’ disposal as soon as possible.
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The evidence may be used in any criminal prosecution or other judicial proceedings
connected with the above matter.

(Iffirmat)

Magistrate Dr. Aaron Bugeja

Inquiring Magistrate

DOC.1 Running Commentary Daphne Caruana Galizia Notebook published April 21,
2017 at 10.02p.m. entitled “This is the text of the two declarations of Trust which were in
the kitchen-safe at Pilatus Bank”;

DOC.2 Running Commentary Daphne Caruana Galizia Notebook published April 20,
2017 at 7.59p.m. entitled “Declaration of Trust in Pilatus Bank safe: Egrant Inc shares
held for Michelle Muscat”;

DOC.3 Running Commentary Daphne Caruana Galizia Notebook published April 20,
2017 at4.41p.m. entitled “US$1.017 million in single transaction from Azerbaijan-owned
company to Engrant Inc.”;

DOC.4 Republica de Panama-Registro Publico de Panama no. 374677 dated 07 August
2013;

DOC.5 Assignment of subscription of two shares in Egrant Inc. to bearer dated 6 July
2013 with attached copy of Public Deed Notaria Publica Quinta no. 17935 dated 4 July
2013;
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DOC.6 Minutes of a meeting of the Board of Directors of Egrant Inc. dated 12 August
2013 and attached Power of Attorney by Yakueline Perez dated 12 August 2013 in favour
of Brian Tonna and Karl Cini;

DOC.7 Letter to Messrs. MF Legal Services by Karl Cini dated 12 August 2013;
DOC.8 Letter by ATC Administrators Inc. to Brian Tonna dated August 9, 2013;

DOC.9 Translation from the Public Registry of Panama no. 374677 being a certificate
of Good Standing by Egrant Inc. request number 13-50827 dated 8 August 2013;

DOC.10 Certificate of Incumbency by MF Legal Services dated 7 August 2013;

DOC. 11 Letter by Egrant Inc. to Messrs. BTl Management Limited (Malta) dated 19 July
2013;

DOC. 12 EgrantInc. share certificate dated 9 july 2013;
DOC. 13 Egrant Inc. share register as at 9 July 2013;
DOC. 14 Minutes of a meeting of the Board of Directors of Egrant Inc. dated 9 July 2013;

DOC. 15 Articles of Incorporation of Egrant Inc. by Jaqueline Alexander of behalf of
Dubro Limited SA and Verna De Nelson on behalf Aliator SA dated 4 July 2013;

DOC. 16 Letter by Riccardo Samaniego on behalf of Mossack Fonseca dated 16 February
2017;

DOC. 17 Letter by Mr. Brian Tonna to the Director Mossack Fonseca dated 19 January
2017,

DOC. 18 Proxy of Brian Tonna as beneficial owner to Mossack Fonseca dated 19 January
2017;
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DOC. 19 Letter by Mr. Brian Tonna to the Director Mossack Fonseca dated 15 March
2016;

DOC.20 Republica de Panama-Notaria Octava Del Circuito De Panama no. 2377 dated 19
February 2017;

DOC. 21 Invoice no.4177709 issued by Mossack Fonseca to Egrant Inc. on the 15 August
2013;

DOC. 22 Invoice no. 4177561 issued by Mossack Fonseca to Egrant Inc. on the 9 August
2013;

DOC. 23 Order Form new formation purchase request to Mossack Fonseca by Brian
Tonna dated 4/8/2013.

Fl-istadju ta’ meta saret l-ewwel talba rogatorja l-inkjesta kien ghad ma
kellhiex informazzjoni suffi¢jenti dwar xi rwol setgha sewwasew kellhom il-
kumpaniji Aliator 5.A., Dubro Limited S.A. u ATC Administrators Inc. u b’'mod
partikolari ma kienx ¢ar jekk Brian Tonna, Karl Cini jew Nexia BT bhala ditta
jew xi kumpanija appartennti lilhom kellhomx xi involviment dirett jew

indirett £ Aliator 5.A., Dubro Limited S.A. u ATC Administrators Inc.

Din l-ittra rogatorja giet ezegwita mill-Awtoritajiet tar-Repubblika tal-
Panama u r-risposti jinsabu ezibiti mal-atti ta” din l-inkjesta u li ghal risposta
shiha ssir riferenza ghalthom. Dawn ir-risposti jinsabu inkluzi fit-tagsima li

tittratta l-analizi tax-xiehda importanti.
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A.2. Ittra rogatorja supplimentari mibghuta lill-Awtoritajiet tar-
Repubblika tal-Panama

Minhabba zviluppi fil-kors tal-gbir tal-provi fl-inkjesta li sehhew bejn Gunju
u Lulju 2017, fosthom il-fatt li kont ir¢evejt dokumenti godda u informazzjoni
ohra dwar dan il-kaz, mhux l-anqas kopja ta’ zewgt declarations of trust
moghtija lili minn Pierre Portelli flimkien ma dikjarazzjoni miktuba li huwa
prezentali, inhasset il-htiega li jergghu isiru sett ta’ mistogsijiet ohra lil
diversi xhieda fil-Panama u li kienu involut f'dan il-kaz. Dan wassal ghat-
tfassil u l-ezekuzzjoni tal-ititra rogatorja supplimentari lill-Awtoritajiet
Gudizzjari tal-Panama f’ Awissu 2017. F’dak il-punt, kont ghadni ma réevejtx
it-twegibiet ghall-ittra rogatorjali originali, izda xorta rajt li kien hemm lok li
tittiehed azzjoni ulterjuri minghajr aktar telf ta’ zmien. It-test ta’ din l-ittra

rogatorja gieghed jigi riprodott hawnhekk ghal aktar facilita :

Supplementary Request for Mutual Assistance in Criminal Matters to the Competent Judicial
Authorities of the Republic of Panama in connection with the Magisterial Inquiry regarding

the company Egrant Inc incorporated in Panama and its relevant operations and
transactions.

Inquiring Magistrate Dr. Aaron Bugeja LL.D., who is presently conducting the above-
captioned inquiry regarding the Panamanian company ‘Egrant Inc’ and its relevant
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ii.

iii.

operations, respectfully requests further assistance from the competent Judicial
Authorities in the Republic of Panama in relation to this same criminal investigation and
in furtherance to the letter of request dated 5% May 2017 which was sent to the
competent Judicial Authorities in the Republic of Panama.

This supplementary letter of request is being made on an urgent basis in view of the
sensitive nature of the same inquiry and also in view of the short legal time frame of sixty
days in which the Inquiring Magistrate has to conclude the same Inquiry.

Facts

Reference is hereby made to the facts as outlined in the letter of request dated 5% May
2017, wherein it was explained that the Inquiring Magistrate is currently investigating
allegations of a criminal nature made by local media against the Honourable Prime
Minister of Malta, Dr. Joseph Muscat and other Politically Exposed Persons. These
allegations concern mainly the following facts:

that Mrs. Michelle Muscat, the Prime Minister’s wife and hence a ‘Politically Exposed
Person’, is the ulimate beneficial owner of Egrant Inc, which is a company incorporated
in the Republic of Panama; and

the back accounts of this same company, Egrant Inc, were in receipt of a considerable
sums of money from Al Sahra FZCO, a company belonging to the Leyla Aliyeva, daughter
of the President of Azerbaijan (hence another ‘Politically Exposed Person’).

Local media is claiming that Egrant Inc. belongs to Mrs. Michelle Muscat, the Honourable
Prime minister’s wife, on the strength of two declarations of trust allegedly provided to
Pilatus Bank as a prerequisite for the opening of an account for Egrant Inc. with the same
Bank. These declarations of trust (enclosed with the present supplementary letter of
request and marked ‘Doc. 1) allegedly show that the shares in Egrant Inc, a Panamanian
company are held by Mossack Fonseca nominees for Mrs. Michelle Muscat.

With regards to the alleged transactions, it is being claimed that during the months of
January, February and March 2016 there were several transactions of around
US$100,000 each made twice a week over several weeks in the aforementioned months
from the bank accounts of the company Al Sahra FZCO held with Pilatus Bank in Malta to
bank accounts held by Egrant Inc in Dubai. Moreover in March 2016, in the same fashion,
it is being alleged that there was a single transaction of US$1.017 million from Al Sahra
FZCO to Egrant Inc.. These transactions were allegedly all described as loan payment'.
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In the event that these allegations are proven, in terms of Maltese Law and the United
Nations Convention against Transnational Organized Crime and the Protocols thereto
(the Palermo Convention) they will constitute the crime of participating in a criminal
organisation of atleast three people and also the serious crimes of Corruption and Money
Laundering, both punishable by more than four years imprisonment in terms of Maltese
law.

During the course of the captioned inquiry the Inquiring Magistrate received the
following important documents in relation to the aforementioned inquiry.

The first two documents, herewith enclosed and marked as ‘Doc. 1’ are two ‘declarations
of trust’ that are allegedly signed by Jaqueline Alexander as Director of both Dubro
Limited S.A. and Aliator S.A. These documents were received from Mr. Pierre Portelli who
is a journalistand who is claiming journalistic privilege and hence is not willing to reveal
the source ofhis information particularly with regards to the aforementioned documents.
The certificate issued by the registered agent of Egrant Inc (MF Legal Services)
confirming that the share register is a true and full copy of the original share Register of
the Company issued on 9t July 2013, and the valid version existing on 19% January, 2017,
when the company’s dissolution was resolved, herewith enclosed and marked as ‘Doc. 2°;
The share register copy, herewith enclosed and marked as ‘Doc. 3’;

The declaration of Edilberto Reyes and Olga Londofio, acting on behalf of ATC
Administrators Inc. certifying that ATC Administrators Inc. have always been the sole
shareholder of Egrant Inc., a company registered in the Mercantile Section of the Public
Registry in Panama on the 8t July 2013 by means of a Public Deed No. 17, 935 issued on
4% July 2013 by the Fifth Notary. That the beneficial interest and ownership of such share
was vested in favour of Mr. Brian Tonna and no transfer of beneficial ownership was ever
registered from Brian Tonna. That the company Egrant Inc. has been dissolved through a
Shareholders Resolution dated 19% January 2017, duly filed at the Panamanian Public
Registry at Page 807956 as of 6% April, 2017. This document is herewith enclosed and
marked as ‘Doc. 4';

The Offences

In view of the contents of the facts as outlined in the letter of request dated 5% May 2017
and in view of this supplementary request the Inquiring Magistrate is investigating this
as a case of participation in a criminal organisation, corruption and money laundering in
terms of Chapters 9 and 373 of the Laws of Malta. The relevant legal articles are being
reproduced hereunder:

Organised Crime, Article 83 A of Chapter 9 of the Laws of Malta
83A. (1) Any person who -
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(a) promotes, constitutes, organises or finances an organization with a view to commit
criminal offences liable to the punishment of imprisonment for a term of four years or
more; or

(b) knowing or having reasonable cause to suspect the aim or general activity of the
organization set up for the purpose mentioned in paragraph (a), actively takes partin the
organisation’s criminal activities, including but not limited to the provision of
information or material means or the recruitment of new members, shall be guilty of an
offence and shall liable, on conviction, to the punishment of imprisonment for a term from
four to nine years.

(2) Any person who belongs to an organisation referred to in subarticle (1) shall for that
mere factbe liable to the punishment of imprisonment for a term from two to seven years.

(3) Where the number of persons in the organisation is ten or more the punishment in
the preceding subarticles shall be increased form one to two degrees.

(4) Where the person found guilty of an offence under this title is the director, manager,
secretary or other principal officer of a body corporate or is a person having a power of
representation of such a body or having an authority to take decisions on behalf of that
body or having authority to exercise control within that body and the offence of which
that person was found guilty was committed for the benefit, in part or in whole, of that
body corporate, the said person shall for the purposes of this title be deemed to be vested
with the legal representation of the same body corporate which shall be liable as follows:

() where the offence of which the person was found guilty is the offence in subarticle
(1), to the payment of a fine (multa) of not less than thirty-four thousand and nine
hundred and forty euro and sixty cents (34,940.60) and not more than one hundred and
sixteen thousand and four hundred and sixty-eight euro and sixty-seven cents
(116,468.67);

(b) where the offence of which the person was found guilty is the offence in subarticle
(2), to the payment of a fine (multa) of not less than twenty-three thousand and two
hundred and ninety-three euro and seventy-three cents (23,293.73) and not more than

sixty-nine thousand and eight hundred and eighty-one euro and twenty cents
(69,881.20);

(c) where the offenice of which the person was found guilty is punishable as provided
in subarticle (3) of this article -
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(1) where the offence is that provided in subarticle (1), to the punishment of a fine (multa)
of not less than forty-six thousand and five hundred and eighty-seven euro and
forty-seven cents (46,587.47) and not more than one million and one hundred and sixty-
four thousand and sixhundred and eighty-six euro and seventy cents(1,164,686.70);

(if) where the offence is that provided in subarticle (2), to the punishment of a fine
(muita) of not less than thirty-four thousand and nine hundred and forty euro and
sixty cents (34,940.60) and not more than one hundred and sixteen thousand and four
hundred and sixty-eight euro and sixty-seven cents (116,468.67).

(5) The criminal action for an offence against the provisions of this article may be
prosecuted in Malta notwithstanding that the organization of persons is based or pursues
its criminal activities outside Malta.

Corruption, Articles 112, 114, 115, 118, 119 and 120 of Chapter 9 of the Laws of
Malta

112. Any officer or person employed in any public administration, or any person
employed by or under the Government, whether authorized or not to receive moneys or
effects, either by way of salary for his own services, or on account of the Government, or
of any public establishment, who shall, under colour of his office, exact that which is not
allowed by law, or more than is allowed by law, or before it is due according to law, shall,
on conviction, be liable to imprisonment for a term from three months to one year.

114. Where the crimes referred to in the last two preceding articles are accompanied
with circumstances which render such crimes liable also to other punishments, the
higher punishment shall be applied with an increase of one degree.

115. (1) Any public officer or servant who, in connection with his office or employment,
requests, receives or accepts for himself or for any other person, any reward or promise
or offer of any reward in money or other valuable consideration or of any other advantage
to which he is not entitled, shall, on conviction, be liable to punishment as follows:

(a) where the object of the reward, promise or offer, be to induce the officer or servant to
do what he is in duty bound to do, the punishment shall be imprisonment for a term from
six months to three years;

(b) where the object be to induce the officer or servant to forbear from doing what he is
in duty bound to do, the punishment shall, for the mere acceptance of the reward,
promise or offer, be imprisonment for a term from nine months to five years;
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(c) where, besides accepting the reward, promise, or offer, the officer or servant actually
fails to do what he is in duty bound to do, the punishment shall be imprisonment for
a term from one year to eight years.

(2) Notwithstanding any other provision of this Code or of any other law, when the
offence against the provisions of this article is committed by a person who, at the time
when the offence was committed, held the office of Minister, Parliamentary Secretary,
Member of the House of Representatives, Mayor or Local Councillor and the offence
involved the abuse of such office, the provisions of Title VI of Part Il of Book Second of
this Code shall not apply to the said person or to any accomplice.

118. (1) Any member of the House of Representatives who requests, receives or
accepts, for himself or for any other per son, any reward or promise or offer ofany reward
in money or other valuable consideration or of any other advantage given or made with
the object of influencing him in his conduct as a member of the House shall, on conviction,
be liable to imprisonment for a term from one year to eight years.

(2) Notwithstanding any other provision of this Code or of any other law the provisions
of Title VI of Part I1I of Book Second of this Code shall not apply to an offence under this
article in respect of the said Member of the House of Representatives or any accomplice.

119. The punishment of perpetual general interdiction or perpetual special
interdiction, or both, as the case may be, shall be added to the punishments established
in the preceding articles of this sub-title when the maximum of such punishments exceeds
two years’ imprisonment; when the maximum of the said punishments does not exceed
two years’ imprisonment, then the punishment of temporary general interdiction or
temporary special interdiction, or both, as the case may be, shall be added.

120. (1) In the cases referred to in articles 115,116, 117 and 118, the person who bribes
the public officer or servant or the member of the House of Representatives, or the person
to whom any of the said articles applies in accordance with any provision under this Code
or under any other law, as the case may be, shall be deemed to be an accomplice.

(2) Where the public officer or servant or other person does not commit the crime, the
person who attempts to induce such officer or servant or other person to commit the
crime shall, on conviction, be liable to imprisonment for a term from six months to three
years:

Provided that when the crime is that referred to in article 117(c), the punishment shall
not exceed eighteen months imprisonment.

(3) Where the member of the House of Representatives does not commit the crime, the
person who attempts to induce such member to commit the crime shall, on conviction, be
liable to imprisonment for a term from six months to four years.
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Money Laundering, Articles 2 and 3 of Chapter 373 of the Laws of Malta

"money laundering” means -

(i) the conversion or transfer of property knowing or suspecting that such property is
derived directly or indirectly from, or the proceeds of, criminal activity or from an act
or acts of participation in criminal activity, for the purpose of or purposes of concealing
or disguising the origin of the property or of assisting any person or persons involved
or concerned in criminal activity;

(if) the concealment or disguise of the true nature, source, location, disposition,
movement, rights with respect of, in or over, or ownership of property, knowing or
suspecting that such property is derived directly or indirectly from criminal activity or
from an act or acts of participation in criminal activity;

(iii) the acquisition, possession or use of property knowing or suspecting that the same
was derived or originated directly or indirectly from criminal activity or from an act or
acts of participation in criminal activity;

(iv) retention without reasonable excuse of property knowing or suspecting that the
same was derived or originated directly or indirectly from criminal activity or from an
actor acts of participation in criminal activity;

(v) attempting any of the matters or activities defined in the above foregoing sub-
paragraphs (i), (ii), (iii) and (iv) within the meaning of article 41 of the Criminal Code;

(vi} acting as an accomplice within the meaning of article 42 of the Criminal Code in
respect of any of the matters or activities defined in the above foregoing sub- paragraphs

(i), (ii), (iii), (iv) and (v).

3. (1) Any person committing any act of money laundering shall be guilty of an offence
and shall, on conviction, be liable to a fine (multa) not exceeding two million and five
hundred thousand euro (£€2,500,000), or to imprisonment for a period not exceeding
eighteen years, or to both such fine and imprisonment.

Assistance Requested
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By means of this supplementary letter of request, the Inquiring Magistrate respectfully
requests the competent authorities of the Republic of Panama to take the following
investigative actions:

To hear as witness Jaqueline Alexander, bearer of the Panamanian identity card with
number 8-729-1090, with the aim of:

confirming or otherwise the fact that she wrote and signed the original documents shown
in copy in Annex Doc. 1’;

confirming or otherwise the contents of the said Annex ‘Doc. 1’ and if possible to provide
any supporting documentation to this effect;

confirming whether, and in which capacity, in August 2015 she could act and sign both
on behalf of Aliator S.A. and Dubro Limited S.A,;

confirming or otherwise whether Ms. Alexander was a director for Dubro Limited S.A.and
whether she acted in such capacity;

confirming or otherwise whether Ms. Alexander signed any other declarations of trust
with similar format and wording;

to provide a specimen of her signature (for Maltese Law it is necessary to provide a
minimum of ten signatures);

to hear as witness a representative of the competent Companies’ Regulatory
Authority in Panama :

with the aim of and with reference to Annex ‘Doc. 1’ establishing whether the micro-
jacket number for EgrantInc. is ‘807956S’ or ‘807956 and to explain what the letter ‘S’ is
indicative of in light of the fact that the same ‘S’ does not transpire in the original Egrant
Inc incorporation documents;

with the aim of confirming or otherwise Annex ‘Doc. 3’ and the contents thereof;

to hear as witness a representative of Mossack Fonseca, having their head office at
Mossfon Building, 54t Street, Marbella, Panama, Republic of Panama, with reference to
Annex 1,and in light of the fact that the registered address of Egrant Inc mentioned in the
two declarations forming Annex 1 is the office of Nexia BT in San Gwann, Malta and not
an address in the Republic of Panama, to explain whether it is normal practice for
Mossack Fonseca to use addresses other than the company address as indicated in the
incorporation documents;

To hear as witness Josette Roquebert, Attorney at law within MF Legal Services in order
to confirm or otherwise the document marked as Annex ‘Doc. 2';
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To hear as witnesses Edilberto Reyes and Olga Londono to confirm or otherwise the
document marked as Annex ‘Doc. 4’ signed by them on behalf of ATC Administrators Inc.
and to confirm or otherwise the contents of the said document as being true;

To perform additional ancillary investigative questions/actions, which appear necessary
during the execution of this Letter of Request;

The competent judicial authorities of the Republic of Panama are respectfully requested
to execute this letter of request with urgency and to inform the Maltese Authorities with
the dates on which the letter of request will be executed since the undersigned Inquiring
Magistrate would like to be present during the execution of the said Letter of Request;

In this regard kindly note the following contact details:

Inquiring Magistrate Dr. Aaron Bugeja:

e-mail : aaron.bugeja@gov.mt
tel : 00356 2590 2450

Assistant Police Commissioner Ian Abdilla:

e-mail : jan-joseph.abdilla@gov.mt
tel : 003562122 4001

That the competent authorities of the Republic of Panama are respectfully requested to
put the documents gathered in the execution of this request, as well as any documents
seized or photocopies thereof, at the Maltese authorities’ disposal as soon as possible.

The evidence may be used in any criminal prosecution or other judicial proceedings
connected with the above matter.

Magistrate Dr. Aaron Bugeja

Inquiring Magistrate
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The first two documents, herewith attached and marked as ‘AMB 1’ are two
‘declarations of trust’ that are allegedly signed by Jacqueline Alexander as

Director of both Dubro Limited S.A. and Aliator S.A.

The certificate issued by the registered agent of Egrant Inc (MF Legal
Services) confirming that the share register is a true and full copy of the
original share Register of the Company issued on 9% July 2013, and the
valid version existing on 19% January, 2017, when the company’s

dissolution was resolved;

The share register copy;

The declaration of Edilberto Reyes and Olga Londofio, acting on behalf of
ATC Administrators Inc. certifying that ATC Administrators Inc. have
always been the sole shareholder of Egrant Inc., a company registered in
the Mercantile Section of the Public Registry in Panama on the 8t July 2013
by means of a Public Deed No. 17, 935 issued on 4% July 2013 by the Fifth
Notary. That the beneficial interest and ownership of such share was vested
in favour of Mr. Brian Tonna and no transfer of beneficial ownership was
ever registered from Brian Tonna. That the company Egrant Inc. has been
dissolved through a Shareholders Resolution dated 19% January 2017, duly
filed at the Panamanian Public Registry at Page 807956 as of 6% April, 2017.
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L-informazzjoni ottjenuta tinsab inkluza fil-parti 1i titratta l-analizi tax-

xiehda 1-aktar importanti.

B. Ittra rogatorja mibghuta lill-Awtoritajiet tar-Renju tal-Belgju

L-ittra rogatrjali maghmula lill-Awtoritajiet Gudizzjarji tar-Renju tal-Belgju
kienet tirrigwarda dik il-parti tal-artikolu ta’ Daphne Caruana Galizia u li
kienet tittratta l-allegazzjoni li I-kumpanija Al Sahra FZCO kienet fuq medda
ta’ tliet xhur bejn Jannar u Marzu tal-2016 ghamlet hlasijiet miljonarji mill-
kont taghha fil-Bank Pilatus lil Egrant Inc fil-kont bankarju ta’ din il-
kumpanija f'Dubai. L-artikolu ta’ Caruana Galizia ma kien fih ebda
riferiment la ghan-numru tal-kont bankarju li allegatament Egrant Inc kellha
fDubai u angas almenu l-isem tal-Bank li fih kien hemm dan il-kont
bankarju. Kien deher ghalhekk li jsir ezerc¢izzju iehor f'tentattiv biex tigi
ottjenuta evidenza bil-mezz tal-ittra rogatorja lejn ir-Renju tal-Belgju u 1-

Emirati Gharab Maghquda.

Dan l-ezerc¢izzju kien intiz li possibilment jolqot zewgt ghasafar b’gebla
wahda. L-ewwelnett fl-interess tal-kompletezza ta’ din l-inkjesta billi

possibilment jintefa’ aktar dawl fuq jekk verament kienux saru t-
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transazzjonijiet imsemmija fl-artiklu u li kienet xehdet dwarhom Maria
Efimova. Fid-dawl tal-karenza t'informazzjoni utli disponibbli fl-artiklu fir-
rigward tad-dettaji specifici tal-allegati transazzjonijiet bankarji, biex kemm
jista” jkun jigi evitat li l-ittri rogatorji jigu megjusa bhala sajda ghal
informazzjoni, aktar milli mezzi biex informazzjoni tigi kristallizzata
f'evidenza, dawn l-ittri rogatorji kellhom isiru wahda wara l-ohra dipendenti

mir-rizultati li setghu jigu migjuba.

L-ewwel ittra rogatorja intbaghtet lejn ir-Renju tal-Belgju fejn I-Awtoritajiet
Gudizzjarji ta’ dan ir-Renju jigu mitluba sabiex isejhu lil rapprezentant ta’
“Society for Worldwide Interbank Financial Telecommunications” (SWIFT) sabiex
jixhed dwar jekk verament kienx hemm transazzjonijiet li gew allegati minn
Maria Efimova u riportati minn Daphne Caruana Galizia. Skont Maria
Efimova il-Bank Pilatus kien juza l-mezz ta” SWIFT sabiex ikun jista’ jaghmel
il-pagamenti fl-esteru u safejn kienet taf hi il-pagamenti allegati minnha
kienu saru bl-iSWIFT. B’hekk jekk SWIFT setghu jaghtu l-informazzjoni
dwar dawn l-allegati pagamenti, possibilment l-anqas kien ikun hemm il-
htiega li wiehed jipprova jirrikorri lejn ittri rogatorjali fl-Emirati Gharab

Maghquda.

Ghalhekk bl-ghajnuna tal-Eurojust desk Malti u dak Belgjan sar stharrig

preliminari biex jigi analizzat kemm kienet verosimili l-possibilita li tigi
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ottjenuta l-informazzjoni mehtiega minghand SWIFT. Ghall-bidu kien

hemm rispons pozittiv (kif rapurtat mill-Uffi¢ju tal-Avukat Generali dwar

dan). B'hekk saret l-ittra rogatorjali lejn ir-Renju tal-Belgju li kienet tagra :-

iv.

Request for Mutual Assistance in Criminal Matters to the Competent Judicial Authorities of
the Kingdom of Belgium in connection with the Magisterial Inquiry regarding the company
Egrant Inc incorporated in Panama and its relevant operations and transactions.

Inquiring Magistrate Dr. Aaron Bugeja LL.D., who is presently conducting the above-
captioned inquiry regarding the Panamanian company ‘Egrant Inc’ and its relevant
operations, respectfully requests assistance from the competent Judicial Authorities in
the Kingdom of Belgium in relation to this same criminal investigation.

This letter of request is being made on an urgent basis in view of the sensitive nature of
the same inquiry and also in view of the short legal time frame of sixty days in which the
Inquiring Magistrate has to conclude the same Inquiry.

-
o
o
&

The Inquiring Magistrate is currently investigating allegations of a criminal nature made
by local media against the Honourable Prime Minister of Malta, Dr. Joseph Muscat and
other Politically Exposed Persons. These allegations concern mainly the following facts:

that Mrs. Michelle Muscat, the Prime Minister’s wife and hence a ‘Politically Exposed
Person’, is the ultimate beneficial owner of Egrant Inc. It is established that the same
Egrant Inc. is a company incorporated in the Republic of Panama with Microjacket
number 2421806 of the Public Registry’s Mercantile Section; and

the back accounts of this same company, Egrant Inc, were in receipt of a considerable
sums of money from Al Sahra FZCO, a company belonging to the Leyla Aliyeva, daughter
of the President of Azerbaijan (hence another ‘Politically Exposed Person’).

Local media is claiming that Egrant Inc. belongs to Mrs. Michelle Muscat, the Honourable
Prime minister’s wife, on the strength of two declarations of trust allegedly provided to
Pilatus Bank as a prerequisite for the opening of an account for Egrant Inc. with the same
Bank. These declarations of trust allegedly show that the shares in Egrant Inc, a
Panamanian company are held by Mossack Fonseca nominees for Mrs. Michelle Muscat.
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With regards to the alleged transactions, it is being claimed that during the months of
January, February and March 2016 there were several transactions of around
US$100,000 each made twice a week over several weeks in the aforementioned months
from the bank accounts of the company Al Sahra FZCO held with Pilatus Bank in Malta to
bank accounts held by Egrant Inc in Dubai. Moreover in March 2016, in the same fashion,
it is being alleged that there was a single transaction of US$1.017 million from Al Sahra
FZCO to Egrant Inc.. These transactions were allegedly all described as ‘loan payment’.

Preliminary investigations within Pilatus Bank gave rise to serious suspicions that such
transactions, if they were ever carried out, might have been executed through other
banks, possibly even outside the Maltese Jurisdiction. In this same context, it was also
being alleged that two senior government officials, namely the then Minister for Energy
(Konrad Mizzi) and the Prime Minister’s Chief of Staff (Keith Schembri) were the UBO’s
of two other sister companies Hearnville Inc. (microjacket number 808074 ) and Tillgate
Inc. (microjacket number 808516) both set up in Panama by Mossack Fonseca in July
2013 through the intermediary services of Maltese Accountants Brian Tonna and Karl
Cini of firm Nexia BT. It transpired that Keith Schembri was an account holder with
Pilatus Bank.

In the event that these allegations are proven, in terms of Maltese Law they will constitute
the serious crimes of organised crime; corruption and money laundering.

e Offences

In view of the above the Inquiring Magistrate is investigating this as a case of participation
in a criminal organisation, corruption and money laundering in terms of Chapters 9 and
373 of the Laws of Malta. The relevant legal articles are being reproduced hereunder:

Organised Crime, Article 83 A of Chapter 9 of the Laws of Malta

83A. (1) Any person who -

(a) promotes, constitutes, organises or finances an organization with a view to commit
criminal offences liable to the punishment of imprisonment for a term of four years or
more; or
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(b) knowing or having reasonable cause to suspect the aim or general activity of the
organization set up for the purpose mentioned in paragraph (a), actively takes partin the
organisation’s criminal activities, including but not limited to the provision of
information or material means or the recruitment of new members, shall be guilty of an
offence and shall liable, on conviction, to the punishment of imprisonment for a term from
four to nine years.

(2) Any person who belongs to an organisation referred to in subarticle (1) shall for that
mere factbe liable to the punishment of imprisonment for a term from two to seven years.

(3) Where the number of persons in the organisation is ten or more the punishment in
the preceding subarticles shall be increased form one to two degrees.

(4) Where the person found guilty of an offence under this title is the director, manager,
secretary or other principal officer of a body corporate or is a person having a power of
representation of such a body or having an authority to take decisions on behalf of that
body or having authority to exercise control within that body and the offence of which
that person was found guilty was committed for the benefit, in part or in whole, of that
body corporate, the said person shall for the purposes of this title be deemed to be vested
with the legal representation of the same body corporate which shall be liable as follows:

(a) where the offence of which the person was found guilty is the offence in subarticle
(1), to the payment of a fine (multa) of not less than thirty-four thousand and nine
hundred and forty euro and sixty cents (34,940.60) and not more than one hundred and
sixteen thousand and four hundred and sixty-eight euro and sixty-seven cents
(116,468.67);

(b) where the offence of which the person was found guilty is the offence in subarticle
(2), to the payment of a fine (multa) of not less than twenty-three thousand and two
hundred and ninety-three euro and seventy-three cents (23,293.73) and not more than
sixty-nine thousand and eight hundred and eighty-one euro and twenty cents
(69,881.20);

(c) where the offence of which the person was found guilty is punishable as provided
in subarticle (3) of this article -

(i) where the offence is that provided in subarticle (1), to the punishment of a fine (multa)
of not less than forty-six thousand and five hundred and eighty-seven euro and
forty-seven cents (46,587.47)and notmore than one million and one hundred and sixty-
four thousand and six hundred and eighty-six euro and seventy cents(1,164,686.70);
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(if) where the offence is that provided in subarticle (2}, to the punishment of a fine
(multa) of not less than thirty-four thousand and nine hundred and forty euro and
sixty cents (34,940.60) and not more than one hundred and sixteen thousand and four
hundred and sixty-eight euro and sixty-seven cents (116,468.67).

(5) The criminal action for an offence against the provisions of this article may be
prosecuted in Malta notwithstanding that the organization of persons is based or pursues
its criminal activities outside Malta.

Corruption, Articles 112, 114, 115, 118, 119 and 120 of Chapter 9 of the Laws of
Malta

112. Any officer or person employed in any public administration, or any person
employed by or under the Government, whether authorized or not to receive moneys or
effects, either by way of salary for his own services, or on account of the Government, or
of any public establishment, who shall, under colour of his office, exact that which is not
allowed by law, or more than is allowed by law, or before itis due according to law, shall,
on conviction, be liable to imprisonment for a term from three months to one year.

114. Where the crimes referred to in the last two preceding articles are accompanied
with circumstances which render such crimes liable also to other punishments, the
higher punishment shall be applied with an increase of one degree.

115. (1) Any public officer or servant who, in connection with his office or employment,
requests, receives or accepts for himself or for any other person, any reward or promise
or offer of any reward in money or other valuable consideration or of any other advantage
to which he is not entitled, shall, on conviction, be liable to punishment as follows:

(a) where the object of the reward, promise or offer, be to induce the officer or servant to
do what he is in duty bound to do, the punishment shall be imprisonment for a term from
six months to three years;

(b) where the object be to induce the officer or servant to forbear from doing what he is
in duty bound to do, the punishment shall, for the mere acceptance of the reward,
promise or offer, be imprisonment for a term from nine months to five years;

{c) where, besides accepting the reward, promise, or offer, the officer or servant actually
fails to do what he is in duty bound to do, the punishment shall be imprisonment for
a term from one year to eight years.
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(2) Notwithstanding any other provision of this Code or of any other law, when the
offence against the provisions of this article is committed by a person who, at the time
when the offence was committed, held the office of Minister, Parliamentary Secretary,
Member of the House of Representatives, Mayor or Local Councillor and the offence
involved the abuse of such office, the provisions of Title VI of Part III of Book Second of
this Code shall not apply to the said person or to any accomplice.

118. (1) Any member of the House of Representatives who requests, receives or
accepts, for himself or for any other per son, any reward or promise or offer ofany reward
in money or other valuable consideration or of any other advantage given or made with
the object of influencing him in his conduct as a member of the House shall, on conviction,
be liable to imprisonment for a term from one year to eight years.

(2) Notwithstanding any other provision of this Code or of any other law the provisions
of Title VI of Part III of Book Second of this Code shall not apply to an offence under this
article in respect of the said Member of the House of Representatives or any accomplice.

119. The punishment of perpetual general interdiction or perpetual special
interdiction, or both, as the case may be, shall be added to the punishments established
in the preceding articles of this sub-title when the maximum of such punishments exceeds
two years’ imprisonment; when the maximum of the said punishments does not exceed
two years’ imprisonment, then the punishment of temporary general interdiction or
temporary special interdiction, or both, as the case may be, shall be added.

120. (1) In the cases referred to in articles 115,116,117 and 118, the person who bribes
the public officer or servant or the member of the House of Representatives, or the person
to whom any of the said articles applies in accordance with any provision under this Code
or under any other law, as the case may be, shall be deemed to be an accomplice.

(2) Where the public officer or servant or other person does not commit the crime, the
person who attempts to induce such officer or servant or other person to commit the
crime shall, on conviction, be liable to imprisonment for a term from six months to three
years:

Provided that when the crime is that referred to in article 117(c), the punishment shall
not exceed eighteen months imprisonment.

(3) Where the member of the House of Representatives does not commit the crime, the
person who attempts to induce such member to commit the crime shall, on conviction, be
liable to imprisonment for a term from six months to four years.

Money Laundering, Articles 2 and 3 of Chapter 373 of the Laws of Malta
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"money laundering” means -

(i) the conversion or transfer of property knowing or suspecting that such property is
derived

directly or indirectly from, or the proceeds of, criminal activity or from an act or acts
of

participation in criminal activity, for the purpose of or purposes of concealing or
disguising the origin of the property or of assisting any person or persons involved or
concerned in criminal

activity;

(if) the concealment or disguise of the true nature, source, location, disposition,
movement, rights with respect of, in or over, or ownership of property, knowing or
suspecting that such property is derived directly or indirectly from criminal activity or
from an act or acts of participation in criminal activity;

(iii) the acquisition, possession or use of property knowing or suspecting that the same
was derived or originated directly or indirectly from criminal activity or from an act or
acts of participation in criminal activity;

(iv) retention without reasonable excuse of property knowing or suspecting that the
same was derived or originated directly or indirectly from criminal activity or from an
act or acts of participation in criminal activity;

(v) attempting any of the matters or activities defined in the above foregoing sub-
paragraphs

(i), (i), (iii) and (iv) within the meaning of article 41 of the Criminal Code;

(vi) acting as an accomplice within the meaning of article 42 of the Criminal Code in
respect of any of the matters or activities defined in the above foregoing sub- paragraphs

(i), (iD), (iii), (iv) and (v).

3. (1) Any person committing any act of money laundering shall be guilty of an offence
and shall, on conviction, be liable to a fine (multa) not exceeding two million and five
hundred thousand euro (€2,500,000), or to imprisonment for a period not exceeding
eighteen years, or to both such fine and imprisonment.

4



Assistance Requ

The Inquiring Magistrate consequently respectfully requests the competent judicial
authorities of the Kingdom of Belgium to take the following investigative actions:

To hear as witness a representative of S.W.LF.T. SCRL (having their headquarters at
Avenue Adele 1; B-1310 La Hulpe, Belgium) with the aim of providing information and
documentation about all transactions carried out using the Swift system between 1st
December 2015 and 30% April 2016 by reference to Egrant Inc., Hearnville Inc. and/or
Tillgate Inc. appearing as ordering customers, beneficiary customers or any other
remittance information originating from any financial institution or financial
intermediary anywhere in the world destined to any financial institution or financial
intermediary in the United Arab Emirates; or where there is any reference to the same
Egrant Inc. Hearnville Inc. and/or Tillgate Inc. in any swift message;

To perform additional ancillary investigative questions/actions, which appear necessary
during the execution of this Letter of Request;

The competent judicial authorities of the Kingdom of Belgium are respectfully requested
to execute this letter of request with urgency and to inform the Maltese Authorities with
the dates on which the letter of request will be executed since, if needed the undersigned

[nquiring Magistrate can also be present during the execution of the said Letter of
Request;

In this regard kindly note the following contact details:

Inquiring Magistrate Dr. Aaron Bugeja: aaron.bugeja@gov.mt
Police Superintendent lan Abdilla: ian-joseph.abdilla @gov.mt

That the competent authorities of the Kingdom of Belgium are respectfully requested to
put the documents gathered in the execution of this request, as well as any documents
seized or photocopies thereof, at the Maltese authorities’ disposal as soon as possible.

The evidence may be used in any criminal prosecution or other judicial proceedings
connected with the above matter.
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Magistrate Dr. Aaron Bugeja

Inquiring Magistrate

Ghalhekk kien gie wkoll mobilitat il-Eurojust Desk ta’ Malta u dak tal-Belgju
ghall-fini wkoll tal-ezekuzzjoni ta’ din l-ittra rogatorjali minghajr hafna

dewmien, u dan grazzi ghas-servizzi tal-Uffi¢ju tal-Avukat Generali.

Il-kweziti principali kienu sabiex rapprezentanti ta’ SWIFT jipprovdu
informazzjoni u dokumentazzjoni dwar it-transazzjonijiet kollha li kienu
saru tramite s-sistema SWIFT bejn 1-1 ta” Di¢cembru 2015 u t-30 t"April 2016
f'isem il-kumpaniji Egrant Inc, Hearnville Inc u Tillgate Inc kull fejn dawn
kienu jidhru li huma dawk li jordnaw hlasijiet, benefic¢¢jarji ta” hlasijiet
kif ukoll kull informazzjoni ohra li setgha kellhom dwar ammonti ta’ flus
li dawn il-kumpaniji setghu ircevew u li kienu joriginaw minn
kwalunkwe istituzzjoni finanzjarja jew intermedjarju finanzjarju
madwar id-dinja u li kienu destinati lejn kwalunkwe istituzzjoni
finanzjarja jew intermedjarju finanzjarju fl-Emirati Gharab Maghquda;
jew kull fejn kien hemm riferenza lejn isem il-kumpanija Egrant Inc,

Heanville Inc u/jew Tillgate Inc fi kwalunkwe messagg SWIFT.
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Ir-risposta ghal din 1-ittra rogatorjali kienet giet mghoddija mill-Eurojust
Desk Belga lil dak Malti permezz t'ittra datata 13 ta’ Marzu 2018. Din
sussegwentement giet depozitata fl-atti tal-inkjesta mill-Avukat Generali

u l-faxxiklu kollu jifforma parti minn din l-inkjesta.

Ir-risposta moghtija minn SWIFT, bl-ilsien Franciz, debitament tradott

mill-Interpretu Uffi¢jali Dr. Anthony Licari kienet tghid is-segwenti :

Re: request 6 CRI 18 addressed to SWIFT
Dear Ms Rousseau,

We refer to your above mentioned request which we received on the date of 30 th
January 2018.

The company "Society for Worldwide Interbank Financial Telecommunications”
(SWIFT) is a cooperative company governed by Belgian law and whose head
quarters is established in Belgium. SWIFT provides a service of financial
communication that is standardised and secured, to its clients, that is financial
institutions and companies and on average transmits 25 million messages on each
working day. SWIFT is not a financial institution; we do not open or hold accounts,
we do not transfer funds and we do not accept funds for transfer. SWIFT is rather a
provider of services for financial institutions and companies (only corporations)
allowing them to transfer in a secured way confidential and personal messages. The
clients of SWIFT may, for example, exchange messages regarding transactions
related bank accounts of physical persons, but the latter are clients of financial
institutions corresponding, but not of SWIFT. SWIFT is in no way involved in the
drafting of contents of messages of its users and has no personal interest in these
same messages.
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Besides, SWIFT has defined detailed procedures and policies re the protection of
data and security and this, so as to protect the integrity of its services and data of its
clients. Apart from this, due to the very way that its services of communication are
conceived, there are inherent limits re the quantity of data that SWIFT messages
conserves and re access of SWIFT to this data. More particularly (1) SWIFT archives
the messages of

its clients for a limited period of time (124 days), after which the messages are
irremediably destroyed, and (2) the data of archived messages for this period are
stocked in such a format that does not allow one to do research on the basis of their
contents. For example, it is not possible to search in the SWIFT messages archived
info such as names of beneficiaries or authors, bank account numbers or other
details re the financial transaction in question wfihin the SWIFT message.

For these reasons, we are in the impossibility of replying positively to your request.
Respectful regards,

Patrick Krekels

General Advisor

Jirrizulta ghalhekk li l-informazzjoni mitluba mill-inkjesta ma setghetx

tigi moghtija minn SWIFT.

C. Ittra rogatorja mibghuta lill-Awtoritajiet tal-Emirati Gharab

Maghquda
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In segwitu ghall-ezitu negattiv tal-ittra rogatorja mibghuta lir-Renju tal-
Belgju, gie deciz li jsir tentattiv biex l-informazzjoni tigi ottjenuta bil-mezz ta’
ittri rogatorjali lejn I-Emirati Gharab Maghquda li 1-belt ta” Dubai tifforma
parti minnhom. Sadattant il-Forensic Accountants Harbinson Forensics kienu
diga ghamlu stharrig minn sorsi bankarji internazzjonali dwar parti mill-
meritu ta’” din it-talba rogatorjali. Kien megqjus mehtieg pero li jsir tentattiv
biex certu risposti jinghataw b’mezzi Uffi¢jali, minkejja li kollegi esteri li sar
kuntatt maghhom u esperti f'dan il-qasam kienu wissew li kien ser ikun
difficli 1i din l-ittra rogatorja kienet sejra tigi mwiegba kemm minhabba
minhabba n-nuqqas ta’ dettalji suffi¢jenti disponibbli ghall-inkjesta kif ukoll
minhabba certi ligijiet ta” kunfidenzjalita’ stretta renjanti fl-Emirati Gharab
Maghquda f'materji simili ghal dawk meritu tal-istess ittra.” Mhux mistenni
minn Awtoritajiet Gudizzjarji Esteri li jilgghu talba ghal ittra rogatorjali li ma
tkunx cara fir-rigward x’informazzjoni trid tigi stabbilita u minghand min
jew li tkun aktar ta’ natura esplorativa. F'dan il-kaz gew rintraccjati I-banek
kollha li kienu operattivi fl-Emirati Gharab Maghquda mill-Magistrat

Inkwirenti u t-talba ghall-informazzjoni minghandhom kellha ssir skont 1-

5 Irid jigi mfakkar li l-allegazzjoni kienet issemmi biss li saru diversi pagamenti mill-kont t'Al Sahra FZCO
fil-Bank Pilatus lejn il-kont t'Egrant Inc f Dubai bejn Jannar u Marzu 2016. La l-isem tal-kumpanija Al Sahra
FZCO, la Fkont taghha, la min kien il-Bank t'Egrant Inc f'Dubai, la n-numru tal-kont ta” Egrant Inc f' Dubai,
la transazzjonijiet — anke f'isem Sahra FZCO jew Shams Al Sahra FZCO ma nstabu fil-Bank Pilatus b'riferenza
ghal Egrant Inc. Biex tkompli 2zid id-doza ta’ diffikulta, -anqas Maria Efimova ma kienet ¢ara dwar min
kien dak il-Bank li kien is-suppost ricevitur tal-pagamenti minn Sahra FZCO lil Egrant Inc £Dubai dan
peress li ma kienetx certa dwar l-isem — semmiet isem ta’ bank — Bank of Baroda or Badora izda ma kdeneix
certa. B’hekk l-inkjesta ma kellhiex informazzjoni suffi¢jenti i bihom setghet tipprocedi permezz t'ittra
rogatorja minghajr ma tidher i geghda taghmel sajda ghal sejbien ta’ provi minn dik il-gurisdizzjoni li
ghandha Huq minn hamsin bank kummerdjali — 1i gustament mhux l-ghan ta’ talba rogatorjali normali —
ahseb u ara wahda bhal din in disamina.
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informazzjoni skarna li kienet disponibbli. Il-Banek kummercjali misjuba
operanti filjum li fih kienet geghda ssir l-ittra rogatorja u l-ismijiet ta” dan il-
Banek gew mehmuza ma Annex li hija parti minn din l-ittra rogatorja, li t-

test taghha huwa s-segwenti : -

Request for Mutual Assistance in Criminal Matters to the Competent Judicial Authorities of
the United Arab Emirates in connection with the Magisterial Inquiry regarding the company

Egrant Inc incorporated in Panama and its relevant operations and transactions.

Inquiring Magistrate Dr. Aaron Bugeja LL.D., who is presently conducting the above-
captioned inquiry regarding the Panamanian company ‘Egrant Inc” and its relevant
operations, respectfully requests assistance from the competent Judicial Authorities in
the United Arab Emirates in relation to this same criminal investigation.

This letter of request is being made on an urgent basis in view of the sensitive nature
of the same inquiry and also in view of the short legal time frame of sixty days in
which the Inquiring Magistrate has to conclude the same Inquiry.

Facts

The Inquiring Magistrate is currently investigating allegations of a criminal nature
made by local media against the Honourable Prime Minister of Malta, Dr. Joseph
Muscat and other Politically Exposed Persons. These allegations concermn mainly the
following facts:

vi.  that Mrs. Michelle Muscat, the Prime Minister's wife and hence a ‘Politically Exposed
Person’, is the ultimate beneficial owner of Egrant Inc. It is established that the same
Egrant Inc. is a company incorporated in the Republic of Panama with Microjacket
number 807956 of the Public Registry’s Mercantile Section; and

vil.  the back accounts of this same company, Egrant Inc, were in receipt of a considerable

sums of money from Al Sahra FZCO, a company belonging to the Leyla Aliyeva,

daughter of the President of Azerbaijan (hence another ‘Politically Exposed Person’).
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Local media is claiming that Egrant Inc. belongs to Mrs. Michelle Muscat, the
Honourable Prime minister’s wife, on the strength of two declarations of trust
allegedly provided to Pilatus Bank as a prerequisite for the opening of an account for
Egrant Inc. with the same Bank. These declarations of trust allegedly show that the
shares in Egrant Inc, a Panamanian company are held by Mossack Fonseca nominees
for Mrs. Michelle Muscat.

With regards to the alleged transactions, it is being claimed that during the months of
January, February and March 2016 there were several transactions of around
US$100,000 each made twice a week over several weeks in the aforementioned months
from the bank accounts of the company Al Sahra FZCO held with Pilatus Bank in
Malta to bank accounts held by Egrant Inc in Dubai. Moreover in March 2016, in the
same fashion, it is being alleged that there was a single transaction of US$1.017 million
from Al Sahra FZCO to Egrant Inc.. These transactions were allegedly all described as
‘loan payment’.

Preliminary investigations within Pilatus Bank gave rise to serious suspicions that
such fransactions, if they were ever carried out, might have been executed through
other banks, possibly even outside the Maltese Jurisdiction. In this same context, it
was also being alleged that two senior government officials, namely the then Minister
for Energy (Konrad Mizzi) and the Prime Minister’s Chief of Staff (Keith Schembri)
were the UBO’s of two other sister companies Hearnville Inc. (microjacket number
808074) and Tillgate Inc. (microjacket number 808516) both set up in Panama by
Mossack Fonseca in July 2013 through the intermediary services of Maltese
Accountants Brian Tonna and Karl Cini of firm Nexia BT. It transpired that Keith
Schembri was an account holder with Pilatus Bank.

In the event that these allegations are proven, in terms of Maltese Law and the United
Nations Convention against Transnational Organized Crime and the Protocols thereto
(the Palermo Convention) they will constitute the crime of participating in a criminal
organisation of at least three people and also the serious crimes of Corruption and
Money Laundering, both punishable by more than four years imprisonment in terms
of Maltese law.

The Offences
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In view of the above the Inquiring Magistrate is investigating this as a case of
participation in a criminal organisation, corruption and money laundering in terms of
Chapters 9 and 373 of the Laws of Malta. The relevant legal articles are being
reproduced hereunder:

Organised Crime, Article 83A of Chapter 9 of the Laws of Malta

83A. (1) Any person who -

(a) promotes, constitutes, organises or finances an organization with a view to
commit criminal offences liable to the punishment of imprisonment for a term of four
years or more; or

(b) knowing or having reasonable cause to suspect the aim or general activity of the
organization set up for the purpose mentioned in paragraph (a), actively takes part in
the organisation’s criminal activities, including but not limited to the provision of
information or material means or the recruitment of new members, shall be guilty of
an offence and shall liable, on conviction, to the punishment of imprisonment for a
term from four to nine years.

(2) Any person who belongs to an organisation referred to in subarticle (1) shall for
that mere fact be liable to the punishment of imprisonment for a term from two to
seven years.

(3) Where the number of persons in the organisation is ten or more the punishment in
the preceding subarticles shall be increased form one to two degrees.

(4) Where the person found guilty of an offence under this title is the director,
manager, secretary or other principal officer of a body corporate or is a person having
a power of representation of such a body or having an authority to take decisions on
behalf of that body or having authority to exercise control within that body and the
offence of which that person was found guilty was committed for the benefit, in part
or in whole, of that body corporate, the said person shall for the purposes of this title
be deemed to be vested with the legal representation of the same body corporate
which shall be liable as follows:



~)

(a) where the offence of which the person was found guilty is the offence in
subarticle (1), to the payment of a fine (multa) of not less than thirty-four thousand
and nine hundred and forty euro and sixty cents (34,940.60) and not more than one
hundred and sixteen thousand and four hundred and sixty-eight euro and sixty-seven
cents (116,468.67);

(b) where the offence of which the person was found guilty is the offence in
subarticle (2), to the payment of a fine (multa) of not less than twenty-three thousand
and two hundred and ninety-three euro and seventy-three cents (23,293.73) and
not more than sixty-nine thousand and eight hundred and eighty-one euro and twenty
cents (69,881.20);

(c) where the offence of which the person was found guilty is punishable as
provided in subarticle (3) of this article -

(i) where the offence is that provided in subarticle (1), to the punishment of a fine
(multa) of not less than forty-six thousand and five hundred and eighty-seven
euro and forty-seven cents (46,587.47) and not more than one million and one
hundred and sixty-four thousand and six hundred and eighty-six euro and seventy
cents (1,164,686.70);

(ii) where the offence is that provided in subarticle (2), to the punishment of a fine
(multa) of not less than thirty-four thousand and nine hundred and forty euro and
sixty cents (34,940.60) and not more than one hundred and sixteen thousand and four
hundred and sixty-eight euro and sixty-seven cents (116,468.67).

(5) The criminal action for an offence against the provisions of this article may be
prosecuted in Malta notwithstanding that the organization of persons is based or
pursues its criminal activities outside Malta.

Corruption, Articles 112, 114, 115, 118, 119 and 120 of Chapter 9 of the Laws of Malta

112. Any officer or person employed in any public administration, or any person
employed by or under the Government, whether authorized or not to receive moneys
or effects, either by way of salary for his own services, or on account of the
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Government, or of any public establishment, who shall, under colour of his office,
exact that which is not allowed by law, or more than is allowed by law, or before it is
due according to law, shall, on conviction, be liable to imprisonment for a term from
three months to one year.

114. Where the crimes referred to in the last two preceding articles are accompanied
with circumstances which render such crimes liable also to other punishments, the
higher punishment shall be applied with an increase of one degree.

115. (1) Any public officer or servant who, in connection with his office or
employment, requests, receives or accepts for himself or for any other person, any
reward or promise or offer of any reward in money or other valuable consideration or
of any other advantage to which he is not entitled, shall, on conviction, be liable to
punishment as follows:

(a) where the object of the reward, promise or offer, be to induce the officer or servant
to do what he is in duty bound to do, the punishment shall be imprisonment for a
term from six months to three years;

(b) where the object be to induce the officer or servant to forbear from doing what he
isin duty bound to do, the punishment shall, for the mere acceptance of the reward,
promise or offer, be imprisonment for a term from nine months to five years;

(c) where, besides accepting the reward, promise, or offer, the officer or servant
actually fails to do what he is in duty bound to do, the punishment shall be
imprisonment for a term from one year to eight years.

(2) Notwithstanding any other provision of this Code or of any other law, when the
offence against the provisions of this article is committed by a person who, at the time
when the offence was committed, held the office of Minister, Parliamentary Secretary,
Member of the House of Representatives, Mayor or Local Councillor and the offence
involved the abuse of such office, the provisions of Title VI of Part Il of Book Second
of this Code shall not apply to the said person or to any accomplice.

118. (1) Any member of the House of Representatives who requests, receives or
accepts, for himself or for any other per son, any reward or promise or offer of any
reward in money or other valuable consideration or of any other advantage given or
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made with the object of influencing him in his conduct as a member of the House shall,
on conviction, be liable to imprisonment for a term from one year to eight years.

(2) Notwithstanding any other provision of this Code or of any other law the
provisions of Title VI of Part III of Book Second of this Code shall not apply to an
offence under this article in respect of the said Member of the House of
Representatives or any accomplice.

119. The punishment of perpetual general interdiction or perpetual special
interdiction, or both, as the case may be, shall be added to the punishments established
in the preceding articles of this sub-title when the maximum of such punishments
exceeds two years’ imprisonment; when the maximum of the said punishments does
not exceed two years’ imprisonment, then the punishment of temporary general
interdiction or temporary special interdiction, or both, as the case may be, shall be
added.

120. (1) In the cases referred tfo in articles 115, 116, 117 and 118, the person who bribes
the public officer or servant or the member of the House of Representatives, or the
person to whom any of the said articles applies in accordance with any provision
under this Code or under any other law, as the case may be, shall be deemed to be an
accomplice.

(2) Where the public officer or servant or other person does not commit the crime, the
person who attempts to induce such officer or servant or other person to commit the
crime shall, on conviction, be liable to imprisonment for a term from six months to
three years:

Provided that when the crime is that referred to in article 117(c), the punishment shall
not exceed eighteen months imprisonment.

(3) Where the member of the House of Representatives does not comumit the crime, the
person who attempts to induce such member to commit the crime shall, on conviction,
be liable to imprisonment for a term from six months to four years.

Money Laundering, Articles 2 and 3 of Chapter 373 of the Laws of Malta

"money laundering” means —
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(i) the conversion or transfer of property knowing or suspecting that such property
is derived

directly or indirectly from, or the proceeds of, criminal activity or from an act or
acts of

participation in criminal activity, for the purpose of or purposes of concealing or
disguising the origin of the property or of assisting any person or persons involved
or concerned in criminal

activity;

(i) the concealment or disguise of the true nature, source, location, disposition,
movement, rights with respect of, in or over, or ownership of property, knowing
or suspecting that such property is derived directly or indirectly from criminal
activity or from an act or acts of participation in criminal activity;

(iii) the acquisition, possession or use of property knowing or suspecting that the
same was derived or originated directly or indirectly from criminal activity or from
an act or acts of participation in criminal activity;

(iv) retention without reasonable excuse of property knowing or suspecting that the
same was derived or originated directly or indirectly from criminal activity or from
an act or acts of participation in criminal activity;

(v) attempting any of the matters or activities defined in the above foregoing sub-
paragraphs

(i), (ii), (iii) and (iv) within the meaning of article 41 of the Criminal Code;

(vi) acting as an accomplice within the meaning of article 42 of the Criminal Code in
respect of any of the matters or activities defined in the above foregoing sub-
paragraphs (i), (ii), (iii), (iv) and (v).

3. (1) Any person committing any act of money laundering shall be guilty of an offence
and shall, on conviction, be liable to a fine (multa) not exceeding two million and five
hundred thousand euro (€2,500,000), or to imprisorunent for a period not exceeding
eighteen years, or to both such fine and imprisonment.
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Assistance Requested

The Inquiring Magistrate consequently respectfully requests the competent judicial
authorities of the United Arab Emirates to take the following investigative actions:

1. To hear as witness a representative of the Banks Listed in Annex “A” with the aim

of :
providing information and documentation about whether Egrant Inc. has a bank
account with any one of the said Banks and if positive to provide all the relevant
documentation realting to the setting up of the company, including but not limited to
who are the ultimate beneficial owners, directors and signatories for this company as
well as all documents and statements of account relating to any financial transactions
carried out by this company; and

. In particular to testify whether Egrant Inc. or Tillgate Inc. or Heanville Inc. received

any monjes in any bank account the said three companies, or any one of them, might
have with the respective bank, from the companies Al Sahra FZCO, Shams Al Sahra
FZCO or Sahra FZCO, duly registered in the Dubai Free Zone Area, between the 1*
December 2015 and 30t April 2016, originating from Pilatus Bank Limited, a bank
incorporated and licensed as a banking institution in Malta, giving all remittance
information, if any;

To perform additional ancillary investigative questions/actions, which appear
necessary during the execution of this Letter of Request;

The competent judicial authorities of the United Arab Emirates are respectfully
requested to execute this letter of request with urgency and to inform the Maltese
Authorities with the dates on which the letter of request will be executed since, if
needed the undersigned Inquiring Magistrate can also be present during the execution
of the said Letter of Request;

In this regard kindly note the following contact details:

Inquiring Magistrate Dr. Aaron Bugeja: aaron.bugeja@gov.mt

Police Assistant Commissioner Ian Abdilla: ian-joseph.abdilla@gov.mt

That the competent authorities of the United Arab Emirates are respectfully requested
to put the documents gathered in the execution of this request, as well as any
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documents seized or photocopies thereof, at the Maltese authorities” disposal as soon
as possible.

The evidence may be used in any criminal prosecution or other judicial proceedings
connected with the above matter.

Magistrate Dr. Aaron Bugeja

Inquiring Magistrate
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Annex A

ABN AMRO Bank N.V.

Currency House, Level 6, #601
Dubai International Financial Centre
Dubai

P.O. Box 506507

United Arab Emirates

or

ABN AMRO Bank N.V,,
Representative Office, Almas Tower, Unit 15 -
Jumeirah Lakes Towers,

Dubai , PO Box 340586, UAE

G

C

LGT (Middle East) Limited
Unit Office 2, Level 2, Gate Building,
Dubai International Financial Centre,

Dubai, 506793, United Arab Emirates

Abu Dhabi Commercial Bank

Trade Center Road, Bur Dubai, Next to ADCB Metro Station,

Dubai - UAE

Abu Dhabi Islamic Bank

Deira, Near City Center,
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Dubai - UAE

Al Ahli Bank of Kuwait
Abu Baker Al Siddique Rd,

Dubai - UAE

Al Rafidain Bank
Ground Floor, Khalid Al Bahari Building,

Al Nasser Street, Al Hosn,

Abu Dhabi - UAE

Banque Misr (Banque du Caire)
Khalifa St., Deena Buliding,

Abu Dhabi - UAE

Bank of Bahrain & Kuwait BSC
Baniyas Rd,

Dubai - UAE

National Bank of Bahrain
Al Otaiba Tower - Hamdan Bin Mohammed St,

Abu Dhabi - UAE

Al Ahli Bank of Kuwait
Abu Baker Al Siddique Street,

Deira, P.O.Box 1719, Dubai - UAE
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Al Hilal Bank

Jumeira Beach Road, Umm Sugeim,

Dubai - UAE
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Arab African International Bank

Al Mina Rd, Opp. Dubai Customs, Bur Dubai,

Dubai - UAE

Arab Bank for Investment and Foreign Trade (Al Masraf)

Al Masraf Tower, Baniyas Street,
Deira, P.O.Box: 5549,
Dubai - UAE

Arab Bank UAE

Al Gurg Tower 3, Baniyas Street,
Deira, Dubai - UAE;

Or

The Galleries, Downtown Jabal Alj,
P.O. Box: 126443,

Dubai - UAE;

Or

Sheikh Zayed Road Branch

P.0O. Box:1650

Dubai, UAE
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Bank Melli Iran

Bank Melli Iran Bldg,

P.O. Box: 1894,Baniyas Street,

Deira, Dubai, UAE

Bank of Baroda Dubai

Sheikh Khalifa Bin Sayed, Trade Centre,

Dubai - UAE

Bank of Sharjah

Al Garhoud Street,
P.O. Box 27141
Dubai - UAE

Or

Al Falak Street,
Dubai- UAE

Or
Dubai Media City,

P.O. Box 502360 DMC 7
Dubai - UAE

Or
Dubai Motor City

P.O. Box 478316
Dubai - UAE.

Bank Saderat Iran

Sheikh Sayed, 1
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Dubai - UAE

Blom Bank France
Prime Tower, Burj Khalifa Street Area, Business Bay,

Dubai - UAE

Calyon Bank - Credit Agricole Corporate and Investment Bank
Tower 2 Sheikh Zayed Rd,

Dubai - UAE

Al Khaliji France
Al Maidan Tower,
Al Maktoum Street,
Deira, PO Box 4207,

Dubai - UAE

BNP Paribas
Building # 1
Mohammed Bin Rashid Boulevard,

Dubai - UAE

HSBC Bank Middle East Limited
Building #5, Emaar Square,
Downtown Dubai,

Dubai - UAE

Citibank NA Global Markets
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Building 2, Floor 3&7,
Dubai International Financial Centre,

Dubai - UAE

Commercial Bank International PSC
Financial Center Rd,

Dubai -UAE

Commercial Bank of Dubai P.S.C

Commercial Bank of Dubai P.S.C. Building
Al Ittihad Street, Deira Area 2668,
Dubai - UAE

Dubai Islamic Bank,
Head Office
Al Maktoom Road,

Dubai - UAE

Dubai Bank PJSC
PO Box 65555
Dubai - UAE

El Nilein Bank

Off 3w Street, Abu Dhabi, UAE

Emirates NBD

174

—



Za'abeel Rd, Near General Post Office,
Dubai - UAE

-

G

“_y "‘t

[T

<o
borrads,

‘b

e

Emirates Islamic Bank
Atrium Centre, Khalid Bin Walid Road
Showroom # 6 & 7, Al Mankool, Bur Dubai

Dubai - UAE

First Gulf Bank
The Dubai Mal],

Downtown - Dubai - UAE

Habib Bank Limited (HBL)
Al Zarooni Building, Ground Floor,
27th Al Mussalla St, Naif Road,

Deira, - Dubai - UAE

Habib Bank AG Zurich
Sheikh Zayed Road, 4th Interchange,

Dubai - UAE

Invest Bank

Al Maktoum Street, Next to Al Khaleej Palace,
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Al Rigga, Dubai - UAE

Janata Bank Limited
la Al Maktoum Rd -

Dubai ~ UAE

Lloyds TSB Bank PLC
Al Wasl Road, Jumeirah 2,

Jumeirah, Dubai - UAE

Mashreq Bank

Dubai (Head Office) Al Ghurair Head Office, 6th Floor,
Deira, Dubai - UAE

National Bank of Abu Dhabi

Bank Street, near Burjuman Centre,

Dubai - UAE

National Bank of Fujairah

Shop #14, The Curve Bldg,,
Next to Audi Showroom
Sheikh Zayed Road

Al Quoz,

PO Box 126565,

Dubai - UAE
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National Bank of Oman
PO BOX 66106,

Dubai ~ UAE

680177 _U
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Ydigd

National Bank of Ras Al-Khaimah

PO Box 1531, Sultan Business Centre,

Dubai -~ UAE

National Bank of Umm Al Quwain,
Road off Dubaj — Sharjah Highway,
Dubai - UAE

Noor Bank PJSC
Dubai Mall, Lower Ground Floor,

Shaikh Zayed Road, Dubai - UAE

Or

Building 1
Sheikh Zayed Road, 8th Floor

Emaar Square, Business Bay Area, 8822
Dubai - UAE

Sharjah Islamic Bank
1 Sheikh Zayed Rd,

Dubai - UAE
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Standard Chartered Bank
Unit No.165, Dubai Mall, Lower Ground,

Dubai - UAE

Union National Bank
Building # 33, near Dubai Creek Park, Garhoud,

Dubai - UAE

United Arab Bank
Mall of the Emirates, Metro Footbridge,

Dubai - UAE

United Bank Limited
Mohamed & Obaid Almulla Building,
Murshid Bazaar, Al Kabeer Street,

Dubai - UAE

Barclays Bank
First Floor, Building 6, Emaar Square,
Downtown, Sheikh Zayed Road,

Dubai - UAE

'dy

Doha Bank
2 Sheikh Zayed Rd,

Dubai - UAE
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E D & F Man Investments Products Limited
P.O.Box N0.39085,

Dubai, UAE
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ICICI Bank Limited

Business Center Building, Office No 404,

4th Floor, Khalid Bin Al Waleed Road, Bur Dubai,

Dubai - UAE

Korea Exchange Bank

P.O.Box: 14535,
Dubai - UAE

KEB Hana Bank Dubai Branch
2nd Floor Office 202, Block A,
Concorde Complex Building, Plot 125-30,

Dubai - UAE

Standard Bank London Limited

P.O. Box: 504904
Dubai - UAE

Commercial Bank International PSC
Financial Center Rd,

Dubai - UAE
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Union Bancaire Privée, UBP SA
Gate Precinct 5, International Financial Center,

Dubai, UAE

Westdeutsche Landesbank

Sheikh Zayed Road, POBox: 30012
Dubai - UAE

Kif jidher mit-test ta” din l-ittra rogatorjali, l-iskop ta’ din l-ittra kien li jigi
mismugh rapprezentant tal-Bank indikat fl-Annex “A” ma’ din l-ittra
sabiex jaghti informazzjoni u dokumentazzjoni disponibbli ghalihex
dwar jekk il-kumpanija Egrant Inc kellhiex kont bankarju mal-bank de
quo u f'kaz pozittiv sabiex jipprovdi id-dokumentazzjoni rilevanti kollha
dwar din il-kumpanija fosthom l-istatut tal-kumpanija, min huma 1-UBO,
diretturi u firmatarji ta’ din il-kumpanija nonche d-dokumenti u
rendikonti finanzjarji kollha li kellhom x’jagsmu mat-transazzjonijiet

finanzjarji li setghu saru minn jew lejn din il-kumpanija.

Inoltre b’mod partikolari sabiex jixhed dwar jekk Egrant Inc, Tillgate Inc
u Hearnville Inc ircevewx flejjes f'xi kont bankarju li dawn il-kumpaniji
jew min minnhom setgha kellhom mal-Bank rispettiv u li setghu ircevew

minghand il-kumpaniji Al Sahra FZCO, Shams Al Sahra FZCO jew Sahra
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FZCO, bejn1-1ta’ Di¢embru 2015 ut-30 t’ April 2016 u liema hlasijiet kienu
joriginaw mill-Bank Pilatus, billi jipprovdi l-informazzjoni kollha

relattiva ghal dawn il-pagamenti.

Sal-gurnata ta’ meta qgieghed jigi redatt dan il-process verbal ma kienet
intbaghtet ebda twegiba ghal din l-ittra rogatorja mill-Awtoritajiet tal-
Emirati Gharab Maghquda.

D.Ir-Repubblika  tal-Germanja - fil-forma ta’ Mandat

t'Investigazzjoni Ewropew.

F1-24 ta’ Novembru 2017 kien deher l-artiklu : Nach dem Beben fuq il-gurnal
Germaniz online Suddeutsche Zeitung. Din l-informazzjoni li 1-Federal Crime
Office Germaniz (BKA) kien ottjena mill-Panama Papers setghet tkun utli
ghall-inkjesta Egrant u dan peress li huwa importanti li l-inkjesta tkun
f'qaghda li jkollha ghad-disposizzjoni taghha kull informazzjoni li tista’
tixhet dawl] fuq il-meritu ta’” din l-inkjesta. L-iskop ghal dan kien li jkun jista’
jigi konfermat jekk evidenza stampata u digitali li kienet gie migbura mill-
uffi¢ini ta’ Nexia BT setghetx tkun imsahha minn dan is-sors. B’hekk sar

kuntatt mal-Assistent Kummissarju tal-Pulizija Ian Joseph Abdilla li
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infurmani li kienu saru kuntatti mal-Awtoritajiet Gudizzjarji Germanizi mill-
Avukat Generali u mill-Magistrat Dottor Anthony Vella in konnessjoni mal-

inkjesta magisterjali li ged tistharreg l-omicidju ta’ Daphne Caruana Galizia.

Sar tentattiv biex jigi stabbilit kuntatt b’effett immedjat mal-Awtoritajiet
Germanizi sabiex ikun hemm aééess ghall-din l-informazzjoni u
immedjatament bdew isiru l-arrangamenti sabiex minn nhar it-Tnejn 27 ta’
Novembru 2017 jibda dan il-process. Gara pero li nhar it-28 ta’ Novembru

2017 Dr. Simon Busuttil ghamel rikors li permezz tieghu ippremetta : -

INli f1-24 ta" November 2017 fis-6.06pm il-gurnal influwenti u awtorevoli tedesk
Suddeutsche Zeitung ippublika artiklu dwar il-Panama Papers intitolat "Nach
dem Beben" (Wara t-terremot) (hawn anness bhala Dok. A), u fih inghatat 1-
ahbar li -Uffiqju tal-Prosekutur Federali Germaniz ghadu kemm baghat jew
jinsab fil-process li jibghat lill-Pulizija fMalta kull informazzjoni mill-Panama
Papers li jikkoncemaw lill-Malta;

Illi f'dan l-artiklu jinghad 1i 1-Ufficju tal-Prosekutur Federali fi Munich nefaq
iktar minn zewg miljun euro biex xtara l-informazzjoni kollha tal-Panama
Papers migjuba mis-servers tad-ditta Mossack Fonseca tal-Panama, u parti
minn din l-informazzjoni tikkoncema lil Malta u persuni Maltin li huma
msemmijin fil-Panama Papers;

i d-ditta Mossack Fonseca kienet rapprezentata fMalta mid-ditta ta' Brian
Tonna, Nexia BT, liema ditta kienet responsabbli biex twaqgfu u gew registrati
fil-Panama kumpaniji sigrieti jumejn biss wara l-elezzjoni generali tal-2013,
wahda ghall-Ministru Konrad Mizzi, l-ohra ghac-Chief of Staff tal-Prim
Ministru, s-Sur Keith Schembri u l-ohra ghal xi hadd iktar importanti minn



/"x

dawn it-tnejn peress li isem il-beneficcjarju kien inghata permezz ta' Skype
minn Karl Cini ta' Nexia BT 1il Mossack Fonseca fil-Panama;

[lli matul I-ahhar xhur is-sidien ta' Mossack Fonseca gew arrestati fil-Panama
mill-Pulizija tal-Panama taht investigazzjoni fuq hasil ta' flejjes u korruzzjoni
ingenti;

i din l-informazzjoni li I-gurnal Tedesk gal li intbaghtet jew tinsab fil-process
imminenti i tintbaghat Malta ghand il-Pulizija Maltija tikkoncerna u
tikkomprendi kumpaniji proprjeta ta' imwaqgfa, jew imhaddma fuq
struzzjonijiet ta' Brian Tonna, Karl Cini, Adrian Dixon (dttadin mill-Panama
impjegat ta' Brian Tonna fMalta), is-Sur Keith Schembri (Chief of Staff tal-
Ufficju tal-Prim Ministru), il-Ministru 1-On. Konrad Mizzi, Malcolm Scerri,
Pierre Sladden, Adrian Hillman, is-Sinjura Sai Mizzi, Cheng Chen (cittadin
Ciniz detentur ta' passaport Ciniz bin-numru G32458221 involut fin-negozjati
biex Shanghai Electric akkwistat 33% tal-Enemalta u x-xiri tal-power station ta'
Delimara u li ghandu kumpanija sigrieta fil-British Virgin Islands (Torbridge
Services Inc) imwaqqfa ghalih minn Brian Tonna ft-2013), Andre Micallef,
Lorraine Falzon, Mathew Pace

(dawn it-tlieta lkoll rapprezentanti ta' MFSP, ditta i tipprovdi servizzi
finanzjarji), Rita Mizzi, Carmen Mizzi u Emanuel Mizzi minn Haz-Zabbar;

i din l-informazzjoni tinkludi emails, dokumenti PDF, ritratti, Office
documents u hafna iktar;

i peress li din l-informazzjoni tinsab fformat digitali, ir-riskju li kif tasal
Malta din l-informazzjoni tkun manipulata jew imbaghbsa huwa kbir;

i huwa impellenti 1i 1-Magistrat Inkwirenti jkollu kopja ta' dak kollu li 1-
awtoritajiet Germanizi baghtu jew ser jibghatu lill-Pulizija Maltija originanti
mis-servers tal-Mossack Fonseca u biex din il-kopja tigi parti integrali mill-atti
tal-Inkjesta de guo;
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In segwitu ghal dan ir-rikors gie mismugh Dr. Simon Busuttil jixhed bil-
gurament. Fil-frattemp pero bil-ghan li jkun hemm kordinazzjoni ahjar tal-
azzjoni li riedet tittiehed interament mill-Awtoritajiet Gudizzjarji Maltin
relattivament ghall-inkjesti li kienu minnhom kondotti sar kuntatt mal-gja

Magistrat Dottor Anthony Vella sabiex tigi determinata x’azzjoni kienet

Illi huwa impellenti ghas-serhan il-mohh tal-integrita tal-investigazzjoni mertu
ta' din l-inkjesta u ghar-ricerka tal-verita li -Magistrat Inkwirenti jkollu huwa
wkoll, apparti I-Pulizija, taht il-kontroll tieghu u ghad-disposizzjoni tieghu 1-
informazzjoni kollha, li hija f' ammont kbar hafna, u dan mill-iktar fis biex ikun
evitat kull tbaghbis jew intralc tal-provi inkluzi f' din l-informazzjoni u biex jigi
evitat kull tkaxkir tas-saqajn jew aghar mill-Pulizija stante r-rifjut tal-Pulizija
Maltija li jagixxu fuq rapporti mimlija evidenza, inkluz dokumentarja, tal-
Financial Intelligence Analysis Unit fl-ahhar xhur fil-konfront ta' Maltin
msemmijin hawn fugq, inkluz ufficjali pubblici u politici involuti fkorruzzjoni u
hasil ta' flus;

Ghaldagstant l-esponenti umilment jitlob lil Magistrat Inkwirenti sabiex jordna
u jaghti dawk l-ordnijiet immedjati kollha necessarji u impellenti biex kopja
awtentika tal-informazzjoni mill-Panama Papers u mis-servers tal-Mossack
Fonseca 1i 1-Pulizija Maltija irceviet jew hija fil-process li tircievi mill-Uffiqu
tal-Prosekutur Federali Germaniz tkun ippreservata taht l-awtorita tal-
Magistrat Inkwirenti u tkun inserita fl-atti tal-Inkjesta Magisterjali, u dan
prevja kull talba mill-Magistrat Inkwirenti lill-Ufficju tal-Prosekutur Federali
Germaniz biex dan jipprovdi “checksum ’files” ghal kull digital file L I-
awtoritajiet Germanizi baghtu jew jinsabu fil-process li jibghatu lill-Pulizija
fMalta biex l-integrita tal-files digitali kollha tkun ippreservata u tkun tista’
tkun verifikata fil-mori tal-Inkjesta, u dan dejjem taht kull provvediment iehor
li -Magistrat Inkwirenti jrid jordna fl-ahjar amministrazzjoni tal-Gustizzja u
ghar-ricerka tal-vera verita shiha.
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lahget ittiehdet minn naha tieghu fid-dawl ta’ dak imsemmi fl-artiklu Nach

dem Beben bil-ghan li ma jigux duplikati sforzi u spejjez.

It-talba ta’ Dr. Busuttil kienet taga’ fil-parametri ta” dak li kien diga previst li
jsir mill-inkjesta gabel il-prezentata tar-rikors tieghu u it-talba ta’ Dr. Simon

Busuttil giet milqugha.

Ghall-bidu, sakemm sar kuntatt dirett mal-Prosekutur Germaniz il-
komunikazzjonijiet preliminari kienu saru bil-mezz tal-email mill-Assistent
Kummissarju Ian-Joseph Abdilla li nhar 1-1 ta’ Dicembru 2017 kiteb lir-
rapprezentant tal-BKA Holger Miltenberger biex jinfurmah bl-interess li kien
hemm minn naha tal-Pulizija Maltija u I-Magistrati Inkwirenti (Aaron Bugeja
— Egrant Inc; Natasha Galea Sciberras — Schembri — Tonna - Willerby; Josette
Demicoli — Schembri — Hillman - et;) biex jottjenu l-informazzjoni relattiva

mill-Panama Papers.

Fis-6 ta’ Dicembru 2017 gew mghoddija d-dettalji ta” Ralph Riegel, Head of
Division, International Criminal Law, European and Multilateral Co-operation in
Criminal Matters fil-Federal Ministry for Justice and Consumer Protection tar-
Repubblika tal-Germanja u Dakinhar stess intbaghtitlu rendikont dettaljat

dwar l-informazzjoni li kienet mehtiega relattivament ghall-inkjesta Egrant
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Inc. Kont gejt infurmat li fil-kaz ta’ informazzjoni mghoddija mill-BKA lil
Magistrat Inkwirenti Dr. Anthony Vella, l-Awtoritajiet Germanizi kienu
ddecidew li jimxu in bazi ghal informazzjoni spontaneja - li kienet wahda
mill-opzjonijiet li kellhom taht il-Konvenzjoni ta’ Palermo. Kien mahsub lil-
Awtoritajiet Germanizi setghu jipproc¢edu fl-inkjesta Egrant Inc in bazi ghall-

istess principju.

F1-14 ta’ Dicembru 2017 intbaghtet risposta minghand 1-Avukat Natalia Spitz
li kienet tghid hekk : -

III1 - 9352E —M12 - B5 3356/2017
Dear Mr. Bugeja,

Mr. Riegel informed me about your request and forwarded your request dated
December 6, 2017.

My name is Natalia Spitz and I am the public prosecutor, seconded to the
German Federal Office of Justice which is handling with individual cases on
the field of mutual legal assistance in criminal matters. So I am responsible for
your case.

Regarding your request below I would like kindly ask you to notice that
Germany has already implemented the Directive regarding the European
Investigation Order in criminal matters of 3 April 2014. The Maltese authorities
did same as well. In the light of the above the German authorities need your
request made according to the Form of the European Investigation Order as
you can see in Annex A of the Directive regarding the European Investigation
Order in criminal matters of 3 April 2014.

I kindly ask you to use this form and to send your request direct to the German
public prosecutor office which is responsible for executing of your request.
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Please note that according to German law the public prosecutor office in
Wiesbaden would be responsible for executing of your request:

Staatsanwaltschaft Wiesbaden

Mainzer Strafle 124

65189 Wiesbaden, GERMANY

Phone: 0611 32610

Fax: 0611 327061600

e-mail: verwaltung@sta-wiesbaden justiz.hessen.de

www.sta-wiesbaden.justiz. hessen.de

I hope that this explanations are useful for you. If your have further questions
or need any other assistance, please do not hesitate to contact me.

Best regards,

Natalia Spitz

Dan kien ifisser li ghall-din it-talba l-inkjesta kienet kostretta tipprocedi
b'Mandat t'Investigazzjoni Ewropew — l-ewwel wiehed ta’ din ix-xorta li
kien ser isir f Malta. Dan il-modus operandi f'dan il-kaz kien differenti minn
dak adottat precedentement mill-istess Awtoritajiet fil-kaz tal-inkjesta
relattiva ghall-omic¢idju ta’ Daphne Caruana Galizia. Stante li din I-
informazzjoni kienet mehtiega u kienet fil-pussess tal-Awtoritajiet

sar il-Mandat t'Investigazzjoni Ewropew minghajr aktar dewmien.
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Fis-27 ta” Dicembru 2017 kiteb lura Ralph Riegel li stqarr li kienu geghdin
jehtiegu 1i jigi mwettaq il-Mandat t'Investigazzjoni Ewropew which should
make it easier for us to handle the request on a firm legal basis. Fit-twegiba
mibghuta lilu l-ghada, gie notat li 1-Magistrat Inkwirenti kien kemxejn
sorpriz b’dan il-pass mehud minnhom in kwantu fl-inkjesta kondotta mill-
Magisrtat Vella I-Awtoritajiet Germanizi kienu mxew bi proéedura aktar
semplic¢i u diretta. Izda xorta wahda t-talba tal-Awtoritajiet Germanizi ghal
hrug ta’ Mandat t'Investigazzjoni Ewropew giet sodisfatta. Fit-twegiba
tieghu l-ghada huwa informa li dan il-modus operandi kien mehtieg ukoll fil-
kaz li din l-informazzjoni li setghu jaghtu kienet tigi wzata bhala evidenza

fil-Qorti.

[I-Mandat t'Investigazzjoni Ewropew, li jifforma parti minn din l-inkjestagie
mibghut lill-Awtoritajiet Gudizzjarji Germanizi wara li gie ffirmat mill-

Avukat Generali Dr. Peter Grech nhar it-12 ta’ Jannar 2018.

It-talba li kienet qeghda ssir kienet sabiex l-Awtoritajiet Gudizzjarji Maltin
ikollhom access ghall-informazzjoni kontenuta fil-Panama Papers cache u
checksum files fil-pussess tal-Awrtoritajiet kompetenti Germanizi. Il-modalita’
tat-tiftix kellha tkun bazata fuq sett ta’ keywords u filtri numeric¢i li kienu

rilevanti ghal din l-inkjesta u li lista taghhom giet provduta f'annex A mal-

188



enite]
o
<
ok
o
[ ond ¥
GO
"N"w:l
C.
-

Mandat t'Investigazzjoni Ewropew innifsu. Dan l-annex kien jinkludi s-

segwenti

Annex A

1. Individuals: -

Muscat Joseph

Muscat Michelle

Tanti Michelle

Muscat Etoille Ella

Muscat Soleil Sophie

Keith Schembri or Keith Allen Schembri
Josette Schembri Vella

Konrad Mizzi

Liang Mizzi Sai

John Dalli

Karl Cini

Brian Tonna

Seyed Ali Sadr Hasheminejad
Negarin Sadat Sadrhasheminejad or Negarin Sadr or Negarin Sadr Hashemi Nejad
Arzu Aliyeva

Leyla Aliyeva

Robert John Baker

Farnoush Farsiar

Jaqueline Jasine Alexander Parrales or Jagueline Alexander
Giselle Yajaira Ocampo Fonseca
Michelle Buttigieg

William Buttigieg

Maria Efimova

Seyed Mohsen Torabi
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2. Companies:

Egrant Inc

Tillgate Inc

Hearnville Inc

Dubro Limited SA, Panama
Aliator SA, Panama

ATC Administrators Inc, Panama
Orion Trust

Haast Trust New Zealand
Rotoura Trust

Mossack Fonseca

Pilatus

Pilatus Bank

Sahra

Sahra FZCO

Al Sahra

Al Sahra FZCO

Shams Al Sahra

Shams Al Sahra FZCO

BTI Management Limited, Malta
BT International Limited

NEXIA BT, Malta

Dubro Limited SA, Panama
Aliator Limited SA, Panama
Buttardi

Jewellery

Colson Services Limited

Colson

Exir

SMT Pistachio Ranch and Management LLC

3. Key words:
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“Non-resident account” relative to Egrant, Hearnville, Tillgate;
“Declaration of trust”;

“Declarations of trust”;

“Bank account” relative to Egrant, Hearnville, Tillgate;

“Bearer shares” relative to Egrant, Hearnville, Tillgate

“Rabat, Malta”

4. Numerical filters : -

“USD 1.017 million”;
“USD 1,017,000”;
“USD 100,0007;
“USD 400,000

“807956S”

“16/05/1974"

Annex B

Involved person: 1

Name : Muscat
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First name : Joseph
Sex: Male
Nationality : Maltese

Identity card number:110274M

Date of birth : 22/01/1974
Place of birth : Pieta’, Malta
Residence : 52, San Pawl Milqi, Burmarrad, San Paw] il-Bahar, Malta

Languages spoken: Maltese, English, Italian

Involved person : 2

Name : Muscat
First name : Michelle nee’ Tanti
Sex : Female
Nationality : Maltese

Identity card number:260174M

Date of birth : 16/05/1974
Place of birth : Rabat, Malta
Residence : 52, San Pawl Milgi, Burmarrad, San Pawl] il-Bahar, Malta

Languages spoken : Maltese, English

Even though not being in the main focus of this inquiry, certain facts affecting
other PEPs mentioned in the said blogposts are also being investigated. The

PEPs in question are : -
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Involved person 3: -

Name: Mizzi

First name : Konrad

Sex : Male

Nationality : Maltese

Identity card number:521577M

Date of birth : 04/11/1977

Place of birth : Malta

Residence : (Last known) Flat 4, 46 Avril, Ix-Xatt ta” Tigne’, Sliema,
SLM3011, Malta.

Languages spoken : Maltese, English

Involved person 4 : -

Name : Mizzi-Liang
First name : Sai

Sex : Female
Nationality : Chinese

Identity card number:24625A

Date of birth : 03/04/1977
Place of birth : China
Residence : (Last known) Flat 4, 46 Avril, Ix-Xatt ta’ Tigne’,

Sliema, SLM3011, Malta.

Languages spoken: Chinese, English
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Involved person5: -

Name : Schembri

First name : Keith (Keith-Allen)
Sex : Male

Nationality : Maltese

Identity card number:331975M

Date of birth : 26/07/1975
Place of birth : Malta
Residence : Villa Abelia, Santa Marija Gardens, Unit C4, Triq

iz-Zebbug, Mellieha.

Languages spoken : Maltese, English

Involved person 6: -

Name : Schembri-Vella
First name : Josette

Sex : Female
Nationality : Maltese

Identity card number:177876M

Date of birth :
Place of birth : Malta
Residence : Villa Abelia, Santa Marija Gardens, Unit C4, Triq

ii—Zebbug, Mellieha.

Languages spoken: Maltese, English
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Involved person 7: -

Name : Dalli
First name : John
Sex : Male
Nationality : Maltese

Identity card number:851948M

Date of birth :
Place of birth : Malta
Residence : 1400, Block 14, Portomaso, St. Julians, PTMO01

Languages spoken: Maltese, English

Secondary investigation

Involved person §: -

Name : Buttigieg
First name : Michelle
Sex : Female
Nationality : Maltese

Social Security no.: 068-88-4337

Date of birth :

Place of birth : Malta

Residence : 402 East 74th Street, #1E, New York, NY10021,
United States of America.
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Languages spoken : Maltese, English
(Additional information) - telephone number 001-212-737-3944;
cell 001-646-309-8398; email buttigieg_michelle@hotmail.com.

Ms. Buttigieg has a business enterprise called “Buttardi”. The business address
of Buttardi is 334 East 78 Street, New York, NY10021, United States of America.
The Employer ID number is 20-5107989.

Involved person 8 : -

Name : Sadrhasheminejad or Sadr Hasheminejad
First name : Negarin or Negarin Sadat

Sex : Female

Nationality :

Passport no. : RE011834

Date of birth :

Place of birth :

Residence : 7117 Natelli Woods LN, 20817 Bethesda,

Maryland, United States of America
Languages spoken : English

Additional info : His father is Mohammad Sadr Hasheminejad, who is, or used
to be chairman of the Eghtesad Novin Bank in Tehran, Iran.

Legal persons involved

Legal Persons involved : 1
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Name : Egrant Inc.

Registered seat : Marbella, 54th East Street #3A, City of Panama,
Republic of Panama, incorporated on the 9th July 2013 and dissolved on the
19th January 2017.

Registration number: Microjacket number 2421806 of the Public Registry’s
Mercantile Section.

Address (Agent): MF Legal Services, Mossfon Building, 2nd Floor, East
Street, P.O. Box 0832-0886 W.T.C., Republic of Panama.

Legal Persons involved : 2
Name : Tillgate Inc.

Registered seat : Marbella, 54th East Street #3A, City of Panama,
Republic of Panama, incorporated on the 9th July 2013.

Registration number: Microjacket number 808516 of the Public Registry’s
Mercantile Section.

Address (Agent): MF Legal Services, Mossfon Building, 2nd Floor,
East Street, P.O. Box 0832-0886 W.T.C., Republic of Panama.

Linked entity - HAAST Trust created by means of a declaration
of trust dated 22nd July 2015. The Trustee is Orion Trust (New Zealand)
Limited, a company having its registered office at Bentleys Chartered
Accountants, 13th Floor, DLA Piper Tower, 205, Queen Street, Auckland 1010,
New Zealand.

Legal Persons involved : 3

Name : Hearnville Inc.
Registered seat : Marbella, 54th East Street #3A, City of Panama,

Republic of Panama, incorporated on the 4th July
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2013.

Registration number: Microjacket number 808074 of the Public
Registry’s Mercantile Section.

Address (Agent): MF Legal Services, Mossfon Building, 2nd Floor,
East Street, P.O. Box 0832-0886 W.T.C., Republic

of Panama.

Linked entity - Rotorua Trust created by means of a declaration
of trust dated 22nd July 2015. The Trustee is Orion Trust (New Zealand)
Limited, a company having its registered office at Bentleys Chartered
Accountants, 13th Floor, DLA Piper Tower, 205, Queen Street, Auckland 1010,
New Zealand.

Annex C

The facts giving rise for the issue of the EIO

The Maltese Inquiring Magistrate is currently investigating allegations of a
criminal nature made by local media, principally by the recently
murdered Maltese journalist Daphne Caruana Galizia against the Prime
Minister of Malta, Dr. Joseph Muscat and other Politically Exposed
Persons (hereinafter for ease of reference this is being referred to as the “Egrant
Investigation”). Dr. Muscat himself had lodged a request for this
investigation following publication of these allegations. Dr. Muscat is

claiming that these allegations are totally unfounded.
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The principal allegations originating from two blogposts published on the
20th April 2017 entitled :

“US$1.017 million in single transaction from Azerbaijan-owned company to
Egrant Inc.” published at 4:41pm;

“Declarations of trust in Pilatus Bank safe: Egrant Inc shares held for Michelle
Muscat” published at 19:59, namely that -

that Mrs. Michelle Muscat, the Prime Minister's wife and hence a ‘Politically
Exposed Person’, is the ultimate beneficial owner of Egrant Inc., which is a

company incorporated in the Republic of Panama; and

the back accounts of this same company, Egrant Inc., were in receipt
of considerable sums of money from Al Sahra FZCO, a company belonging
to Leyla Aliyeva, daughter of the President of Azerbaijan (hence another
‘Politically Exposed Person’).

Ms. Galizia claimed that Egrant Inc. belongs to Mrs. Michelle Muscat, the
Prime Minister's wife, on the strength of two declaratioris of trust allegedly
provided to Pilatus Bank as a prerequisite for the opening of an account
for Egrant Inc. with the same Bank. These declarations of trust allegedly show
that the shares inEgrantInc, a Panamanian company are held
by Mossack Fonseca as nominees for Mrs. Michelle Muscat. This inquiry is

also investigating the existence and authenticity of these documents.
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Ms Galizia claimed that during the months of January, February and March
2016 there were several financial transfers of around US5$100,000 each made
twice a week over several weeks in the aforementioned months from the bank
accounts of the company Al Sahra FZCO held with Pilatus Bank in Malta to
bank accounts held by Egrant Inc. in Dubai. Moreover in March 2016, in the
same fashion, it is being alleged that there was a single transaction of US$1.017
million from Al Sahra FZCO to Egrant Inc.. These transactions were allegedly
all described as ‘loan payment’.

Apart from these principal allegations that the Inquiring Magistrate was tasked
to investigate, during the course of this inquiry, another blog post was posted
by Galizia wherein certain serious allegations were made and that required
verification. In this blogpost published on the 21st April 2017 at 00:04 entitled
“US$400,000 “loan payment” to Michelle Muscat jewellery business partner
from sister of Pilatus Bank owner”, Galizia claimed that Mrs. Michelle Muscat,
has a friend called Michelle Buttigieg, who in 2014, was appointed “Malta’s
tourism representative”. Buttardi is a costume jewellery business that Ms.
Buttigieg set up in 2003. Ms. Michelle Muscat, nee Tanti is still mentioned on

the company website as the contact person for the European market.

Galizia alleged that in March 2016 Ms. Buttigieg received US$400,000 from a
certain Negarin Sadrhasheminejad (or Negarin Sadr Hasheminejad, who is
also known by the shorter form of Negarin Sadr or a longer form as Negarin
Sadat Sadr Hasheminejad). The latter has a fashion business called “Negarin

London”. “Negarin London” has a website wherein it is stated that the brand
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has been established by Negarin Sadr in 2011. Negarin Sadr has a brother
named Seyed Ali Sadr Hasheminejad, 36, who is the chairman and allegedly
the ultimate beneficial owner of a bank registered in Malta called “Pilatus

Bank”, headquartered in Whitehall Mansions at Ta" Xbiex.

The blogger stated that Seyed Ali Sadr Hasheminejad is Iranian, but has four
passports issued to him by St Kitts & Nevis. His father is Mohammad Sadr

Hasheminejad, who is, or used to be chairman of the Eghtesad Novin Bank in

Tehran, Iran.

The blogger also alleged that in March 2016 Pilatus Bank had received urgent
instructions in order to open an account for Negarin Sadr. These instructions
came late in the evening, but bank officials were instructed that this transaction
could not wait until the next day. The account was immediately opened and
according to the blogger a loan of US$1 million were granted there and then to
Negarin Sadr for her fashion business. However then another instruction was
received that is as soon as the loan was processed, approximately U5$400,000
- were to be paid out from Negarin Sadr’s loan account to a bank account held
by “a Maltese woman who lives in New York and has a jewellery business

called Buttardi”. This woman, referred to by this blogger is Michelle Buttigieg.

The Inquiring Magistrate heard Michelle Buttigieg, on oath who stated that she
does not know Negarin Sadr and she has never ever conducted any business
with her or received any monies from her. She completely rejected the claims

made by the blogger. However the blogger claimed that this story was related
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to her by an ex-employee of Pilatus Bank. This ex-employee of Pilatus Bank
testified in the records of the investigation and confirmed the story mentioned

by the blogger in her blog post.

In the course of the inquiry it transpired that it was true that Negarin Sadr took
out a loan from Pilatus Bank. However various important details relating to
this loan were different from the ones mentioned in the blog post. The Bank’s
records show that Negarin Sadr’s bank account was opened on the 2nd
February 2016. On the 37 February 2016 Pilatus bank provided Negarin Sadr
with a loan of US$ 1.5 million (and not US$1 million as claimed by the blogger)
for the purchase of 12.375% interest in “SMT Pistacho Ranch and Management
LLC”. The inquiry received information showing that as at 1* June 2015, the
shareholder structure of “SMT Pistacho Ranch and Management LLC” was

already as follows:

Seyed Mohsen Torabi: 50.50%
Hanza LLC (Pegah Sadrhasheminejad): 12.375%
Altitude Capital LLC: 24.750%

Negarin Sadrhasheminejad: 12.375%

The investigation establised that this loan that was taken by Negarin Sadr from
Pilatus Bank for the amount of US$1.5 million were remitted directly and in
whole to Seyed Mohsen Torabi through correspondent bank called “Bank of
Valletta plc” to Torabi's bank being “Wells Fargo Bank, N.A. WFBIUS65XXX,
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San Francisco, CA, United States of America, bank account number
3675175735. Banking records show that the purpose for this remittance was
the “purchase of 12.375pct interest in SMT Pistachio Ranch and Management
LLC”.

These allegations have to be analysed further, because if proven, both the
principal as well as the secondary allegations will constitute the crime of
participating in a criminal organisation of at least three people and also the
serious crimes of Corruption and Money Laundering, both punishable by more

than four years imprisonment in terms of Maltese law.

The focus of the “Egrant Inc.” Inquiry is on Dr. Joseph Muscat and his wife Ms.
Michelle Muscat nee Tanti and the alleged ultimate beneficial ownership of
shares in Egrant Inc. held for Ms. Michelle Muscat by Mossack Fonseca

nominees as well as the alleged transfers of monies as detailed above.

Dawn id-dettalji kollha gew magbula wkoll mal-Forensic Accountants. Dan
il-Mandat t'Arrest Ewropew gie mwassal mid-Desk Malti tal-Eurojust lid-
desk Germaniz (Prosecution) sabiex jigi mghoddi lill-Prosekutur ta’
Wiesbaden. Minn dakinhar il-quddiem, ghajr hlief ghall-komunikazzjoni
minn Ralph Riegel, il-kumplament tal-komunikazzjonijiet tal-Prosekutur ta’

Wiesbaden ma din l-inkjesta, minn naha Germaniza, saru bil-Germaniz biss.
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Fil-frattemp fuq talba tal-Awtoritajiet Germanizi il-Mandat gie wkoll tradott

ghall-ilsien Germaniz.

Fit-8 ta’ Marzu 2018 giet ricevuta informazzjoni permezz ta’ email mill-

Prosekutur Tanja Altmann li, tradotta ghall-ilsien Ingliz, kienet tghid hekk:-

Dear Mr Bugeja,

Within the framework of checking the recognition and execution of the EIO
dated 12.01.2018 there are some points which I still need to clarify. For the time
being only a partial recognition is possible.

We know that there was a meeting of Federal Criminal Police Office
Wiesbaden, already on the 29.11.2017, with a judicial representative of the
Maltese authorities and a leading investigator in the murder case of the
journalist Galizia, in the course of which data contents from the database of the
so-called Panama Papers were handed over by a representative of the Federal
Ministry for Justice and Consumer Protection.

Part of the data requested in the EIO is identical with the ones contained on the
data carrier, so it seems that an approval for using them for judicial purposes
is in so far sufficient from our side, unless your authority does not have in hand
the data carrier already handed over, since, as far as we know here, there are

said to be several investigative procedures by the Maltese authorities in
connection with the Panama Papers.

The key words to be searched contained in the appendix of the EIO are only
covered in part by the described circumstances, which might be criminally
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relevant. Some of the listed persons and companies do however have no base
in Appendix C, so we cannot assess, for the time being, whether and in how
far these persons or companies might be involved in a criminally relevant
manner. The content of the EIO in so far does not contain the required
description of the criminal offence.

Further information is missing regarding the following persons or companies:
-Keith Schembri

-Josette Schembri Vella

- Konrad Mizzi

-Liang Mizzi Sai

- John Dalli

- Robert John Baker

- Famoush Farsiar

-Jaqueline Jasine Alexander Parrales or Jaqueline Alexander
- Giselle Yajaira Ocampa Fonseca

-Tillgate Inc.

-Hearnville Inc.

- Dubro Limited SA

- Aliatro SAlAliator Limited SA ATC Administrators
-Orion Trust

- Haast Trust

- Rotoura Trust

- BTI Management

-NexiaBT

- Colson Services Limited
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- Exir
- Rabat, Malta
-8079565

The search terms Pilatus, Mossack Fonseca, Jewellery are too indefinite for a
search. Because of the large data material more concrete details are required
in order to allow a more targeted search.

Please let us know whether you have in hand the data carrier which was
handed over and whether an approval for judiciary use would be sufficient.
Regarding the key words listed above please amend and flesh out the EIO, so
that this can also be recognized and executed.

Din il-lista ta” keywords u numerical filters kienet giet migbura fuq pariri tal-
Forensic Accountants. Biss deher li l-operazzjoni kienet ser tkun aktar
komplikata jekk uhud minnhom ma jkunux riveduti u parti mill-fatti
kjarifikata.

Din l-email giet imwiegba b’email segwenti (fis-13:09) :

Dear Madam, many thanks for your e-mail the contents of which were noted.

[ am also referring this matter the Office of the Attorney General (being the
Competent Authority for Judicial Co-operation in criminal matters for Malta)
for their comments.
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However, I would like to make some preliminary observations.

First of all I would like to express my gratitude for your help and the fact that
you are considering our EIO. My role is that of a judicial investigative
authority and I am indeed carrying out an inquiry in terms of the Maltese
Criminal Code in relation to certain allegations made by Journalist Galizia in
respect of Michelle Muscat, the wife of Dr. Joseph Muscat. I am sending an
informal summary of the allegations as well as the provisions of criminal law
that could form the basis for an investigation if the allegations made by
journalist Caruana Galizia in relation to Michelle Muscat are found to be
founded on evidence. Following your request, the summary of these
allegations are going to be supplemented formally, but I decided to send them
to your Office spontaneously and informally in order for you to be able to take
any action you may deem necessary in furtherance to our request for co-
operation even at this stage.

I understand that certain keywords, like Pilatus, Mossack Fonseca, Jewellery,
Rabat, Malta are too vague. These keywords may be left aside and ought not
halt the process at this stage.

The number 8079568 is relevant on its own as it is the distinctive micro-jacket
number for the company Egrant Inc, attributed to it only in 2014 by the Panama
Public Registry after certain regulatory changes made by that Office in
2014. The letter S was not originally attributed to the company’s micro-jacket
number on its incorporation in July 2013. Hence any reference to this number
ending with “S” in the data cache in your possession will give us a clear
indication about developments taking place since 2014.

It is also true that we did not supply further details to you for Robert John
Baker, Farnoush Farsiar, Jaqueline Jasine Alexander Parrales or Jaqueline
Alexander, Giselle Yajaira Ocampa Fonseca, Dubro Limited S.A., Aliator S.A.,
ATC Administrators, BTI Management, Nexia BT, Colson Services Limited,

~

HRI- I T

ARy

J




T EQE e AN o

and Exir. Ishall try to see what other details can be gathered and supplied. We
thought that at this stage a preliminary search could have been sufficient to see
if there would have been any hits against any one of these keywords. If
positive then we would carry out our assessment accordingly. But I
understand that you require more precise details and parameters, which after
all is right.

In this spirit however, I note that in your list of persons or companies lacking
further information you include the names of :-

Keith Schembri,
Josette Schembri Vella,
Konrad Mizzi,

Sai Mizzi Liang and
John Dalli

Tillgate Inc.
Heamville Inc.

Orion Trust

Haast Trust

Rotorua Trust.

Please note that as far as the physical persons are concerned, we have already
supplied you their full personal details, including their dates of birth and
Maltese Identity card numbers, apart from their addresses etc. As for the
companies Tillgate Inc and Hearnville Inc, we have already provided to you
all the details of their incorporation in Panama, including the microjacket
number as well as their registered addresses and dates of incorporation. We
have also provided you with the available details for Orion Trust, Haast Trust
and Rotorua Trust too.

All this information is contained in Annex B to the EIO.

These are the most important persons in our investigation, along with Joseph
Muscat, Michelle Muscat and Egrant Inc, (whose details were also likewise
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supplied to you in Annex B, and in relation to who you requested no further
details).

In order to avoid any misunderstanding, can you kindly indicate what further
details do you require from us in relation to the list of persons or companies
that you highlighted as lacking further information in order for us to be able to
take immediate action and possibly to supply them to you as soon as possible.

Please note that in order to expedite procedures and ease co-operation in this
matter, [ am prepared to follow this request not only by formal supplementary
EIO, but also by visiting your Offices so as to illustrate and explain better to
you the focus of our investigation. I undertand that this will also help you with
your assessment in relation to our request for co-operation.

While I await your kind reply to the above, I once again thank you and send
you my best regards,

Aaron M. Bugeja
Magistrate.

Ma din l-email giet inkluza wkoll il-Fact sheet and criminal provisions guide li

kienet taqra hekk : -

Facts

The Inquiring Magistrate is currently investigating allegations of a criminal
nature made by local media against the Prime Minister of Malta, Dr. Joseph
Muscat and other Politically Exposed Persons. These allegations concern
mainly the following facts:
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i. that Mrs. Michelle Muscat, the Prime Minister’s wife and hence a ‘Politically
Exposed Person’, is the ultimate beneficial owner of Egrant Inc. It is established
that the same Egrant Inc. is a company incorporated in the Republic of Panama
with Microjacket number 2421806 of the Public Registry’s Mercantile Section;
and

ii.the back accounts of this same company, Egrant Inc, were in receipt of a
considerable sums of money from Al Sahra FZCQO, a company belonging to the
Leyla Aliyeva, daughter of the President of Azerbaijan (hence another ‘Politically
Exposed Person’).

Local media is claiming that Egrant Inc. belongs to Mrs. Michelle Muscat, the
Honourable Prime minister’s wife, on the strength of two declarations of trust
allegedly provided to Pilatus Bank as a prerequisite for the opening of an
account for Egrant Inc. with the same Bank. These declarations of trust
allegedly show that the shares in Egrant Inc, a Panamanian company are held
by Mossack Fonseca nominees for Mrs. Michelle Muscat.

With regards to the alleged transactions, it is being claimed that during the
months of January, February and March 2016 there were several transactions
of around US$100,000 each made twice a week over several weeks in the
aforementioned months from the bank accounts of the company Al Sahra
FZCO held with Pilatus Bank in Malta to bank accounts held by Egrant Inc in
Dubai. Moreover in March 2016, in the same fashion, it is being alleged that
there was a single transaction of US$1.017 million from Al Sahra FZCO to
Egrant Inc.. These transactions were allegedly all described as ‘loan payment’.

Preliminary investigations within Pilatus Bank gave rise to serious suspicions
that such transactions, if they were ever carried out, might have been executed
through other banks, possibly even outside the Maltese Jurisdiction. In this
same context, it was also being alleged that two senior government officials,
namely the then Minister for Energy (Konrad Mizzi) and the Prime Minister’s
Chief of Staff (Keith Schembri) were the UBO's of two other sister companies
Heamville Inc. (microjacket number 808074) and Tillgate Inc. (microjacket
number 808516) both set up in Panama by Mossack Fonseca in July 2013
through the intermediary services of Maltese Accountants Brian Tonna and
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Karl Cini of firm Nexia BT. It transpired that Keith Schembri was an account
holder with Pilatus Bank.

In the event that these allegations are proven, in terms of Maltese Law and the
United Nations Convention against Transnational Organized Crime and the
Protocols thereto (the Palermo Convention) they will constitute the crime of
participating in a criminal organisation of at least three people and also the
serious crimes of Corruption and Money Laundering, both punishable by more
than four years imprisonment in terms of Maltese law.

The Offences

In view of the above the Inquiring Magistrate is investigating these allegations
which, if founded, could lead to an investigation for participation in a criminal
organisation, corruption and money laundering in terms of Chapters 9 and 373
of the Laws of Malta. The relevant legal articles are being reproduced
hereunder:

Organised Crime, Article 83A of Chapter 9 of the Laws of Malta
83A. (1) Any person who -

(a) promotes, constitutes, organises or finances an organization with a view
to commit criminal offences liable to the punishment of imprisonment for a
term of four years or more; or

(b) knowing or having reasonable cause to suspect the aim or general activity
of the organization set up for the purpose mentioned in paragraph (a), actively
takes part in the organisation’s criminal activities, including but not limited
to the provision of information or material means or the recruitment of new
members, shall be guilty of an offence and shall liable, on conviction, to the
punishment of imprisonment for a term from four to nine years.
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(2) Any person who belongs to an organisation referred to in subarticle (1) shall
for that mere fact be liable to the punishment of imprisonment for a term from
two to seven years.

(3) Where the number of persons in the organisation is ten or more the
punishment in the preceding subarticles shall be increased form one to two
degrees.

(4) Where the person found guilty of an offence under this title is the director,
manager, secretary or other principal officer of a body corporate or is a person
having a power of representation of such a body or having an authority to take
decisions on behalf of that body or having authority to exercise control within
that body and the offence of which that person was found guilty was
committed for the benefit, in part or in whole, of that body corporate, the said
person shall for the purposes of this title be deemed to be vested with the legal
representation of the same body corporate which shall be liable as follows:

(a) where the offence of which the person was found guilty is the offence
in subarticle (1), to the payment of a fine (multa) of not less than thirty-four
thousand and nine hundred and forty euro and sixty cents (34,940.60) and not
more than one hundred and sixteen thousand and four hundred and sixty-
eight euro and sixty-seven cents (116,468.67);

(b) where the offence of which the person was found guilty is the offence
in subarticle (2), to the payment of a fine (multa) of not less than twenty-three
thousand and two hundred and ninety-three euro and seventy-three cents
(23,293.73) and not more than sixty-nine thousand and eight hundred and
eighty-one euro and twenty cents (69,881.20);

(c) where the offence of which the person was found guilty is punishable
as provided in subarticle (3) of this article -
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(i) where the offence is that provided in subarticle (1), to the punishment of a
fine (multa) of not less than forty-six thousand and five hundred and eighty-
seven euro and forty-seven cents (46,587.47) and not more than one million
and one hundred and sixty-four thousand and six hundred and eighty-six
euro and seventy cents (1,164,686.70);

(ii) where the offence is that provided in subarticle (2), to the punishment of a
fine (multa) of not less than thirty-four thousand and nine hundred and
forty euro and sixty cents (34,940.60) and not more than one hundred and
sixteen thousand and four hundred and sixty-eight euro and sixty-seven cents
(116,468.67).

(5) The criminal action for an offence against the provisions of this article may
be prosecuted in Malta notwithstanding that the organization of persons is
based or pursues its criminal activities outside Malta.

Corruption, Articles 112, 114, 115, 118, 119 and 120 of Chapter 9 of the Laws
of Malta

112. Any officer or person employed in any public administration, or any
person employed by or under the Government, whether authorized or not to
receive moneys or effects, either by way of salary for his own services, or on
account of the Government, or of any public establishment, who shall, under
colour of his office, exact that which is not allowed by law, or more than is
allowed by law, or before it is due according to law, shall, on conviction, be
liable to imprisonment for a term from three months to one year.

114. Where the crimes referred to in the last two preceding articles are
accompanied with circumstances which render such crimes liable also to other
punishments, the higher punishment shall be applied with an increase of one
degree.



115. (1) Any public officer or servant who, in connection with his office or
employment, requests, receives or accepts for himself or for any other person,
any reward or promise or offer of any reward in money or other valuable
consideration or of any other advantage to which he is not entitled, shall, on
conviction, be liable to punishment as follows:

(a) where the object of the reward, promise or offer, be to induce the officer or
servant to do what he is in duty bound to do, the punishment shall be
imprisonment for a term from six months to three years;

(b) where the object be to induce the officer or servant to forbear from doing
what he is in duty bound to do, the punishment shall, for the mere
acceptance of the reward, promise or offer, be imprisonment for a term from
nine months to five years;

(c) where, besides accepting the reward, promise, or offer, the officer or servant
actually fails to do what he is in duty bound to do, the punishment shall be
imprisonment for a term from one year to eight years.

(2) Notwithstanding any other provision of this Code or of any other law, when
the offence against the provisions of this article is committed by a person who,
at the time when the offence was committed, held the office of Minister,
Parliamentary Secretary, Member of the House of Representatives, Mayor or
Local Councillor and the offence involved the abuse of such office, the
provisions of Title VI of Part III of Book Second of this Code shall not apply to
the said person or to any accomplice.

118. (1) Any member of the House of Representatives who requests,
receives or accepts, for himself or for any other per son, any reward or promise
or offer of any reward in money or other valuable consideration or of any other
advantage given or made with the object of influencing him in his conduct as
a member of the House shall, on conviction, be liable to imprisonment for a
term from one year to eight years.

(2) Notwithstanding any other provision of this Code or of any other law the
provisions of Title VI of Part III of Book Second of this Code shall not apply to



an offence under this article in respect of the said Member of the House of
Representatives or any accomplice.

119. The punishment of perpetual general interdiction or perpetual special
interdiction, or both, as the case may be, shall be added to the punishments
established in the preceding articles of this sub-title when the maximum of
such punishments exceeds two years’ imprisonment; when the maximum of
the said punishments does not exceed two years’ imprisonment, then the
punishment of temporary general interdiction or temporary special
interdiction, or both, as the case may be, shall be added.

120. (1) In the cases referred to in articles 115, 116, 117 and 118, the person who
bribes the public officer or servant or the member of the House of
Representatives, or the person to whom any of the said articles applies in
accordance with any provision under this Code or under any other law, as the
case may be, shall be deemed to be an accomplice.

(2) Where the public officer or servant or other person does not commit the
crime, the person who attempts to induce such officer or servant or other
person to commit the crime shall, on conviction, be liable to imprisonment for
a term from six months to three years:

Provided that when the crime is that referred to in article 117(c), the
punishment shall not exceed eighteen months imprisonment.

(3) Where the member of the House of Representatives does not commit the
crime, the person who attempts to induce such member to commit the crime
shall, on conviction, be liable to imprisonment for a term from six months to
four years.

Money Laundering, Articles 2 and 3 of Chapter 373 of the Laws of Malta

"money laundering” means -
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(1) the conversion or transfer of property knowing or suspecting that such
property is derived

directly or indirectly from, or the proceeds of, criminal activity or from an
act or acts of

participation in criminal activity, for the purpose of or purposes of concealing
or disguising the origin of the property or of assisting any person or persons
involved or concerned in criminal

activity;

(if) the concealment or disguise of the true nature, source, location, disposition,
movement, rights with respect of, in or over, or ownership of property,
knowing or suspecting that such property is derived directly or indirectly
from criminal activity or from an act or acts of participation in criminal
activity;

(iii) the acquisition, possession or use of property knowing or suspecting
that the same was derived or originated directly or indirectly from criminal
activity or from an act or acts of participation in criminal activity;

(iv) retention without reasonable excuse of property knowing or suspecting
that the same was derived or originated directly or indirectly from criminal
activity or from an act or acts of participation in criminal activity;

(v) attempting any of the matters or activities defined in the above foregoing
sub-paragraphs

(i), (ii), (iii) and (iv) within the meaning of article 41 of the Criminal Code;

(vi) acting as an accomplice within the meaning of article 42 of the Criminal
Code in respect of any of the matters or activities defined in the above
foregoing sub- paragraphs (i), (ii), (iii), (iv) and (v).

3. (1) Any person committing any act of money laundering shall be guilty of an
offence and shall, on conviction, be liable to a fine (multa) not exceeding two
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million and five hundred thousand euro (€2,500,000), or to imprisonment for a
period not exceeding eighteen years, or to both such fine and imprisonment.

Ghalhekk wara din l-email, nhar it-12 ta” Marzu 2018, dik l-istess email kienet

ukoll imwiegba lura bis-segwenti informazzjoni ulterjuri: -

Further to your email of the 8th March 2018 at 11:33 and to my reply of the
same date at 13:09, you wish to note the following.

I can confirm that part of the documents that are relevant to the captioned
investigation have been requested to Magistrate Dr. Anthony Vella who is
conducting the inquiry in relation to the assassination of Daphne Caruana
Galizia and they have been referred to me and were found to be relevant and
helpful. However given that the inquiry I have been charged with specifically
concentrates on various allegations made by Daphne Caruana Galizia in her
various articles relating to Maltese PEP mentioned in the EIO, a more specific
search in the database is being requested.

Further to the facts mentioned in Annex C to the main EIO, please note that the
main allegations being investigated are as follows :

i. that Mrs. Michelle Muscat, the Prime Minister’s wife and hence a ‘Politically
Exposed Person’ (PEP), is the ultimate beneficial owner (UBO) of Egrant Inc. a
company incorporated in the Republic of Panama with Microjacket number
807956 of the Public Registry’s Mercantile Section and Document number
2421806; and

ii. the bank accounts of this same company, Egrant Inc, were in receipt of
considerable sums of money from Al Sahra FZCO, a company belonging
to the Leyla Aliyeva, daughter of the President of Azerbaijan (hence
another PEP).
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Daphne Caruana Galizia claimed that Egrant Inc. belongs to Mrs. Michelle
Muscat, on the strength of two declarations of trust allegedly provided to
Pilatus Bank in Malta as a prerequisite for the opening of an account for Egrant
Inc. with the same Bank. These declarations of trust allegedly show that the
shares in Egrant Inc. are held by Mossack Fonseca nominees for Mrs. Michelle
Muscat. The text of her articles, which form part of the facts that are being
investigated, are as follows : -

US$1.017 million in single transaction from Azerbaijan-owned
company to Egrant Inc

In March last year (2016), Al Sahra FZCO - a company incorporated
in Dubai’s free zone — made a single payment transaction of

US$1.017 million to Egrant Inc, a company incorporated in Panama
in 2013.

The transaction, which was described as a “loan payment”, was
made from Al Sahra’s account at Pilatus Bank in Malta, to an
account which Egrant Inc holds with a bank in Dubai. This was not
the only “loan payment” which Egrant Inc received from Al Sahra
FZCO, but it was the largest single transaction. Other “loan
payments” were of around US$100,000 each and made twice a week
over several weeks in January, February and March last year (2016).

The bank account opening form for Al Sahra FZCO at Pilatus Bank
gives Leyla Aliyeva, daughter of [Tham Aliyev, ruler of Azerbaijan,
as the ultimate beneficial owner of the company. Payment
instructions for Al Sahra were given by Farnoush Farsian.

Egrant Inc also has an account at Pilatus Bank in Malta, but the
money was — significantly — not paid into that account. It was moved
out of the country.

The transaction was so large and raised so many questions that
Pilatus Bank’s US correspondent bank (it was a dollar transaction,
and at the time the bank had two US correspondent banks) stopped
it. After several days of negotiations, it went through.
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Until the payment was released, an employee at Nexia BT — which
made the arrangements to set up Egrant Inc in Panama with
Mossack Fonseca in 2013 - rang Pilatus Bank several times a day,
every day, to check on progress and to chase it up.

This website has the name of the employee, who left Nexia BT for
other employment when the Panama Papers scandal broke
worldwide the following month, but has not spoken to him.

The Nexia BT employee who followed up on this banking
transaction is the same one who submitted to Pilatus Bank the bank
account opening forms for Egrant Inc and for Tillgate Inc (UBO
Keith Schembri) and Hearnville Inc (UBO Konrad Mizzi), which
also have accounts at Pilatus Bank in Malta.

Like Egrant Inc, the other two companies have accounts at a bank in
Dubeai, too.

Declarations of trust in Pilatus Bank safe: Egrant Inc shares held
for Michelle Muscat

In the kitchen at the offices of Pilatus Bank in Ta’ Xbiex, there is a
safe in which certain files are kept, and also particular documents
marked for extreme secrecy. The safe used to be in the bank CEO'’s
office, but for some reason was moved to the kitchen.

In this safe, documents are held pertaining to Russian clients of the
bank, and to Maltese PEPs, including John Dalli, consultant to Prime
Minister Muscat, and Keith Schembri, the Prime Minister’s chief of
staff, both of whom have accounts with the bank in their own
personal names.

Dalli’s account is not used much, but the Prime Minister’s chief of
staff uses his regularly and his statements show highly suspicious
transactions involving people in Azerbaijan. This bank account is
separate to the one held in the name of his once-secret Panama
company, Tillgate Inc.
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The safe in the kitchen at Pilatus Bank also contains the documents
that answer the question which the whole of Malta has been asking
this past year: who owns Egrant Inc, the third company Brian Tonna
set up in Panama, for somebody so important that the name had to
be given over Skype, rather than in an email as it was for Konrad
Mizzi and Keith Schembri.

Those documents in the Pilatus Bank kitchen-safe are declarations
of trust which show that shares in Egrant Inc are held by Mossack
Fonseca nominees for “Mrs Michelle Muscat”.

The declarations of trust were provided to the bank by Brian Tonna,
as a prerequisite for opening an account for Egrant Inc, for which
the identity of the ultimate beneficial owner is required. Mrs
Muscat’s name is also given on another document held in the bank’s
safe: the account opening form for Egrant Inc.

These documents have been scanned and uploaded to the cloud, for
security purposes, by third parties so that they cannot be destroyed
by the bank.

This is the text of the two declarations of trust which were in the
kitchen-safe at Pilatus Bank

The first Declaration of Trust is issued by a company called DUBRO
LIMITED S.A.

Dubro Limited S.A.
P.O. Box 0832-0886 W.T.C. PANAMA
REPUBLIC OF PANAMA

DECLARATION OF TRUST

The document states that Dubro Limited S.A., in its capacity as
subscriber, acknowledges that it holds a share of:
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EGRANT INC.

8079565

of The Penthouse, Suite 2, Capital Business Centre, Entrance C,
Triq taz-Zwejt, San Gwann, SGN3000, MALTA

and that this share is being held as Nominee of and Trustee for Ms
Michelle Muscat nee Tanti; Date of Birth: 16/05/1974; Place of Birth:
Rabat, Malta

The declaration of trust is dated 20 August 2015 and is signed by
Jaqueline Alexander as director of Dubro Limited S.A.

The second Declaration of Trust is issued by a company called ALIATOR
SA.

ALIATOR S.A.
P.O. Box 0832-0886 W.T.C. PANAMA
REPUBLIC OF PANAMA

DECLARATION OF TRUST

The document states that Aliator S.A., in its capacity as subscriber,
acknowledges that it holds a share of:

EGRANT INC.

8079565

of The Penthouse, Suite 2, Capital Business Centre, Entrance C,
Triq taz-Zwejt, San Gwann, SGN3000, MALTA

and that this share is being held as Nominee of and Trustee for Ms
Michelle Muscat nee Tanti; Date of Birth: 16/05/1974; Place of Birth:
Rabat, Malta

This declaration of trust is also dated 20 August 2015 and signed by
Jaqueline Alexander as director of Aliator S.A.
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Apart from these blog posts, Ms Galizia published another blog post on the
21st April 2017 that is also being reproduced for ease of reference.

US5$400,000 “loan payment” to Michelle Muscat jewellery
business partner from sister of Pilatus Bank owner

Seyed Ali Sadr Hasheminejad, 36, is the chairman and ultimate
bereficial owner of Pilatus Bank, which is headquartered in
Whitehall Mansions at Ta” Xbiex. He is Iranian, but has four
passports issued to him by St Kitts & Nevis. His father
is Mohammad Sadr Hasheminejad, who is chairman of the
Eghtesad Novin Bank in Tehran, Iran.

Seyed Ali Sadr Hasheminejad has a sister, Negarin Sadr
Hasheminejad — known by the shorter form of Negarin Sadr — who
has a fashion business called Negarin London. Both siblings live
between London and the US.

In March last year, Pilatus Bank received urgent instructions to open
an account for Negarin Sadr, the chairman’s sister. It was late in the
evening, but bank officials were told that it couldn’t wait until the
next day.

The account had to be opened immediately and a loan of US$1
million granted there and then to Negarin Sadr for her fashion
business.

Then another instruction came in: as soon as the loan was processed,
a significant proportion of it — approximately US$400,000 — was to
be paid out from Negarin Sadr’s loan account to a bank account held
by “a Maltese woman who lives in New York and has a jewellery
business called Buttardi”.

The woman in question is Michelle Buttigieg and Buttardi is a
costume jewellery business she set up in partnership with Michelle
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Muscat (formerly Tanti) in 2003. Mrs Muscat is still in business with
her and is listed on the company website as the contact person for
the European market.

In 2014, Michelle Buttigieg was appointed “Malta’s tourism
representative” in the United States, on a salaried basis with perks.
She has no tourism or related experiehce, and there was no open call
for the post. The government has refused to publish her contract.

In this same context, it was also being alleged that two senior government
officials, namely the then Minister for Energy (Konrad Mizzi) and the Prime
Minister’s Chief of Staff (Keith Schembri — who holds a personal bank account
with Pilatus Bank Limited) were the ultimate beneficial owners of two other
companies Hearnville Inc. (microjacket number 808074) and Tillgate Inc.
(microjacket number 808516) that like Egrant Inc. were also set up in Panama
by Mossack Fonseca in July 2013 through the intermediary services of Maltese
Accountants Brian Tonna and Karl Cini of firm Nexia BT through the firm BTI
Management Limited which forms part of the Nexia BT accountancy firm and on
the 22nd July 2015 Konrad Mizzi, UBO of Hearnville Inc. setup a New Zealand
trust called Rotorua Trust while Keith Schembri, UBO of Tillgate Inc. set up
Haast Trust. Both trusts were set up with Orion Trust (New Zealand) Limited
standing as trustee. This can also be confirmed in part from some of the data
that you have available in the database in your possession.

The original micro jacket number of Egrant Inc is 807956. However as can be
seen in the text of the declaration of trust published by Daphne Caruana
Galizia, the microjacket number mentioned is 807956S. This number is
relevant on its own as it is the distinctive micro-acket number for Egrant Inc,
attributed to it only in 2014 by the Panama Public Registry after certain
regulatory changes made by that Office in 2014. The letter S was not originally
attributed to the company’s micro-jacket number on its incorporation on the
4th July 2013 when Egrant Inc was incorporated. Hence any reference to this
number ending with “S” in the database in your possession will give us a clear
indication about developments taking place since 2014.
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At this stage, in order to try to expedite procedures and to avoid any further
complications, as much as possible, we are willing to concentrate our request
for co-operation in relation to the following :

5. Individuals: -

* Muscat Joseph

* Muscat Michelle

e Tanti Michelle (Michelle Muscat’s maiden surname)

* Muscat Etoille Ella (daughter of Joseph Muscat and Michelle Muscat)

» Muscat Soleil Sophie (daughter of Joseph Muscat and Michelle Muscat)
e Keith Schembri or Keith Allen Schembri

e Josette Schembri Vella (wife of Keith Schembri)

¢ Konrad Mizzi

e Liang Mizzi Sai (wife of Konrad Mizzi)

e John Dalli

e Negarin Sadat Sadrhasheminejad or Negarin Sadr or Negarin Sadr Hashemi
Nejad

e Michelle Buttigieg

6. Companies:

e Egrant Inc

e Tillgate Inc

e Hearnville Inc

¢ Orion Trust (New Zealand) Limited
¢ Haast Trust, New Zealand

e Rotorua Trust, New Zealand

e Sahra FZCO

¢ Al Sahra FZCO

¢ Shams Al Sahra FZCO

e Buttardi

7. Numeric Filter

» “8079565”
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Kindly note that we supplied all pertinent details available to us in Annex B to
the original request. I hope that this satisfies your query and that progress can
be registered in this case.

Thanks and best regards,

Aaron M. Bugeja

Magistrate

In segwitu ghal din l-ittra gie maqgbul li biex ma jkunx hemm aktar dewmien
fl-ezekuzzjoni ta’ dan il-Mandat t'Investigazzjoni Ewropew issir zjara lill-

Prosekutur ta’ Wiesbaden. Giet magbula d-data tat-12 u 13 t' April 2018.

Fit-12 t’ April 2018 saret laqgha fl-Uffi¢ju tal-BKA f'Wiesbaden. Prezenti ghal
din il-laggha kien hemm il-Magistrat Inkwirenti flimkien mal-Assistent
Kummissarju Ian Joseph Abdilla. Minn naha Germaniza kien hemm il-
Prosekutur Tanja Altmann flimkien mad-Dirigent tal-BKA f'Wiesbaden,
nonche I-Kummissarju tal-Pulizija Frauke Goldschmidt u interpretu mill-
ilsien Ingliz ghal dak Germaniz u vice versa. Hemmhekk wara li saret
presentazzjoni dwar il-mod ta’ kif kienu hadmu 1-BKA giet mghoddija
extrenal hard disk drive tal-marka WD Elements Bis-serial number
WXP1A77J4SK4 li fiha kien hemm l-informazzjoni li 1-BKA kienu gabru mill-

Panama Papers Cache skont il-lista ta’ keywords u numerical filters li dehru fuq



lista li ged tigi wkoll annessa flimkien mal-faxxiklu relattiv ghal dan il-

Mandat t'Investigazzjoni Ewropew iffirmat minni u minn Tanja Altmann

nhar it-12 t' April 2018.

Minn naha Maltija tieghi ghaddejt lill-Awtoritajiet Gudizzjarji u Polizjeski
Germanizi informazzjoni kunfidenzjali li kont ghadni kif ir¢evejt nhar 1-10
t’April 2018 u li kellha x"tagsam ma parti mill-Panama Papers Cache li kienet
relattiva ghall-informazzjoni mehuda mis-servers ta’ Mossack Fonseca fl-
2017. Irrizulta li din l-informazzjoni kienet diga disponibbli ghall-dawn 1-
Awtoritajiet i wkoll ziedu ma dak li kienu ppreparaw billi ghaddew ukoll

din l-informazzjoni li kienet disponibbli ghalihom dwarhom.

Sussegwentement, din l-informazzjoni migbura in segwitu ghal dan il-
Mandat t'Investigazzjoni Ewropew kienet giet mghoddija lil rapprezentanti
ta” ANSEC IA Limited sabiex ikunu jistghu jaghmlu clone ta’ din I-
informazzjoni biex wara 1i tigi pprocessata minnhom bhala IT Forensic
Experts, wara l-informazzjoni indexed u f'format li jkun jista’ jigi moqri u
analizzat tigi mghoddija lil Forensic Accountants Harbinson Forensics ghall-
analizi taghhom. Fil-fatt ir-rapprezentanti ta” ANSEC IA Limited Rodger
Trotter u Jeffrey Nelson gew Malta u fis-26 t'April 2018 hadu din l-external

hard drive biex jaghmlu l-clone taghha. L-ghada din giet ritornata lura u issa
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tinsab parti minn dawn l-atti flimkien mal-faxxiklu relattiv ghall-Mandat

tInvestigazzjoni Ewropew de quo.

Suggeriment ghal talba ghal estensjoni tal-Mandat t'Investigazzjoni

Ewropew mill-Awtoritajiet Gudizzjarji Germanizi — laptops u hard disk

drives allegatament ta’ Daphne Caruana Galizia

Nhar it-18 ta’ Mejju 2018 giet ricevuta email minghand il-Prosekutri¢i Tanja

Altmann li kienet tghid hekk : -

1190 AR 3276/18

Sehr geehrter Herr Bugeja,

ich bedanke mich zunachst fiir Thre Mail vom 09.05.2018.

Zwischenzeitlich wurde hier weiteres mutmafliches Beweismaterial iiber
eine Anwaltskanzlei in Frankfurt am Main gewonnen, das fiir Sie
moglicherweise von Relevanz sein kann.

Es handelt sich hierbei um die Arbeitslaptops aus dem Nachlass der
ermordeten Frau Daphne Caruana Galizia, die an das BKA {ibergeben und
dort sichergestellt worden sind.

8]
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Unter Bezugnahme auf den beigefiigten Vermerk des Bundeskriminalamts
Wiesbadens vom 15.05.2018 rege ich ein ergdnzendes Ersuchen um
Ubergabe von Sicherungskopien der sichergestellten Festplatten an, damit
Ihnen eine justizielle Auswertung der vorhandenen Daten erméglicht wird.

Sofern Sie Ihre Europdische Ermittlungsanordnung auf diese
Sicherungskopien erweitern, kénnen wir uns hinsichtlich der Modalitdten
der Ubergabe noch verstindigen.

Mit freundlichen Griifien

gez. Altmann

Staatsanwaltin

gesendet von:

Anette Rzymski

Amtsinspektorin

Staatsanwaltschaft Wiesbaden
- Verwaltung -

Mainzer Str. 124, 65189 Wiesbaden
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Tel.: + 49 (0) 611/ 3261 6069

Fax: + 49 (0) 611/ 3270 61710

1190 AR 3276/18

Dear Mr. Bugeja,

I thank you first for your mail from 09.05.2018.

In the meantime, further suspected evidence about a law firm in Frankfurt
am Main has been obtained that may be relevant to you.

These are the work laptops from the estate of the murdered Mrs. Daphne
Caruana Galizia, which were handed over to the BKA and secured there.

With reference to the attached note of the Federal Criminal Investigation
Office of Wiesbaden from 15.05.2018 I suggest a supplementary request for
the transfer of backup copies of the seized hard disks, so that a judicial
evaluation of the existing data is possible.

If you extend your European Investigation Order to these backup copies,
we can still agree on the modalities of the transfer.

Best regards

signed Altmann

public prosecutor



sent by:

Anette Rzymski

Amtsinspektorin
Staatsanwaltschaft Wiesbaden

- Verwaltung -

Mainzer Str. 124, 65189 Wiesbaden
Tel.: + 49 (0) 611/ 3261 6069

Fax: + 49 (0) 611/ 3270 61710

From: Rechtshilfe@sta-wiesbaden.justiz.hessen.de

Sent: 18 May 2018 11:54

To: Bugeja Aaron at Judiciary

Subject: Mutual Assistance Correspondence in the Criminal Matters, EEA
of the General Attorney's Office dated 12.01.2018 concerning

Panama Papers

Attachments: Note BKA v. 15.05.2018.pdf

1190 AR 3276/18
Dear Mr Bugeja,
First, I would like to thank you for your Email dated 09.05.2018.

In the meantime, here in Frankfurt am Main, further suspected evidence
was obtained through a law firm that could possibly be of relevance.
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It is about the work laptops from the estate of the murdered Ms. Daphne
Caruana Galizia, that have been handed over to the BKA and are secured
there.

With reference to the attached note of the Federal Criminal Police Office
Wiesbaden dated 15.05.2018, I request an additional request for the
transfer of backup copies of the secured hard drives, so that they will
provide you a judicial evaluation of the existing data.

If you extend your European Investigation Order to the backup copies, we
can still agree on the modalities of the transfer.

Best Regards
signed. Altmann
Prosecutor

sent from

Anette Rzymski

Office Inspector

Public Prosecutor's Office Wiesbaden
Administration

Mainzer str 124, 65189 Wiesbaden
Tel: +49(0) 611/3261 6069

Fax: +49(0) 611/3270 61710

Email Correspondence

Itis not allowed by the Hessian's Courts and Judicial Authorities to lodge
a claim, to appeal or lodge an appeal etc. by email.

On the website of the Hessian Ministry of Justice
(http://fjustizministerium.hessen.de/service/electronischer-rechtsverkehr-0)
you can enquire about the electronic exchanges and the possibilities to file
electronic documents.

In the Ordinary Court proceedings, the online reminder is introduced.
Furthermore, please use the letter post or - if permitted - Telefax

Federal Criminal Police Office
BAO Olet/ SO 33 Wiesbaden,
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15.05.2018
Tgb.-Nr.: SO-E-008/18

Mutual Assistance correspondence in Criminal Matters with the Republic
of Malta European Investigation Order of the ™ Office of the Attorney
General ** dated 12.01.2018 in connection with the so-called ** Panama
Papers’’, Reference Nr. Public Prosecutor's Office Wiesbaden: 1190 AR
3276/18

NOTE

On the 17th KW the Frankfurt's Law Firm Feigen Graf contacted BKA and,
on behalf of unspecified clientele announced the short-term handover of
two work laptops as well as three hard disks from the estate of Ms.
Daphne Caruana Galizia. By appointment, the following laptops and Data
carriers were taken over and secured by the BKA on the 27.04.2018:

Number Amount Description of the objects Remarks

1 1 Aspire 7530-G-754G32Bn, SN | both hard drive slots empty; optical drive
LXARGOX01093403AA82525 | empty; No further data carriers detected in
(Computer Acer) charging | theBIOS

cable

2 1 Aspire E5-772-7980, S/N | drive bay empty; optical drive empty; PC
NXMVBEK037528108A66600 | does not boot even if the power supply is
(Computer Acer,) charging | connected

cable

3 1 Model: HN-M160MBB, S/N:
S258Y J9DB602776, P/N:
C7132-G12A-A2LKZ

(Hard disk, Samsung) 160 GB

4 1 Model: HM250HI S/N: SI
RUJ90Z607041 P/N:
34972-F121-ACOVY (hard
disk, Samsung)

250GB

5 1 Modet: WO05000LPVX-
22VOT, 5/N: WD-
WX11A35D4L 44, (hard
drive, ~Western  Digital)
500GB

[N
(V3]
o




Local IT forensics made the following findings:

Asservat 2, the Acer Aspire E5-772-7980 with the serial number
NXMVBEKO0375281 08A66600, left not "boot" even with connected power

supply.

Asservat 3, the Samsung hard drive with Model: HN-M160MBB, 5/N: 525Y
J9DB602776, P/N: C7132-G12A-A2LKZ (Hard disk, Samsung) 160 GB has a
physical defect. A total of 8192 bytes are unreadable. Of the

Rest of the data on the disk, but could be backed up.

Miltenberger, EKHK

Din l-email giet imwiegba nhar 1-24 ta’ Mejju 2018, 17:26, bis-segwenti:-

Dear Ms. Altmann, many thanks for your email the contents of which were
noted. I did not reply earlier as I am still making a round of consultations
with colleagues involved in the Daphne Caruana Galizia murder inquiry
and other investigations as well as with local expert witnesses. Ishall be in
a position to give you a detailed reply, hopefully, by tomorrow.

However till then, please note that Maltese Law of Criminal Procedure
follows the best evidence rule. Therefore it is of utmost importance that
these hard disks and computers remain in possession of the BKA for the
time being and that they are not delivered back to the persons who handed
them over to the BKA or to other third parties, as this could further
prejudice local investigations and inquiries.

I shall contact you with a more detailed reply soon.
Thanks and best regards,

Aaron M. Bugeja
Magistrate




Minhabba li din l-informazzjoni, jekk verament kienet korretta, kellha
implikazzjonijiet importanti u serji fir-rigward tal-inkjesti l-ohra pendenti,
mhux l-angas dwar il-gtil ta’ Caruana Galizia innifisha, gie infurmat ukoll
id-Deputat Kummissarju tal-Pulizija Silvio Valletta, nonche 1-gja Magistrat
Dr. Anthony Vella biha.

L-ghada, l-Famis, 25 ta” Mejju 2018, 17:55, intbaghtet email lil Prosekutur
Tanja Altmann fejn gew mistqarra l-implikazzjonijiet legali li din il-proposta

kellha nonche t-talbiet tal-Awtoritajiet Maltin.

Dear Ms. Altmann,

I thank you once again for your email of the 18th instant and for sharing
this information with me in the course of the European Investigation Order
currently in execution.

[ had to take some time to evaluate the situation not only by reference to
the inquiry that I am conducting but also by reference to other
investigations that are being carried out by the Malta Police as well as
inquiries carried out by other Magistrates on various issues that were also
the subject matter of the writings of Ms Caruana Galizia as well as the one
inquiring the murder of Ms Caruana Galizia herself. Potentially, the
documents in your possession may be relevant not only for my inquiry but
also, and if not more so, in relation to other pending inquiries by the other
Magistrates.

From your last letter ] understand that more than six months following the
murder of Ms Caruana Galizia, two (empty) laptops and three hard drives
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(one of which was partially damaged) allegedly belonging to the late Ms
Daphne Caruana Galizia, ended up in the hands of a firm of Frankfurt
Lawyers (from undisclosed sources) who delivered them to the German
Federal Police for a short period of time, in the state and condition described
by the German Federal Police in their letter that was copied to us.

This current situation described above relating to these laptops and hard
drives is particularly serious. Despite various efforts that were made by the
Malta Police and the Inquiring Magistrate to trace these laptops and hard
disks (which resulted only in dead ends), these laptops and hard disks have
been left untraced for more than six months and (as it has been reported)
nobody, including family members of Ms. Caruana Galizia, claimed to
know anything about their whereabouts. This despite the fact that the data
contained in the original working laptops and hard drives of Ms Caruana
Galizia could have constituted extremely important evidence in the
inquiries conducted by the Maltese Magistrates and the Maltese Police, not
least in relation to the murder, in Malta, of Ms. Caruana Galizia.

This situation may have already prejudiced the probatory value of these
documents as it now presents Maltese Judicial Authorities with a plethora
of legal problems in relation to admitting these laptops, hard disks and the
data contained therein as evidence in criminal proceedings.

Maltese Law requires proof of an uninterrupted and untainted chain of
custody of documents (including computer hardware, software and digital
data). In this particular case this may have already been compromised
given that there is a six month vacuum that no one can now credibly
account for. It will be very difficult, if at all possible, to prove an
uninterrupted and untainted chain of custody. Thesequencing of the chain
of evidence was compromised as for six whole months as there was no
proper identification and collection, analysis, storage, preservation,
transportation and presentation of the same to the Inquiring
Magistrate. Maltese Law requires clear evidence to establish who obtained
the documents, who secured the documents, as well as where and when
these documents were obtained and last but not least who had the effective
possession and control of these documents. This is not just a formality. In
such a scenario, any Defence lawyer worth his salt can easily shoot down at
once these documents during the course of a trial by jury.
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Secondly, Maltese Law requires Inquiring Magistrates to collect, preserve
and present evidence to the Public Prosecutor (Attorney General) in order
for him to be able to make a thorough assessment whether, on the basis of
legally admissible evidence, he can proceed with the exercise of the criminal
action. Inquiring Magistrates are not investigators and they are not
prosecutors. Without prejudice to the above, in the circumstances of this
case “bestevidence” (if they can be considered as such) can only be deemed
to be the original laptops and hard disks in your possession, and not merely
a “backup copy”.

Third, Maltese Law requires proof of authenticity of documents (including
computer hardware, software and digital data). We must be sure that these
laptops, hard disks and data really were Ms Caruana Galizia’s. This
analysis may still partially be carried out through interviews and also
technically by Forensic IT Specialists. However it is imperative for the
necessary tests and analysis to be carried out by Forensic IT Specialists on
the original documents themselves in order for some degree of success to
be registered in this field.

Moreover, if, for argument sake, all these legal hurdles are overcome, and
these documents or data contained therein or any part thereof satisfy the
legal requirements above mentioned, then the original documents
themselves will still be needed to form part of the record of the proceedings
in order for them to be deemed to be an integral part of a criminal
prosecution.

You appreciate that this is a very delicate and complex scenario that already
presents numerous challenges. Butin order to reduce any further prejudice
to these various investigations and inquiries, for the reasons
abovementioned, we kindly request your Offices to hand over to us the
actual original laptops and hard disks in your possession rather than “back
up copies”.

Despite the above caveats relating to the probatory value of these
documents, at this stage, we are still interested in obtaining the data
contained in these documents, at least to be treated as intelligence in the
course of the criminal inquiries. After due ascertainment of the data, we
can still try to see whether anything from this data can lead the investigators
to ascertain facts or obtain evidence from other legal sources.
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In order to facilitate the best use possible in the circumstances and to
expedite the process of analysis of these documents as detailed above, I
suggest that the UK Forensic IT Specialists (appointed by me during the
course of my inquiry) repair to your Offices in order that, together
with your Forensic IT Specialists, they make “clones” of the hard drives in
your possession. Thus while we request that the originals will be handed
over to us, the BKA will be in a position to retain one of the clones for safe
keeping, while the UK Forensic IT Specialists, on our behalf, will be in a
position to take possession of the original documents in order for them to
make their analyses and assessments on the original documents
themselves.

Kindly advise if you are in agreement with the above and when this can
take place in order for me to be able to make all the necessary arrangements
including with the said UK Forensic IT Specialists.

Furthermore, as I have advised you earlier, there are other Magisterial
Inquiries underway and that may be interested in information retrieved
from the documents in your possession as may be relevant to them, and as
subject to the caveats mentioned above. If the original documents are
handed over to me in the course of my inquiry, I would like to know
whether you would find any objection if I share the data contained in the
documents received with the other Magistrates conducting inquiries in
relation to and following allegations published by Ms Caruana Galizia as
well as the Magistrate conducting the inquiry on the murder of Ms. Caruana
Galizia.

I thank you for your kind attention to the above and request your expedient
reply to the same.

Best regards,
Aaron M. Bugeja,

Magistrate
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Nhar id-29 ta” Mejju 2018, 15:41 intbaghat reminder sabiex din l-email tigi
mwiegba kemm jista’ jkun malajr. It-twegiba waslet fl-4 ta’ Gunju 2018 fl-

15:39 fejn gie mistqarr : -

Sehr geehrter Herr Bugeja,

leider ist es aufgrund der Komplexitdt und Schwierigkeit der aufgetauchten
rechtlichen Probleme nicht moglich, IThnen auf hre E-Mail vom 25.05.2018
sehr zeitnah eine Antwort zukommen zu lassen, da hier zunichst eine
Priifung stattfinden muss, welche Beweismittel und in welchem Umfang
Ihnen diese im Rahmen eines Rechtshilfeverfahrens iiberlassen werden
koénnen.

Ihr grofses Interesse an einer zeitnahen Erledigung ist mir natiirlich bewusst
und die Bedeutung der Beweismittel fiir die maltesischen Behdrden ebenso,
nichtsdestotrotz miissen hier die rechtlichen Grundlagen fiir [hr Ansinnen
nach Aushdndigung der Originale gepriift werden, das so ohne weiteres
nicht erfiillt werden kann.

Da wir aber jede Moglichkeit, die maltesischen Behorden in den dortigen
Ermittlungen zu unterstiitzen, nutzen wollen, versuche ich nun, diesen
unterschiedlichen Interessen im Rahmen des rechtlich Méglichen gerecht
zu werden.

Sobald wie moglich werde ich wieder auf Sie zukommen und Thnen die
weitere Vorgehensweise unterbreiten.

Mit freundlichen Griifien
Tanja Altmann

(Staatsanwaltin)
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From: Rechthilfe@sta-wiesbaden.justiz.hessen.de

Sent: 04 June 2018 15:39

To: Bugeja Aaron at Judiciary

Subject: AW: Mutual assistance in Criminal Matters; EEA of the
General Attorney's Office dated 12.01.2018 concerning Panama
Papers

Dear Mr Bugeja,

Due to the complexity and difficulty of the arisen legal problems,
unfortunately it is not possible to send you a very prompt reply to
your Email dated 25.05.2018. For, an examination must first

take place over here, on which evidence and to what extent this can
be provided to you within the framework of a mutual assistance.

Of course, I am aware of your great interest in a prompt conclusion
and even the importance of evidence for the Maltese Authorities,
nevertheless the legal bases for your request after the handing over
of the originals must be examined here, that cannot be fulfilled so
easily.

Since we want to use every possibility, to support the Maltese
Authorities in the local investigations, I now try to satisfy these

different interests to the extent of legally possible.

I will get back to you as soon as possible and I will submit you the
further procedure.

Best Regards
Tanja Altmann
(Prosecutor)

Fis-6 ta’ Gunju 2018 fil-10:55 din l-email giet imwiegba hekk : -
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Dear Ms Altmann, many thanks for your reply.

I appreciate that you have noted the seriousness of the situation we have
been facing all along and the delicate and urgent nature of the matters at
hand.

I explained to you in detail the reasons why the Maltese Magistrates and
Police require the original documents. But I also understand that this may
require more time for you to process this request.

At this stage, time is completely against the Maltese inquiries.

While retaining firm our request for the original documents, and our
preliminary position in relation to the probatory value of the equipment
and data in possession of the BKA, but in order to try to save some time and
at least get to know what information there might be on these hard drives
that could, after due authentication procedures and assessment possibly
serve as information of interest to the Maltese inquiries, please advise

whether at this stage you can deliver to us clones of the hard drives in
possession of the BKA.

If you agree with this proposal, we would be in a position to see whether
and to what extent data on the hard drives, (always subject to the caveats
mentioned in my email of the 25%*May), might be of
interest to the different Maltese inquiries and which aspects each and every
one of them might be interested to follow up in more detail possibly from
separate sources that could lead to evidence in criminal inquiries.

This present request is therefore being made :

(a) without renouncing to the first request made on the 24th and 25th May
2018 for the original items of equipment and digital data in possession of
the BKA and subject to the various caveats mentioned therein; and

(b) to be treated with extreme urgency due to the short time frames
involved, especially in order to secure and obtain data and information




from other sources that might be subject to strict retention periods etc etc. 1
have also conferred with my colleague conducting the inquiry in relation to
the murder of Ms. Caruana Galizia and he confirmed to me that in his case
time is also of the essence.

If you agree with this latest request, then please advise me in order to make
the necessary arrangements with the inquiry's Forensic IT experts to obtain
these clones as soon as possible.

[ await your esteemed reply.
Best regards,
Aaron M. Bugeja,

Magistrate.

Fis-7 ta’ Gunju f'11:41 Altmann regghet wiegbet bis-segwenti mod : -

Sehr geehrter Herr Bugeja,

vielen Dank fiir Inhre E-Mails vom 06.06.2018.

Im Hinblick auf die komplizierte Rechtslage mochte ich Thnen vorweg
zundchst die hier bestehende Problematik in Bezug auf die beim BKA
befindlichen Laptops aus dem Nachlass von Frau Daphne Caruana Galizia
darlegen:

Die Laptops befinden sich aufgrund einer freiwilligen Ubergabe beim
Bundeskriminalamt Wiesbaden und sind nicht Gegenstand eines deutschen
Ermittlungsverfahrens. Die hiesige Staatsanwaltschaft hat keine rechtliche
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Grundlage fiir eine Beschlagnahme dieser Laptops als Beweismittel, so dass
die hiesige Behdrde auch nicht frei dariiber verfiigen kann, da nach wie vor
Rechte der Eigentiimer der Laptops bestehen. Solange in Deutschland kein
Ermittlungsverfahren gefithrt wird, im Rahmen dessen eine
Beschlagnahme dieser Laptops erfolgt, stehen uns keine Befugnisse iiber
diese Laptops zu. Aus diesem Grund kommt auch keine Ubergabe der
Laptops oder der Festplatten in Betracht.

Da die Staatsanwaltschaft Wiesbaden nur aufgrund der EEA der
maltesischen Behdrden in Bezug auf die Panama Papers involviert ist,
gehen meine Befugnisse auch nicht dariiber hinaus.

Wie bereits im vorhergehenden E-Mailverkehr dargelegt, kann die
Staatsanwaltschaft Wiesbaden Ihnen daher nur aufgrund eines erneuten
Rechtshilfeersuchens in Form einer EEA Beweismittel die in hiesigem
Zustindigkeitsbereich  befindlich sind, zuginglich machen wund
verschaffen.

Ebenso wie bei Threr EEA hinsichtlich der Auswertung der Panama Papers
fiir das bei Thnen gefiithrte Ermittlungsverfahren durch Angabe genauer
Suchkriterien rege ich auch hier an, eine weitere EEA zu iibersenden, die
durch Angabe genauer Schliisselworter hinreichend konkret eine
Recherche im Datenbestand der Laptops zulésst.

Insoweit miisste ebenfalls dargelegt werden, ob und in welchem
Zusammenhang die Daten recherchiert werden sollen, d. h. welcher
konkrete strafrechtliche Sachverhalt Thnen Anlass fiir die erbetenen
Recherchen gibt . Hier wére zu unterscheiden zwischen dem von Thnen
gefiihrten Ermittlungsverfahren (Komplex Egrant/Muscat und andere) und
dem  weiteren von einem anderen Magistrat bearbeiteten
Ermittlungsverfahren im Zusammenhang mit dem To6tungsdelikt zum
Nachteil Galizia.

Sinnvoll wire daher ebenso wie in der Vergangenheit geschehen eine Liste
mit Schliisselwortern bzw. Suchbegriffen, aufgrund dessen das
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Bundeskriminalamt eine Recherche auf den Laptops durchfithren kann.
Sofern relevante Daten fiir die maltesischen Ermittlungsverfahren
gefunden werden, konnten Ihnen diese wiederum in Form eines
Datentrégers libergeben werden.

Ich bitte um Verstidndnis, dass eine andere Vorgehensweise hier aufgrund
der oben geschilderten Sach- und Rechtslage leider nicht in Betracht
kommt.

Nach Eingang Ihrer weiteren EEA werde ich hier einen neuen
Rechtshilfevorgang einleiten.

Mit freundlichen Griifien
Tanja Altmann

(Staatsanwaltin)

From: Rechtshilfe@sta-wiesbaden.justiz.hessen.de
Sent: 07 June 2018 11:40

To: Bugeja Aaron at Judiciary

Subject: 1190 AR 3276/18

Dear Mr Bugeja,

Thank you very much for your Email dated 06.06.2018.

With regard to the complicated legal situation, initially I would like to

present beforehand the existing problem in relation to the laptops from the

estate of Ms. Daphne Caruana Galizia located at the BKA:

The laptops are situated at the Federal Criminal Police Office Wiesbaden ]A

on the basis of a voluntary transfer and are not subject of a German
Investigation procedure. The local prosecution has no legal basis for a
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seizure of these laptops as evidence, therefore the local authority cannot
freely dispose of them, as there are still rights of the owners of the laptops.
Aslong as in Germany no investigation procedure is carried out, under
which these laptops are seized, we have no authority over these laptops. It
is for this reason that no transfer of laptops or hard drives is considered.
Since the prosecution Wiesbaden is only involved on the grounds of the
EEA of the Maltese Authorities in relation to the Panama Papers, my
power cannot even go beyond.

As already stated in the former email correspondence, the prosecution
Wiesbaden can therefore only make them available on the grounds of a
renewed rogatory letter in form of an EEA evidence, that are located in
local competence.

As well as in your EEA regarding the evaluation of the Panama Papers for
the investigation procedures led by you, by providing precise search
criteria, I request you to send us another EEA, that allows you a research
in the database of the laptops by specifying the exact keywords.

In this respect it must also be stated, whether and to what context the Data
should be researched, that means which concrete criminal fact gives you
reason for the requested researches. Here it would be distinguished
between the investigation procedures led by you (Komplex Egrant /
Muscat and others) and that of another investigation procedures in
connection with the homicide to the detriment of Galizia, proceeded by
another Magistrate.

Therefore, as it happened in the past, a list with keywords or search words
would make sense so that the Federal Criminal Police Office can perform a
research on the laptops. If relevant Data are found for the Maltese
Investigation procedures, these could be handed over again to you in form
of a Data carrier.

Please understand that, another procedure here cannot be taken into
consideration due to the above depicted legal and factual situation.

Upon receipt of another EEA, I will initiate a new legal assistance process.

Best Regards
Tanja Altmann



(Prosecutor)

Email Correspondence

It is not allowed by the Hessian's Courts and Judicial Authorities to lodge
a claim, to appeal or lodge an appeal etc. by email.

On the website of the Hessian Ministry of Justice

(http:/fjustizministerium hessen.de/service/electronischer-rechtsverkehr-0)
you can enquire about the electronic exchanges and the possibilities to file
electronic documents.

In the Ordinary Court proceedings, the online reminder is introduced.
Furthermore, please use the letter post or - if permitted - Telefax

Din l-email kienet turi li s-sitwazzjoni kienet inbidlet mill-proposta originali

maghmula. Ghalhekk l-ghada, 8 ta’ Gunju 2018 intbaghtet email ohra fejn gie

spjegat lilha I-posizzjoni minn naha Maltija: -

Dear Ms. Altmann,

Kindly note that this mormning I held a meeting with my other colleagues engaged
on various inquiries relating to matters emerging from the Panama Papers
revelations on which Ms Caruana Galizia wrote about or was involved, including
the Magistrate holding the inquiry into the murder of Ms Caruana Galizia herself,
Magistrate Dr. Anthony Vella. Please note that I am taking the freedom to pass on
to Dr. Vella the correspondence exchanged so far, given the relevance of this
subject to his inquiry, and for him to follow up the matter.

I thank you for your latest reply and proposal, the contents of which were noted. I
also noted the difference from the original proposal made on the 18 May 2018.
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From a Maltese Legal perspective, the position in relation to the equipment in
possession of the BKA (if really belonging to Ms Caruana Galizia, a Maltese,
murdered in Malta) is radically different from that obtaining in relation to the
Panama Papers Cache that eventually came in possession of the BKA. It is not
possible to put them on the same level and therefore adopt the same modus
operandi in relation to the searches to be carried out and in relation to the analysis
that will have to be made. Unlike the Panama Papers Cache, Malta has full
jurisdiction to investigate the murder of Ms Caruana Galizia, a Maltese, brutally
killed in Malta.

The Maltese Judicial and Police Authorities had jurisdiction and legal basis to
obtain and investigate her personal belongings and work equipment that could
provide information and possibly leads as to who could have commissioned her
killing. I presume that the position would be similar at German Law too. As I
explained to you already in my email of the 25th May 2018, efforts in this sense
were carried out but this equipment was not found and it was not handed over to
the competent Maltese Judicial or Police Authorities involved. I presume thatina
case falling within their jurisdiction German Prosecutors would also require these
original documents in order to be able to investigate a murder case.

You confirm that there is no investigation in Germany that could justify the local
German Prosecutor to retain and hold on to the laptops as evidence; and that the
local German Judicial Authority cannot freely dispose of them due to laptop
owners’ rights, and hence the reason why it is not possible for your Offices to
deliver the original equipment to the Maltese Authorities.

I do sincerely appreciate the difficulties that your Office was led into. But with
due respect, your latestreply and proposalare particularly serious and
disconcerting since they confront Maltese Judicial Authorities with implications
that go well beyond the legal or procedural.

In my email of the 25% May 2018 I have already explained to you the various legal
and procedural reasons why the Maltese Authorities require the original devices
and data detailing why this is not just a formality but an essential requirement.



Following your reply of the 4% June 2018, I understood that you had to follow
certain procedures in order to process my request for the delivery of
the original devices and data. In my email of the 6% instant, while I retained my
original request firm and valid, I felt that it could have been easier for your Office
to consider handing over to me “clones” of the hard drives in your possession,
pending the determination of my request for the original devices and data.

Your latest reply and proposal seems to close the door on this requeston the
grounds of lack of investigative and jurisdictional basis on the one hand and the
rights of the owners of these devices and data (who submitted them on a voluntary
basis). But with all due respect, the lack of jurisdictional basis and investigative
grounds existed already on the 27th April 2018 when the devices and the data were
delivered, and accepted by the German Police, and on the 18th May 2018 when I
was first contacted on this matter. Inow find it difficult to see how it could have
been possible for them to establish legal basis in order :

(a) for these IT devices and data to be received and kept by them;

(b) for the hardware, software and the data contained therein to be inspected and

analysed by local IT Specialists; and now

(c) for searches to be made from data contained in these devices

when there were no jurisdictional grounds or current investigative procedures in
Germany that could justify the action being taken in relation to these devices and
data.

Please do not get me wrong, as I understand the absurd situation you have been
placed in; and I do appreciate that your proposal was meant to be practical. But
on the other hand please do realise that I have certain legal constraints and
procedural safeguards that I cannot ignore. '

Accepting your latest proposal would, for all legal intents and purposes mean that
the Maltese Magistrates (who are the competent Judicial Authorities having
jurisdiction to investigate the murder of Ms Caruana Galizia and other crimes):
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1. will be deprived of their duty and power to receive the original devices and data
for their independent verification, ascertainment, authentication, assessment and
analysis despite being independent and impartial European Union Judicial
Authorities enjoying jurisdiction and legal basis for these devices and data;

]

despite being competent to investigate fully and independently, they are being
obliged to rely on the ascertainment, authentication, assessment and analysis
processes by the Agents of another State who does not have jurisdiction neither on
the subject matter being investigated nor on the devices and data themselves;

3. instead they are being requested to submit a list of specific keywords and queries
in their inquiries to be first assessed by the Authorities of this other State; and

4. submit themselves and their queries to searches made by the Authorities of this
other State from documents and data that the competent Judicial Authorities
would not have had the possibility to verify, authenticate, assess and ascertain
independently in the first place.

You will understand that under these circumstances I am forced to decline your
latest proposal and feel duty bound to request your Office to reconsider its
position mentioned in your letter of the 7% instant. I have to reiterate my requests
made on the 25% May 2018 and subsequently on the 6% June 2018.

While thanking you for your kind attention, I remain,
Respectfully Yours,

Aaron M. Bugeja,

Magistrate

Din l-email giet imwiegba permezz ta’ email ohra datata 22 ta’ Gunju 2018

taht il-firma ta’ Anette Rzymski li pero kienet tikkontjeni u taghmel riferenza
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ghal ittra datata 21 ta’ Gunju 2018 iffirmata minn Dr. Thoma li kienet tagra

bil-mod segwenti : -

Sehr Geehrter Herr Bugeja,

iche nehme bezug auf den bisher zwischen ihnen und frau altmann
gefuhrten emailverkehr und das hier unter dem o. a. aktenzeichen
anhangige rechtshilfeverfahren aufgrund der EEA der maltesischen
behorden vom 12.01.2018 im zusammenhang mit den sog. panama papers.

frau altmann hat mir den vorgang vorgelegt im Hinblick auf die noch
ungeklarte weitere vorgehensweise in Bezug auf die beim BKA
befindlichen laptops aus dem nachlass der emordeten journalistin DCG.

wie ihnen bereits mit e-mail vom 16.05.2018 und 07.06.2018 mitgeteilt, sind
strafpozessuale massnahmen im Hinblick auf die ubergebenen laptops von
hiesiger Seite aus bei der bestehenden Rechtslage nicht moglich. eine
ubergabe der laptops wurde daher bislang zu Recht abgelehnt.

auch ich rege an, eine neue eea einzureichen, aus der Anlass und
Hintergrund eines strafrechtlich relevanten Sachverhalts, der zugrunde
liegende Tatvorwurf und die erbetenen Rechtshilfehandlungen
hervorgehen.

Gegebenenfals kame auch eine Erganzung der EEA vom 12.01.2018 in
betracht. Nach Eingang der EEA wird hier uber eine Umsetzung der
erbetenen massnahmen auf der grundlage der deutschen
Strafprozessordnung zeitnah entsschieden werden. inhaltlich wurden
ihnen mit e-mail vom 07.06.2018 bereits denkbare massnahmen
unterbreitet. 7&
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selbstverstandlich ist es uns, wie in der Vergangenheit auch bereits im
Zusammenhang mit den Panama Papers erfolgreich geschehen, ein
Anliegen, erbetene Rechtshilfehandlungen vorzunehmen, dies kann
allerdings nur unter Beachtung der hiesigen rechtslage geschehen.

Wir seher daher dem eingang einer weiteren EEA der maltesischen
Behorden entegen.

Mit freundlichen Grussen

Dr. Thoma.

Public Prosecutor Wiesbaden

Senior Public Prosecutor

Postal Address: Staatsanwalt, Postfach 5569, 650
Reference: 1190 AR3276/18

Mr Aaron M. Bugeja Editor: Altmann, Public Prosecutor
Phone Ext: 616016

Fax: 7061710
Email: verwaltung@sta-wiesbaden.justiz.hessen.de

Date: 21.06.2018

By email: aaron.bugeja@gov.mt

Mutual assistance correspondence in criminal matters with the Republic of
Malta. European investigation order dated 12.01.2018 in connection with

the so-called Panama Papers.

Dear Mr Bugeja,
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I refer to the previous email correspondence between you and public
prosecutor Ms. Altmann and the pending legal assistance proceedings,
under the above stated reference, due to the EEAof the Maltese Authorities
dated 12.01.2018 in connection with the so-called Panama Papers.

In view of the laptops from the estate of the murdered journalist Oaphne
Caruana Galizia, located at the Federal Criminal Police office, public
prosecutor Ms. Altmann submitted me the file with regard to the still
unclarified procedure.

As already communicated to you by email dated 16.05.2018 and 07.06.2018,
with regard to the handed-over laptops, criminal procedure measures in the
existing legal situation are not possible from the local side. Therefore, a
handing-over of the laptops was rightly rejected.

I also suggest you to submit a new EEA based upon the reason and
background of a criminally relevant fact, the underlying criminal charge
and the requested legal assistance.

If necessary, a supplement of the EEAfrom 12.01.2018 would also be
considered.

Upon receipt of the EEA, decisions will be taken on a promptly
implementation of the requested measures on the basis of the German
criminal procedure code.

In view of content, possible measures were already submitted to you by
email dated 07.06.2018.

Of course, as it has already happened in the past, it is a matter for us of
requesting successfully legal assistance in connection with the Panama
Papers. However, this can only be done in compliance with the local legal
situation.

Therefore, we look forward to the receipt of another EEAof the Maltese
Authorities.

Best Regards,
Dr. Thoma



Dakinhar stess intbaghatet email lil Anette Rzymski fejn giet infurmata bis-

segwenti : -
Dear Madam,
Many thanks for your e-mail the contents of which were noted.
I shall assess the matter and revert back shortly.
Best regards,

Aaron M. Bugeja
Magistrate

Sadattant intbaghtet email fit-22 ta’ Gunju 2018 fil-11:34 lil Magistrati li kienu
geghdin jikkonducu inkjesti li setghu kellhom interess f’din il-vertenza u ¢joe
I-Magistrati Dr. Anthony Vella, Dr. Josette Demicoli, Dr. Natasha Galea
Sciberras u Dr. Monica Vella fejn dawn gew infurmati b’din l-email li kienet

mibghuta minn Dr. Thoma u fejn gew infurmati bis-segwenti : -

Gentilment nitlobkom sabiex tanalizzaw din l-ittra u tghiduli ftit x"tahsbu.

Din l-ittra hija kwazi replika ta’ dak li kienet kitbet gablu I-Prosekurtiéi Altmann. Ma jiena
nara xejn gdid ghajr hlief i Dr. Thoma gieghed jikkonferma li posizzjoni li kienu diga hadu
li t-trasferiment ta’ dawn il-laptops u hard drives gie “rightly rejected so far”. L-
Awtoritajiet Germanizi geghdin jghidu li geghdin izommuhom f'idejhom in konnessjoni
mal-"Panama Papers” investigation li huma ghandhom miftuha. Nifhem i dan huwa
minhabba li ma ghandhomx gurisdizzjoni fuq l-omicidju ta’ Caruana Galizia. Dr. Thoma
jikkonferma i ma ghandhomx bazilegali u penali biex ikunu jistghu jitrasferixxu dawn id-
devices originali lill-Awtoritajiet Maltin.

D-kwistjoni li nitlobkom tahsbu fugha hija jekk ghandhiex issir talba ad hoc permezz ta’ EIO
ghal dawn il-laptops u l-hard drives u f'kaz pozittiv minn min fostna. Huma jidhru Ii lesti
jaghtu l-kontenut ta’ dak li ghandhom skont kittra tal-Prosekutriéi Altmann tas-7 ta’
Gunju 2018 - jigifieri billi jaghmlu s-searches huma minn fuq dawn id-devices. Il-Prosekutriéi
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Altmann fl-email tas-7 ta’ Gunju 2018 (u i ghaliha jaghmel riferenza Dr. Thoma fl-email
teghu) tghid hekk:

As with your EEA with regard to the evaluation of the Panama Papers for the preliminary
investigation conducted by you by spedifying exact search criteria, I also suggest that you send
another EEA, which allows sufficiently precise research into the database of laptops by specifying
exact keywords.

In that regard, it should also be stated whether and in what context the data should be searched,
ie. H. which concrete criminal facts give you cause for the requested searches. Here it would be
necessary to differentiate between the preliminary investigation you are conducting (complex
Egrant / Muscat and others) and the further investigation by another magistrate in relation to the
homidde to the detriment of Galizia.

It would therefore make sense as well as in the past done a list of keywords or keywords, due to
which the Federal Criminal Police Office can carry out a search on the laptops. If relevant data
for the Maltese investigation are found, they could be handed over to you again in the form of a
data medium.

T ask for your understanding that a different approach is unfortunately not possible here due to
the factual and legal situation described above.

II-posizzjoni ieghi dwar dan diga ghamiltha ¢ara inkluz dwar il-htiega tad-devices originali
i giet diga spjegajta lill-Prosekutri¢ci Altmann fil-korrispondenza dettaljata precedent

tieghi

Id-decizjoni L trid tittiehed hija jekk in-natura tal-koperazzjoni li qeghdin joffru I-
Awtoritajiet Germanizihix legalment konformi mal-Ligi procedurali Maltija o meno. Jekk
intom lesti 1i taccettaw il-proposti li geghdin isiru mill-Awtoritajiet Gudizzjarji Germanizi
allura tistghu taghmlulhom talba permezz ta’ EIO skont dak i huma lesti li jaghtu huma
skont dak li ged jghidu tippermettilhom il-Ligi taghhom. Dan ifisser li jaghunlu s-searches
huma fuq materjal li I-Awtoritajiet Maltin kellhom gurisdizzjoni fuqu. Ghalkemm tista’
tkun soluzzjoni "prattika” nitlobkom tahsbu wkoll fuq il-precedent perikoluz li din il-
prattika u pratticita' tista’ tohloq. Ma nahsibx li ghandi ghalfejn noqghod nelabora f'din l-
ittra.

Zewg prosekuturi differenti diga galuli ¢ar li mhux ser jibghatu l-original ghax din it-talba
giet “rightly rejected so far”. Ladarba anke Dr. Thoma eskluda ki jibghatu d-dokument
originali ghax ma ghandhomx bazi legali, allura jekk isir EIO b’talba biex jibghatu dawn I
originali ghandi nifhern K

(1) dan jigi mifhum bhala affront lejhom u

(2) probabbli jkun hela ta’ hin ghax jekk ma ghandhomx bazi legali biex jibghatuhom,
probabbilment mhux ser jibdlu lidea bl-EIO b'talba ghall-original.

Naturalment xejn ma jzomm lil min fostkom ihoss i ghandu jaghmel dan milli jaghmlu.
Biss nahseb li jkun aktar ghaqli li jkun hemm posizzjoni ko-ordinata bejn il-Magistrati
Inkwirenti f'dawn il-kazijiet.
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Nitlobkom tgharfuni kemm jista’ jkun malajr bil-hsibijiet taghkom u nfakkarkom li din il-
korrispondenza tifforma parti mill-atti tal-inkjesta.

Aaron M. Bugeja

Fil-frattemp, nhar il-25 ta’ Gunju 2018 Dr. Anthony Vella gie elevat ghal
Imhallef. L-inkjesta giet riassenjata lil Magistrat Dr. Neville Camilleri. Nhar
il-11 ta” Lulju 2018 saret laggha ohra bejn il-Magistrati Dr. Neville Camilleri,
Dr. Josette Demicoli, Dr. Natasha Galea Sciberras, Dr. Monica Vella u I-
Magistrat Inkwirenti fejn Dr. Demicoli u Galea Sciberras stqarrew li minn
naha taghhom ma kellhomx htiega ta” dawn id-devices. Dr. Monica Vella
stqarret li kienet ser tikkonsidra toroq alternattivi. Dr. Neville Camilleri kien
jehtieg aktar zmien sabiex ikun jiéta’ jiehu konjizzjoni tal-atti tal-inkjesta
riassenjata lilu. Gie magbul li -Magistrat Inkwirenti jaghmel kuntatt bl-
email ma Dr. Thoma biex jispjegalu li kien ser ikun hemm posizzjoni minn

naha Maltija fi Zzmien gasir.

Nhar it-12 ta’ Lulju 2018 il-Magistrat Inkwirenti baghat e-mail 1il Dr. Thoma

li kienet taqra hekk : -

Dear Dr. Thoma,

I excuse myself for not writing earlier.



(VRN

However the Magistrate conducting the inquiry into Daphne Caruana
Galizia’s murder, Dr. Anthony Vella, has since our last communication been
promoted to judge of the superior courts on the 25th June 2018 and another
Magistrate, Dr. Neville Camilleri was re-assigned with his inquiry.

You will appreciate that this is a delicate inquiry that needs careful study,
and Dr. Camilleri needs more time to be able to make his thorough
assessment of the situation.

Kindly note that your proposals need to be assessed by Magistrate Camilleri
too. He has been fully briefed with the past correspondence that was
exchanged between me and Ms. Tanja Altmann, as well as with your
goodself. Dr. Camilleri is also being copied with this email.

In the circumstances, I kindly request you to continue this correspondence
with Dr. Neville Camilleri directly.

While thanking you for your kind attention to the above, I remain,
Yours truly

Aaron M. Bugeja,

Magistrate

E. Talba ghall-informazzjoni minghand Awtoritajiet mill-Istati

Uniti tal-Amerika

Mix-xiehda migbura fil-bidu ta’ din l-inkjesta irrizulta li l-impjegati tal-Bank
Pilatus kienu bdew juzaw ukoll il-programm Sharepoint u Microsoft Office 365
wara li kienu sehhew l-allegazzjonijiet imsemmija minn Daphne Caruana

Galizia u dan peress li fiz-zminijiet ta’” meta allegatament kienu saru t-
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transazzjonijiet finanzjarji msemmija minn Caruana Galizia fl-artikli taghha
l-implimentazzjoni ta” dawn is-sistemi kienet ghadha fi stadju sperimentali —
skont kif irrizulta kemm mix-xiehda ta’ Louis Zammit, kif ukoll minn dik ta’

Maria Efimova innifisha.

Certa informazzjoni kienet mahzuna fuq is-servers u l-computers,® bhala
mizura ta’ prekawzjoni, kont tajt struzzjonijiet lil Dr. Godwin Caruana u lill-
Ispettur Timothy Zammit sabiex jaghmlu kuntatt, tramite l-kanali uffijali
tramite 1-US Department of Justice u b'mod partikolari t-24/7 Point-of Contact
for Cybercrime and Electronic Evidence. Kif wiehed jista’ jara mir-rapport tal-
Ispettur Timothy Zammit anness ma dan il-Proces Verbal, kienet saret l-ewwel
komunikazzjoni mal-US Department of Justice nhar it-3 ta” Mejju 2017 u dan

wara li kien l-ewwel sar kuntatt telefoniku ghal dan il-ghan.

It talba kienet is-segwenti : -

1) Preservation of subscriber data for “Sharepoint” System and “E-mail services”
provided by Microsoft Corporation to PILATUS BANK of Whitehall Mansions, Level
2, Ta' Xbiex Wharf, Ta' Xbiex XBX1026, Malta. According to the information available
at present, these services are associated with internet domains ‘pilatusbank.com” AND
‘pilatuscap.com’.

2) Preservation of positive and negative access logs for “Sharepoint” System and
“Email services” provided by Microsoft Corporation to PILATUS BANK of Whitehall
Mansions, Level 2, Ta' Xbiex Wharf, Ta' Xbiex XBX1026, Malta. According to the

¢ Dwar il-process ta’ prekwisizzjoni u tehid ta’ hardware u software minghand il-Bank Pilatus ara r-
relazzjonijiet ta’ Dr. Godwin Caruana u l-Ispettur Timothy Zammit annessi ma’ dan il-Proces Verbal.
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information available at present, these services are associated with internet domains
‘pilatusbank.com” AND ‘pilatuscap.com’.

3) Preservation of content stored within the “Sharepoint” System provided by
Microsoft Corporation to PILATUS BANK of Whitehall Mansions, Level 2, Ta' Xbiex
Wharf, Ta' Xbiex XBX1026, Malta. According to the information available at present, -
this service is associated with internet domains ‘pilatusbank.com’ AND
‘pilatuscap.com’.

4) Preservation of content stored within the mailboxes being provided through “E-
mail Services” provided by Microsoft Corporation to PILATUS BANK of Whitehall
Mansions, Level 2, Ta' Xbiex Wharf, Ta' Xbiex XBX1026, Malta. According to the
information available at present, this service is associated with intemet domains
‘pilatusbank.com’” AND ‘pilatuscap.com’.

5) Confirmation of the exact wording to be included in the Mutual Legal Assistance
Request being drawn up by the Maltese authorities in relation to the Subscriber,
Traffic and Content Data being requested from Microsoft Corporation as per the
above. We would be grateful if any templates available to request the abovementioned
information be made available to the Maltese Authorities to facilitate the drawing up
of the necessary MLA Requests.

Dawn I-Awtoritajiet kienu kkonfermaw li réevew l-informazzjoni u kienu
ghamlu wkoll preservation request lil Microsoft Corporation (USA). Izda fit-
8 ta Gunju 2017, dawn l-Awtoritajiet wiegbu li to ensure this request i<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>