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"An 8-character password can be cracked in
12 hours. 8 characters is not enough. 12 is
getting there, but more is better and it doesn't
need to be complex. It needs to be long.”

-Jan Wikholm, F-Secure
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Long enough to achieve what ...?

* What means secure?
 Which threat (=who) are we defending against?

* How does a longer password help you with ...
what?

Focus on
* Online services (social networks, online banking)
* Password to de/encrypt data



What do we need passwords for?

Protect our information and processes

* Confidentiality: Access to sensitive data in our email
account or decrypt an encrypted email

* Integrity: online banking
* Authenticity: e-government, signed emails

Different technical implementations:

e Passwords for authentication: user name + password
(,,account”)

* Passwords to encrypt/decrypt data: Veracrypt, email,
laptop, etc.



Common threats to passwords

Include:

* Phishing (,,Please confirm your Paypal
credentials...”)

* Shoulder surfing

» Keylogging / access to unlocked user device
* Giving up passwords at the border

* Guessing (brute forcing the password)

Main reason for long passwords: make it harder to
guess/brute force




Passwords: Technical implementations

Encryption Authentication

Veracrypt, Hard-Disk-Encryption, ~ Online services

PGP, WPA2, passwordmanager

«  Only one field: password * Input fields for username and

_ password
* Password is used as an * Password is used as proof — only
encryption key for the user knows it

encrypting/decrypting data The password given by the user is
compared to the password in the

user database

e Password can be
changed/resetted when forgotten

* Intrusion detection systems to
avoid brute forcing may be used

 When forgotten, access to
data is lost (forgotten
password=forgotten
decryption key)



Passwords used for encryption

* Password is used as an encryption key

* Password based key derivation function
(PBKDF) first transforms the password into key

Why? To ensure some properties needed for
cryptographic keys such as:

* Length (e.g. 128bit)
* Entropy
* And: time to compute

... lets look at PBKDF more in depth: Hashing



Hashing
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Characteristics:

* Any type of input (password, text, file, image, ...) will result in
the same type of output

* One-way function: can only be computed from input to output
* Qutput does not reveal anything about input



Breaking Passwords: The Math

Brute force (trying all possible combinations) is possible, but
takes a while
 But how long? For each password we need to

1. Derive cryptographic key from password (using key derivation
function)
2. Tryif cryptographic key unlocks the encrypted data

3. Unsuccessful? Use next password and start at 1.

 So how long until we have found the password?

— Depends on number of tries necessary to find the right
password (=2 length of password important)

aaaa, aaab, aaac, aaad, .... bbba, bbbb, bbbc, .... xxxx
— Depends on speed of the key derivation function



PBKDF: Repeated Hashing

We want purposefully increase time needed to
compute encryption key

e Use the PBKDF on its output iteratively:

1. PKDF(, secret”) = 29mca48a
2. PKDF(,,29mca48a“) = c4mO03cdk
3. PKDF(,,c4m03cdk”) = iod492dk

100.000. PKDF (,,aplckm340“) = cw3ld02c € the
encryption key



Key derivation functions in real life
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Adjust key derivation function delay

Tilman Runge

@ Database Settings

'~ Database Settings

Here you can configure various database settings.

(n this page you can configurs filedevel securty settings.
Encryption
Database file encryption algorthm: AES/Rijndael (256-bit key, FIPS 197) w

Key transfomation

The composite master key is transformed using a key dervation function. This adds a
wark factor and makes dictionany and guessing attacks harder.

Key derivation function: AES-KDF o
lterations: 1861478 =

The mare terations, the harder are dictionary and guessing attacks, but also database
loading/saving takes mare time.

1 Second Delay Test

Help Cancel
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Breaking Passwords: The Math

How long until we have found the password?
— Depends on speed of the key derivation function

— Depends on number of tries necessary to find the right
password
Total time = number of tries * time necessary/try
Example: 8 characters (a-z, A-Z, 0-9, special ch.) with
~262 billion combinations

Password guesses Time needed

per second in years
100.000 0,1
1000 8,3
1 8.312,5

0,2 41.562,7



Passwords: authentication

. Keep me logged in

Log in




Passwords for authentication

* Online service needs to identify its users

— database with usernames and passwords

* One-way encryption (hashing) is used to save
passwords in the database
- bcerypt(,,secret_passwort”) = 29mca48a
* How can the user authenticate if the online
service only knows the hash?

berypt(user _password)=saved password in_database



Passwords for authentication

So passwords are hashed and we are safe, right?
* Are passwords really hashed?

e Password hashed in the database but in clear
text in a logfile

* |s the hash algorithm safe against
guessing/brute-forcing?
- We simply cannot know

- Assume that your passwords have been leaked
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Threat modell: Untargeted attack

Segences of events
1. The user signs up at Sonlineservice

2. Someone breaks into Sonlineservice, steals user
database containing user names and (hashed)
passwords

— In a perfect world, hashed & salted passwords would be
unusuable

— In our world: consider your passwords leaked in clear text

3. Someone (else) uses leaked credentials to break into
other web services: Facebook, Google, Paypal, ...

4., 7?77
5. Profit!!



Threat modell: Untargeted attack

Some characteristics

* Individuals are not the target
* Motivation: SSS, fame

* Onlyonline accounts targeted
e Division of labour:

1. Someone steals user database, later sells it
2. Someone else cracks hashed password, sells it
3. Again someone else
. Finds and sells valuable accounts (Paypal, Steam, Fortnite, World of Warcraft...)
. Uses the credentials to get access theemailaccount to send malware
. Uses the credentials to find out more about you to start a spear phishing campaign

* [tisinefficient to put much effort into cracking every password

 The most prevalent type of threat: makes up ~90% of retail logins
attempts



Threat modell: Untargeted attack

How to defend:

Do not reuse passwords

Use passwords that are long
enough so that it becomes
inefficient to crack them

Remember: Some online
services save passwords in
plain text

Breakdown of 485,000 Passwords’ Length
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https://wpengine.com/unmasked/



Threat modell: targeted attack

Characteristics:
e Someone is interested in you & willing to spend time
 Motivation: can be anything

e Target: Online accounts and personal devices:

— May try to decrypt your encrypted data on your devices
— Gain access to online accounts

How to defend:

* Avoid phishing (NoPhish by Secuso)

* Do not install software of unknown origin

* Not by using longer passwords but different passwords
* Your email account is your most valuable account



Password managers

Provide you with unknown comfort:

* Database: You never have to remember a password again*
 PW-Generation: You never have to think of a password again
e Auto Input: You never have to type a password again

* Phishing: You are unlikely to be phished (again)

Some issues to think about:
Needs to be always accessable:
— How to keep them in sync with all your devices? Cloud sync?

— Privacy versus useability
— Not all Password managers

Need for backup:
— Several places
— Forgot your password?

*Except the password to open the password manager



Admins, Developers: Help your users

How can you as a developer or sysadmin help:
* Implement systems that don not rely on passwords or stop password
proliferation:
— Single Sign On
— Active Directory as identity provider
* Do not rely solely on one factor for successful authentication
— 2-Factor-Authentication
— Password reset needs to be hard
* Help users stop using bad passwords
— Give them Password managers
— Stop pestering them with password rules (complexity, change frequency)

— Upon password change: do not accept passwords that have already been
leaked elsewhere (= check against HavelBeenPwned.com password list)



Conclusion

e Attack type
— Targeted: It is about you
— Untargeted: It is about large numbers of credentials

— Easy to randomly target masses, hard to hack a specific account
of a specific person

* Two types of uses for passwords
— Encryption
— Authentication
e Password length doesn‘t matter once your password was
leaked, which is likely.
— If you can, do use long passwords
— More important: use different passwords
— Use a password safe
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