
1/9

Attempts

FOOTHOLD

LDAP

RPC
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SMB 

??

   



3/9

       



4/9

ROOT

Port 5985  Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
- Autorecon on HTTP 

- 

-

KERBEROS
- asperoast

DID WORK WRONG GREP! (tail instead of grep)

-kerberoast

-mimikatz hash cracking
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WINRM
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ROOT
-https://hackinparis.com/data/slides/2019/talks/HIP2019-Andrea_Pierini-
Whoami_Priv_Show_Me_Your_Privileges_And_I_Will_Lead_You_To_System.pdf
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-https://pure.security/dumping-windows-credentials/
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-

-

$user = "BLACKFIELD\svc_backup"
$folder = "C:\Users\Administrator\Desktop"
$acl = Get-Acl $folder
$aclperms =
$user,"FullControl","ContainerInherit,ObjectInherit","None","Allow"
$aclrule = new-object
System.Security.AccessControl.FileSystemAccessRule $aclperms
$acl.AddAccessRule($aclrule)
Set-Acl -Path $folder -AclObject $acl
get-acl $folder | fl
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Not so straight forward ...


