A GUIDE TO THE COMPLETE LACK OF DEMOCRATIC CAMPAIGN SECURITY

The Biden campaign’s volunteer resources have absolutely NO security whatsoever. There is no
verification process for most of the actions one can take, and the website both exposes private voter
data and allows literally anyone (American or otherwise) to input false information into the Democratic
Party’s system. Please see below for just one example (their phonebanking system).

STEP 1: Go to www.joebiden.com and click on the “Action Center” button when the calling campaigns
are active (usually between 12 PM — 7 PM EST).
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STEP 2: Click on “Make Phone Calls for Joe”.
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Make Phone Calls for Joe

Find an Event Near You


http://www.joebiden.com/

STEP 3: Select a voter group to target.
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Use the links below to register for a call shift or make calls immediately to help our
campaign! Not sure how to use our call tool? Check out our guide here.
® Call supporters in Arizona
° e e e
® Call supporters in Michigan
® Call supporters in North Carolina
* Call supporters in Pennsylvania
® Call supporters in Wisconsin
Email Address ZIP Code

Yo

STEP 4: Set up your Biden campaign account. There is ABSOLUTELY NO VERIFICATION process.
Everything can be FAKE, including the email address used.
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Make Calls Into Arizona

Virtual Phone Bank

& Time © Location SIGN UP NOW
79 times Virtual event
Tue 7/14 - Thu 10/1 Join from anywhere :
Hacker 4chan
About this event

fakemail@russianbotz.net
Thanks for signing up to make calls into Arizonat After you register here, you'll
be redirected to make phone calls to supporters if you're signing up within our
call hours.

8002738255 10110

Make Calls Now!

By clicking the button above, you agree to the
Terms of Service and Privacy Policy.

O | want to receive occasional automated text

Biden for President and

to stay
recommended events and other

nd data rates may apply.
Message freque
HELP for help. By opting in you agree to our SMS
Shortcode Terms of Service.

ries. Text STOP to cancel or

f Share on Facebook

v Share on Twitter



STEP 5: Set up your openVPB account (the tech vendor used by Democratic campaigns).
NOTE THE CALL CODE IN THE URL! If coming from a direct link, you do NOT need the call code,
but otherwise it may pop up. You can usually avoid this problem by just making a brand new account.

#openvpb

Start Making Calls
Open Virtual Phone Bank (OpenVPB) is your tool to make
phone calls to voters and automatically record their responses

for your organization

Get Started

#tactionid

Email Address

Password

Forgot your password?

Login

Create an ActionID account <
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STEP 6: Set up your ActionID account to actually make calls. THERE IS NO VERIFICATION
PROCESS. Every single detail can be fake, including your email address.

#ractionid

D account? Log in

Create ActionID Account

Email Address

fakemail@russianbotznet
Password
R_U_guiz_ SRS

Show Password

8 characters minimum

First Name

Hacker

Last Name

dchan

Phone Number

B5~ (800) 273-8255

By checking this box, you confirm that you have

read and accepted our Privacy Policy

STEP 7: You now have access to the private information of voters and can input information that will
be fed into Democrat campaign algorithms. Volunteers are expected to use their own PERSONAL
PHONE NUMBERS and there is no accountability or verification of ANY information entered into the
system. You don’t even need to make a call in order to enter data into the system!
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1 Couldn't Reach i)

Hello, is [supporter name] available? Hi, my name is and
I'm a volunteer working to elect Joe Biden and Democrats up and
down the ticket in Arizona. How are you doing today? [Listen and
respond appropriately]

Thanks for sharing. It's certainly a difficult time for all of us.

I'm calling to confirm that you're still planning on supporting Joe in
November’s election. Is that correct?

Are you planning on supporting Joe Biden in November?

5-Not Voting

Choose an option
1-Strong Biden
2-Lean Biden
3-Undecided
4-Other

5-Not Voting

a-paying jobs and an inclusive economy that

PLAN

pportl The other reason I'm calling is because

d his Build Back Better plan, which will help

works for all Americans, especially working families. To build back
better, Joe will jumpstart manufacturing to ensure that the future is
made in America, create a resilient infrastructure suited for a green
economy, invest in education so that our children are ready for the 21st



£ Action Center Community Conversations Round 3 Log Out

future. Strong, organized communities will help us get through these

hard times and elect Joe in November.

Can we count on you to volunteer with the Joe Biden campaign?
Waybe

[If Yes to Organizing Ask] Great! We're excited for you fo join the

campaign! An organizer will be in touch with next steps on how to get

started using our organizing tools

[If No, Move to Last Question]

Last question - what issue is most important to you in the upcoming
Election?

What issue is the most important to you?

Health Care
CLOSING

Thanks so much for taking time to speak with me — we’ll continue to
stay in touch. Have a great day!

Notes

He told me that he'd rather shoot himself than vote for Joe Biden. | started to ask why but then | heard a gunshot and the phone line went dead.
P

COMPARE WITH TRUMP CAMPAIGN’S PHONEBANKING SYSTEM

1) Trump Talk is a self-contained app that requires verification of email addresses and phone numbers.
2) Volunteers who register for Trump Talk must be MANUALLY reviewed and accepted by campaign
staff.

3) Volunteers call with their phone to a central server, which then dials out using a random number so
that no volunteer data is revealed to anyone.

4) The system tracks the length of conversation and does not allow data entry until a certain length of
time has been reached.

5) Manual audits are conducted whenever certain red flags are noticed (e.g. unrealistically-high level of
engagement, numerous unreasonably-fast conversations, etc.) Each individual volunteer is monitored
and responsible for any actions taken as a volunteer.

FINAL NOTE: Clinton’s 2016 campaign used the same vendor (NGP-VAN) and had the same absence
of security, which means that this is NOT a security exploit or a hack, but that the system was designed
like this without any thought given to security at all!



