MalwareTips
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Comodo Internet Security Premium v8.4.0.5165 (Custom Settings)

November Total number of Static Test Dynamic Test Total System’s Final
2016 malware samples (On demand detection) (Upon execution detection) Detection Status

0 5/5 - Clean
0 11/12 11 ~ Clean
0 8/11 8
0 8/8 8 ~ Clean
0 717 7 ~ Clean
0 7/9 7 ~ Clean
0 4/4 4 ~ Clean
0 10/11 10 [ Clean |
0 4/7 4 ~ Clean
0 11/11 11 ~ Clean
0 4/4 4 - Clean
0 4/5 4 ~ Clean
0 7/8 7 ~ Clean
0 9/10 9 - Clean
2 11/12 13 | Clean
0 7/7 7 ~ Clean
0 8/9 8 ~ Clean
0 20/20 20 - Clean
0 7/8 7 ~ Clean
0 18/20 18 - Clean
0 6/6 6 ~ Clean
0 6/8 6 ~ Clean

gora (/Muvban‘


https://malwaretips.com/threads/01-11-16-5.65012/
https://malwaretips.com/threads/02-11-16-12.65048/
https://malwaretips.com/threads/03-11-2016-11.65095/
https://malwaretips.com/threads/04-11-2016-8.65142/
https://malwaretips.com/threads/05-11-2016-7.65155/
https://malwaretips.com/threads/07-11-16-9.65226/
https://malwaretips.com/threads/08-11-2016-4.65237/
https://malwaretips.com/threads/08-11-2016-11.65243/
https://malwaretips.com/threads/10-11-16-7.65326/
https://malwaretips.com/threads/11-11-2016-11.65387/
https://malwaretips.com/threads/15-11-16-4.65476/
https://malwaretips.com/threads/16-11-16-5.65514/
https://malwaretips.com/threads/16-11-16-8.65530/
https://malwaretips.com/threads/18-11-16-10.65618/
https://malwaretips.com/threads/21-11-2016-7.65690/
https://malwaretips.com/threads/22-11-2016-9.65744/
https://malwaretips.com/threads/25-11-16-8.65840/
https://malwaretips.com/threads/28-11-2016-20.65943/
https://malwaretips.com/threads/29-11-2016-6.65961/
https://malwaretips.com/threads/30-11-16-8.66019/

MalwareTips

Your Security Advisor

Comodo Internet Security Premium custom settings :

Preset : Internet Security (by default), box "show less alarms" unticked in first installation window
Antivirus : on (Realtime), scan memory on startup : no

Firewall : on (Safe Mode)

Auto-Sandbox : on

Virusscope : on (only monitor sandboxed apps)

HIPS : off

File reputation : on (autoupload, trust signed apps, detect PUP)

During our test, conducted from 1.11.2016. to 30.11.2016. Comodo Internet Security Premium, accomplished a
detection rate of 90,19% , detecting 184 out of 204 samples. Comodo Internet Security Premium was able to detect 2
samples out of 204 with our Static Test (detection without execution), and additional 182 samples on Dynamic Test (upon
sample execution).

Out of 202 samples not being able to detect with static scan, Comodo Internet Security Premium accomplished to
detect 182 of them by it's behavioral mechanisms (upon sample execution) with dynamic detection ratio of 90,09%. Out
of 22 tests, Comodo Internet Security Premium failed to protect the system 1 fime.

Tests conducted by MalwareTips AV Tester Der.Reisende
https://malwaretips.com/members/der-reisende.32430/

All tests were conducted in protected virtual environment. Due to the small number of samples used in this tests, you
should take results with a grain of salt. MalwareTips doesn’'t encourage readers to take this test as a proof that tested security
product is good or bad as security products are dynamically changing. This test shows how the tested product behaves
with certain malware samples, on unique circumstances in given period of time.

Product’s malware detection rate is not an equivalent of protection. This should not be mixed up. MalwareTips encourage
you to compare these results with others and take informed decisions on what security products fo use.
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