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Epitome  ~ Novel contribution 

Chapter 1  



Facebook, Google, Twitter just to name a few clients. A sample list can be 

found at  http://www.mysql.com/customers/  

 MySQL prestige by Industry  

Chapter 2  

http://www.mysql.com/customers/
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Chapter 2  



January, 2016 – Advanced Information Security Corporation 

In partnership with Oracle Inc. provided novel contributions to the security 

of the most popular database in the world.   

MySQL milestones -Synopsis of 

the past 

Chapter 2 



July, 2016 – Advanced Information Security Corporation 

In partnership with Oracle Inc. provided novel contributions to the security 

of the most popular database in the world.   

 MySQL milestones -Synopsis of 

the past 
Chapter 2 



January, 2017 – Advanced Information Security Corporation 

In partnership with Oracle Inc. provided novel contributions to the security 

of the most popular database in the world.   

Chapter 2   New year, new improvements! 



Affected Line: 

..\storage\ndb\src\ndbapi\NdbBlob.cpp: 1518 

..\sql\ha_ndbcluster_binlog.cc:445 

..\storage\ndb\tools\ndb_lib_move_data.cpp:688 

 

Code Snippet: 

 

memcpy(buf, thePartBuf.data, len); 

 

The source-code lacked controls in the code 

paths leading to ‘readDataPrivate’ which is 
susceptible to buffer overflow conditions. Passed 

size of variable buf instead of passing UINT_MAX   

as the "bytes" argument. 

 

 

 

1. MySQL  Cluster NDBAPI  / Remote 
Buffer Overflow 

   

Big Game Hunting – MySQL 0days 
Chapter 3  



 

 

January, 2017 Patch Update   

 

Oracle Inc. provided security fixes in code paths 

leading to ‘readDataPrivate’ to prevent buffer 
overflows. 

 

(i) sql/ha_ndbcluster_binlog.cc, at line 445: 

Passed size of variable buf instead of passing 

UINT_MAX as the "bytes" argument. 

 

(ii) Added an assert in 

storage/ndb/tools/ndb_lib_move_data.cpp, line 

688 to make sure “length1” is lesser than or equal 
to the buffer size. 

 

 

 

 

MySQL  Cluster / Remote Buffer Overflow 

   

Big Game Hunting – MySQL 0days 
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Big Game Hunting – Zeroday disclosure 

   

Affected Line:  86  

..\storage\ndb\src\common\portlib\NdbConfig.c 

 

Code Snippet 

strcat(buf, tmp_buf); 

 

 

Oracle Mitigation 

 

Added an assert(len > 0) to prevent 

overflow of buffers. 

2.   Buffer Overflow 
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Big Game Hunting – Zeroday disclosure 

   

3. Memory Mismanagement  

Affected Line: 40 

 

..\storage\ndb\src\common\portlib\NdbMem.c 

 

Oracle Mitigation: 

Called ndb_end() function in places where 

controls were missing. 

Chapter 3  
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