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Abstract

Blockchain technology is by design meant to bring transparency and
self-regulation. Technological limitations have favored the growth of cen-
tralized (offchain) exchanges over decentralized (blockchain) exchanges.
Most centralized cryptocurrency exchanges are neither regulated neither
transparent in the sense that users’ sole source of information is data
provided by the exchange itself.

The claim has been made that a significant part of the volume allegedly
traded on these exchanges is actually fake.

Increasing volume numbers, increases the exchange’s ranking and pop-
ularity among both traders and post-ICO firms looking to list their token.
Trading volumes are a major indicator for liquidity, slippage assumptions,
risk management models and high volumes is a strong positive factor for
a token.

Therefore, reliable volume numbers is essential for making informed
decision regarding where to list tokens and which exchange to trade on.

In a widely republished article[1] Sylvain Ribes claimed that up to 93%
of the volume reported on some major exchanges is actually fabricated.
Ribes’ post opened the way to a more in-depth and widely spread anal-
ysis. In this article, we have extensively analyzed all the trades provided
by more than 50 exchanges and quantified the likelihood and extent of
manipulation in reporting and fake trading (known as wash trading).
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1 Background

2 Why does it matter anyway?

2.1 For traders

Both short term and longer-term traders see trading volumes as a key indicator.

A recent survey by Encrybit[3] found that 36% of traders see lack of liquidity
as a main concern.

Short term holders (including market makers and high/middle frequency ar-
bitragers) see in trading volumes an indication of the volume of trades they will
be able to execute on a daily basis which has a direct impact on the total profit
they will be able to generate.

Moreover, execution slippage is a key factor in any trading strategies as it im-
pacts greatly the ability of the trader to enter positions which would theoretically
be profitable. At the same time, trading volumes is often used as a easy-to-get
proxy for market liquidity which imply a de-facto ceiling to the profit which can
be generated everyday on a single pair.

Short term traders will not get involved in any market whose expected profits
do not reach a given treashold, which naturally exclude under-traded markets.

Longer term traders are more interested in the intrinsic value of a token with
the expectation of being able to sell the position after some time for a profit.
While slippage might not be as key as it is for short term traders, volume is
a strong indicator of a healthy token. Low trading volumes generally implies
higher volatility and higher tail risks. Moreover, the final objective of any in-
vestors is to be able to close the position and limited volumes would impact
the investor’s exit opportunity all the more in scenarios of panic in which the
investor might want to stop his loss but might not be able to do so due to
shrinking liquidity.

In the crypto trading industry, the volume issue matters even more given
the fear of ”scams” and the general belief that more well-known tokens and
exchanges are less likely to be fraudulent.

2.2 For token issuers

One of the promises made by token issuers is to have their token listed in a rea-
sonable time to provide liquidity for early-stage investors willing to lock their
gains. Listing their newly-issue token is usually one of the first projects of a
post-ICO firm. The process usually take 1 to 6 months, depending on the ex-
change they are willing to list-on and the quality of the project.

Listing its token on a top-tier exchange is by itself a sign of strength from



the issuer’s team and is a major marketing event after the ICO. Moreover,
blockchain entrepreneurs tend to have a bullish view on the overall crypto mar-
ket and listing on major exchanges gives them added exposure to investors which
in turn will push their token upward.

In this perspective, trading volumes is the main indicator for what makes an
exchange top-tier. Higher ranking exchanges are tougher and more expensive
to list on, but are believed to bring more upside.

Should the volumes listed on dedicated website proven to be fake, exchange
ranking should be re-assessed which would dramatically change the listing strat-
egy of token issuers.

As stated above, volume is used as a proxy for market liquidity as the two
are usually highly correlated. Lower volume on an exchange means than liquid-
ity will actually be lower than believed based on official volume numbers. Low
liquidity for a token increases the risk of one trade crushing the market down.
Such a move might create panic among the token’s holders which might in turn
lead to a selloff which would drive the price of the token to the lowest for no
good reason.

As token price and stability are major factors in evaluating the success of
a listing strategy, mis-calculating trading volumes can lead to disasters for a
token and for the project behind it.



3 Historic

We first encountered the issue while doing some market making on a second-tier
exchange (official daily volume 250m USD).

While constantly being positioned on the first limit on both the bid and the
ask side of the market, we realized that we could not trade more than a few
percent of the daily volume. After looking into it, we noticed some trades being
printed in the middle of the spread without seeing any order added to the book.

Even if hidden-order were placed on the market without us being able to see
them, the range of the trades implied spreads of 20 bps (0.02 % ) for a newly
issued token which is the kind of spread of a mid-cap stock on the NYSE.

After some quick modelisation, it seemed clear that this practice was widely
spread among trading pairs on this exchange. As a market maker, we had to
review our trading expectations both in terms of expected volumes and benefits.



4 Introduction

In this paper, we have thoroughly analyzed the whole reporting process from
the trading tape to the end user. Our goal was to provide concrete numbers and
to pinpoint the sources of manipulation. This is done through 4 sub-studies:

1. Checking reporting websites

2. Checking daily volumes numbers provided by the exchanges’” API

w

. Checking fake trades printed on the tape by exchanges

W

. Quantifying self-trading activities?

gOAPI :> Tradinzgd\?olume I:> @ CoinMarketCap
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< Checking the whole reporting process from dedicated websites to the trading tape ‘
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Figure 1: Volumes reporting from the trading tape to the end user

The first source of information for trading volumes are dedicated websites.
In the first section of this study, we have implemented the methodology used
by major websites and check our numbers against theirs, in order to make sure
that websites do not knowingly publish fake numbers.

It should be noted that, while paying a website to report inflated num-
bers might sound like the easiest and most straight-forward way to increase an
exchange ranking, it would be very unlikely to happen since it would require
making sure all reporting websites agree with the scam.

Dedicated venues usually use daily volumes as provided by the exchange
through their APIs. In the second part of our study, we have checked the data
provided by the exchanges themselves to verify whether exchanges report fake
numbers through their API.

Would an exchange decide to publish fake numbers, it would have to choose
between two options:

3This study will be done in a separate dedicated study



1. Publish daily numbers which do not actually reflect the trades printed on
the tape

2. Print fake trades on the tape, which would in turn increase daily volumes

In this study, we have systematically and extensively checked these two as-
sumptions by analyzing all trading activity reported by 50 centralized exchanges
ranging from the most active exchanges to second and third-tier exchanges.

In each section, we have analyzed results both in average and on a pair by
pair basis.



5 Media Reporting

5.1 Methodology

As per coinMarketCap’s FAQ page, the primary source of information used by
the website is the 24h volumes provided by the exchanges. In this first section,
we analyzed all the pairs listed on all the exchanges considered and systemati-
cally checked the numbers provided by the API against those of the website.

As clearly stated in the website, numbers are not updated in real time. We
have taken the assumption that any difference below 10% should be considered

as being explained by the lag of updating the numbers on the website.

In this section, we tried to verify/invalidate the following claims:

e Numbers do not come from the exchanges’ API as stated in the FAQ

e API numbers are willingly modified

GO gle cryptocurrency exchanges by volume Q

All Mews mages Videos Maps More Settings Toaols

About 584,000 results (0.45 seconds)

24 Hour Volume Rankings (Exchange) | CoinMarketCap
https:ficoinmarkeicap.comfexchanges/volume/24-hour/ =
Trade volume rankings for all cryptocurrency exchanges in the last 24 hours.

5.2 Results

As shown below and as expected, volumes reported by coinmarketcap are fully
in line with the numbers provided by the exchanges’ API.
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Figure 2: Ratios of trading volumes as reported by coinmarketcap website di-
vided by the volumes provided by the exchanges’ API for 25 exchanges

As expected, coinmarketcap’s reporting seems to be done in accordance with
its methodology®. As stated above, we did not have any serious reason to think
that dedicated websites temper with volumes data but once this hypothesis
verified we know that any manipulation comes from the exchanges themselves.

4Exchange number 8 showing unexpected results might come from this exchange not having
been updated. One error over 25 points does not sound like a reason to fear manipulation
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6 Exchange Reporting

6.1 Methodology

A second layer of potential manipulation is the daily volumes as reported by
the exchanges themselves.

In this section, we have recorded all trading activity reported on every pairs
traded, and we have compared the 24h trading volumes reported by the API
against the sum of all trades recorded on the trading tape over the same period.

Our objective was to check the following assumptions:
e Global volume numbers reported by some exchanges are inflated
e Volumes on specific pairs are inflated

After filtering exchanges which do not report daily volumes or not on a suffi-
cient number of pairs, we end up with 30 exchanges which are evenly distributed
in terms of volume.

Exchange size repartition

m Tier 1 Exchanges m Tier 2 Exchanges s Tier 3 Exchanges

6.2 Results

Looking at global volumes, we found that while most exchanges’ reports seemed
fair in average, a whole 20% of exchanges reported in average between
13% and 100% more than what the trade tape actually shows.

11



Median Ratio
Daily Volume Vs Trading Tape per exchange
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Figure 3: Median Ratio of daily volume reported by the API versus the total
amount of tokens printed on the tape
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If we look closer at the results and check on each pair the ratio of reported
daily volume Vs. all trades on the tape, we find that most exchanges actually
inflate daily volumes on some specific coins. Even though, these specific manip-
ulations do not impact significantly the total volume reported by the exchange
(globally), it does matter a lot for people looking at the concerned tokens. This
study shows that another 40% of exchanges play with numbers (i.e
report at least 20% more trades than what it shows on the tape) on a signifi-
cant number of coins. This means that 60% of the exchanges considered
tamper with the daily volumes they report through their API.

Percentage of manipulated tokens per exchange
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Figure 4: Percentage of pairs reporting more than 20% more volume than what
was actually printed on the tape, per exchange
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Daily Volume Reporting Integrity
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Figure 5: 60% of the exchanges considered seem to temper with daily volumes
reporting on more than 10% of the pairs listed

If we look at these numbers per token, we find that some tokens tend to be
systematically manipulated over all pairs and exchanges. In the following figure
we have analyzed all tokens and computed the ratios of the number of pairs
which shows manipulation over the total number of pairs traded.

Percentage of manipulated trading pairs per token
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Figure 6: Percentage of manipulated pairs per token
The figure above, shows that exchanges consistently inflate trading volumes
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on some specific tokens which indicates that tempering with volume report-
ing is done in a strategic way by exchanges which are trying to push
some tokens.

In the graph below, we show the percentage of manipulated pairs across all
exchanges (for instance COI/BTC, COI/USDT, COI/ETH on all exchanges for
a token COI). After filtering out coins that are tradable on less than 8 pairs, we
still find that some coins tend to be systematically manipulated across all pairs
and exchanges.

Percentage of manipulated exchanges per coin

80% Fake volumes reported on more than
25% of exchanges
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Figure 7: Percentage of manipulated exchanges per coin

These results indicate that exchanges inflate volume numbers on certain key-
coins, either because these are the coins people are looking at or because they
have special interests in showing strong volumes on these coins.

In order to verify if there were some consistency among exchanges to ma-
nipulate specific coins, we have computed the ratio of exchanges manipulating
volumes per coin® (in the following figure, only coins listed on at least 4 ex-
changes are shown). The

5For instance, if a coin COI is listed on 6 exchanges and we found that 4 exchanges report
at least 20% more trades than what actually happened we would mark that 66% of exchange
manipulate COI
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Percentage of manipulated exchanges per coin by number of exchanges
listing the coin
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Figure 8: Percentage of manipulated exchanges per coin by number of exchanges
which list the coin
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Figure 9: Percentage of manipulated exchanges per coin by number of exchanges
which list the coin
These graphs indicate two major findings:

1. Some specific altcoins are systematically manipulated across exchanges
(which could indicate a policy of token issuers of making deals with ex-
changes to have their volumes manipulated)

2. Major coins tend to be more manipulated by exchanges (which would
indicate manipulation done by exchanges on most-visible coins)

The numbers clearly prove that a significant numbers of exchanges
(and to some extent token issuers) have clear policies of fabricating

15



volumes on strategic pairs to improve their ranking and attract new
traders and tokem issuers.

16



7 Wash trading

7.1 Methodology

In this section, we have analyzed the trading tape itself. Our objective was to
assess if the trades reported on the tape are legitimate trading activities or some
kind of wash trading.

Theoretically, there would be two options for an exchange or a token-issuer
wishing to engage in wash trading:

1. Report trades that do not correspond to actual orders (which is doable
only by the exchange itself)

2. Create orders and trade with themselves (which could be made by any
player interested in inflating volumes)

In this paper we have focused on the first type of fake trades.b

In this study, we have quantified the number of trades being printed in the
middle of the spread or without any order being lifted in the orders book’s first
limit.
In order to do that, we constantly followed the first limit of the book (bid/ask)
and we marked all trades that were printed in the middle of the spread without
the spread being changed.
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Figure 10: Trades should not be printed inside or outside the first limit

7.2 Results

In the following graph, we show the median ”fake trades” percentages per ex-
change.

6We leave the second type of fake trades for a dedicated in-depth analysis
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Figure 11: Some exchanges clearly have a policy of printing trades in the middle
of the spread

It should be notice that most exchanges are steadily fully clean, which vali-

dates our methodology that such in the spread trades are exchange induced and
not natural behavior.

Looking at each pair, we find that 17% of the exchanges print a sig-

nificant amount of fake trades globally and that 28% of exchanges
actively use wash trading on specific coins (up to a chocking 95%).
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Figure 12: A third of all exchanges seem to print fake trades to significantly
inflate volumes on at least some pairs
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8 Conclusion

This study is the first publicly available paper quantifying the extent of volume
manipulation on crypto-exchanges.

The findings clearly show that a significant portion of the total
official trading volume on crypto is fake.” More importantly, we showed
that some exchanges are intensively active in tempering with numbers which sig-
nificantly alter their effective ranking. The most important finding might
be that volume manipulation is very high (up to 95%) on specific
exchanges/pairs.

Based on a client’s specific needs (a token issuer or a trader), an exchange
ranked in the top 20 in terms of volume can actually be less liquid than an
unknown exchange.

This study reveals the absolute need to properly understand re-
ported trading activities on exchanges before getting involved with
specific tokens and even more importantly before listing new tokens.
Listing strategy, should be thoroughly analyzed to optimize the real expected
volume on a token and increase the probability of positive trend.

At an industry level, this study shows the need for increased transparency
in the crypto-trading space. External regulation is far from being the preferred
option for industry players and auto regulation seem tough to achieve in the
short term. With decentralized exchanges still lagging way behind centralized
ones in terms of liquidity, we expect the emergence of some kind of hybrid ex-
changes using the blockchain technology to add traceability and transparency to
their trading activity or some independent label to certify exchanges’ activities.

"In Israel, we have an expression that says ”Good Morning Elyahu” which means that
what we have just stated was known by everyone. The main novelty here is that the claim
has been scientifically proven and quantified
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