OEJIEPAJIBHAS CJ1YIKBA 110 HAJI3OPY B COEPE CBA3U, MTHOOPMAIIMOHHBIX
TEXHOJIOTN U MACCOBBIX KOMMYHUKAIIMM (POCKOMHA/I30P)

TPEBOBAHMUE
0 HE00XO0AMMOCTH MOAKIIOYEHH BJIaJebIa HHPOPMALIMOHHO-TEJIEKOMMYHHKALMOHHOM CeTH,
HH(OPMALMOHHON CHCTEMBbI, IPOrPAMMBI /Il 3JIeKTPOHHBIX BIYHCJIUTEIbHBIX MAILMH, CAlTa
(mam) cTpaHnnbl caiita B ceTn «MHTEepHeT» K (eiepajIbHOM rocy1apcTBeHHON HH(POPMALIMOHHOM
cucreMe HH(POPMALMOHHBIX PeCYypPCOB, HH(POPMALMOHHO-TEIEKOMMYHHUKAUMOHHBIX ceTeil, 10CTyn
K KOTOPBIM OrpaHU4YeH

/loMmeHHOe uMa M (MJIM) yKa3aTeJqM CTpaHuMi caidta B ceTh «MHTepHeT», M (MJIM) ceTeBOil
aapec, MO3BOJISIIONIME HICHTHPUIUPOBATH, MPOrPaMMHO-ANNAPATHBIE CPeACTBA JOCTYNAa K
HH(OPMALNMOHHBIM pecypcaMm, T0CTYI K KOTopbIiM orpanuyeHn: TorGuard

Baagenen nporpamMmmHo-annapaTtHsix cpeacts: TorGuard

Nudopmupyem, 4To B COOTBETCTBUHU C YacThio 5 crartbu 15.8 denepanbHOrOo 3aKoHA OT 27 WO
2006 r. Ne 149-03 «O6 unpopmanmu, UHOOPMAIIMOHHBIX TEXHOJIOTHI U MAaCCOBBIX KOMMYHHUKAIIHi», B
TE€YEHHE TPHUJLATU padouyux JHEH ¢ MOMEHTa HalpaBJIEHUs HacTosiero TpeboBaHus Bam Hagiexut
MOJKIIIOUUTEC K (enepaabHOW ToCyAapcTBEHHOW HWHGOPMALMOHHONW CHUCTeME HH(OPMAMOHHBIX
pecypcoB, HH(HOPMALIMOHHO-TEIIEKOMMYHHUKAIMOHHBIX CETEH, TOCTYI K KOTOPHIM OTPaHUYEH.

[Monkmouenne k ¢enepaabHONR TOCYJapCTBEHHON MH(OPMAIIMOHHON cHcTeMe HMH(OPMAIMOHHBIX
pecypcoB, HMH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETeH, JOCTyH K KOTOPbIM OrpaHHUYEH,
OCYIIECTBIISIETCS IMyTeM HampasieHuss B @DexaepanbHylo ciyx0y 1o Haa3opy B cdepe cBs3u,
MHPOPMALIMOHHBIX TEXHOJOTMH W  MAacCOBBIX KOMMYHMKAlMH 3asBKM Ha MOJKIIOYEHHE K
MH(POPMALIMOHHOHN CHUCTEM, COJCPKAIICH CIEeTyIOINE CBEICHHS:

1) nadopmanuio o BIaaenblie MporpaMMHO-aIapaTHOTO CPEICTBA:

s Tpaxkaan Poccuiickont denepanmu - GamMuiids, UMs, OTYECTBO (MPU HAJIUYHH), CTPaXxOBOU
HOMEpP MHIMBHyaJIbHOTO JUILIEBOTO CUETA, 3IPEC PETUCTPALIUH 110 MECTY JKUTEIbCTBA (IPEeOBbIBAHUS ) UIH
azpec MecTa (PaKTUIECKOTO MPOKUBAHHUS;

JUISL POCCUHCKUX IOPUIUYECKHUX JIMIl - MOJHOE U COKpalleHHoe (IpU HAJIMYUU) HAauMEHOBAaHHE,
OpraHu3allMOHHO-TIpaBoBast  (opma, agpec  MECTOHAXOXAEHUS, HICHTU(UKALMOHHBIH  HOMEp
HAJIOTOTIIATEIIbIMKA, OCHOBHOM TOCYJapCTBEHHBIN PErUCTPAIMOHHBIA HOMEp, (paMUiIHs, UMsl, OTYECTBO
(pu HAJIMYMK) PYKOBOJUTENS FOPUANYECKOTO JINLA, HHOT'O KOHTAKTHOTO JIMIAa OPraHu3alllu;

JUIST. MHAMBHUAYAIbHBIX MpEANpUHUMATENeH - damMuiusg, UMs, OTYECTBO (MPU HAIMYUH), aJApPEC
pEerucTpaiyy 1o MecTy >KUTeIbCTBa (peObIBaHUs), WACHTU(DHUKAIIMOHHBIA HOMEpP HAJIOTOIUIATeNbIINKA,
OCHOBHOM TOCYAApCTBEHHBIM DPETUCTPALMOHHBIM HOMEDP 3alMCH O TOCYJapCTBEHHOM PEruCTpAalVM B
KauecTBE MHIMBUIyaJIbHOTO MPEANPUHUMATEIS;

JUISL THOCTPAHHBIX OPTaHU3AlMi - TIOJHOE U COKpAIleHHOe (IIPH HATU4MK) HAaMMEHOBaHUE, CTpaHa
perucTpaiyy, HaJIOTOBBIA HACHTUPUKATOP M (WIM) UACHTU(PUKATOP B TOPrOBOM PEECTPE CTPAHBI
perucTpanuu, aapec MECTOHAXOXKACHHUS;

JUIST ”HOCTPAHHBIX TPaXKJaaH M JIMI 0e3 TpakKJaHCTBA - (pamMuimsi, UMs, OTYE€CTBO (MPU HATUYHH),
BHJl, HOMEP U CTPaHa BbIIAYU JOKYMEHTA, YJOCTOBEPSIOLIETO JINYHOCTh, aAPEC PETUCTPALUU 10 MECTY
KHUTEIbCTBA (MIpeObIBaHMsA) (IPH HATUYHHN);

2) nouTOBBIN aapec (MpU HAIMYKMK) BIaAebla IPOrpaMMHO-aNIapaTHOTO CPEACTBA;

3) aapec >IEKTPOHHOI MOYTHI BiIaeNblla IPOrPaMMHO-AMIApaTHOTO CPEJICTBA;

4) nomeHHoe wuMs (IIpM HaJUYMU) W CETEBOW aJpec, HCHOJb3yeMble s obOecneueHus
(YHKIMOHMPOBAHUS POTPAMMHO-ANIIAPATHOTO CPEJICTBA,

5) aapec DSNEKTPOHHOW TMOYTHI aJMUHHCTpAaTOpa WM HWHOTO JIMIA, OO0ECHeunBaloIIero
(GYHKIIMOHUPOBAHKUE MPOrPAMMHO-AMIAPATHOTO CPENICTBA;

6) agpec 3JEeKTPOHHOM MOYTHI IPOBaliiepa XOCTHHIA;

7) onucaHue NpOrpaMMHO-aNNapaTHOTO CPEJCTBA;

8) cereBoil aapec, UMEIIMMNA cTaTHdeckoe (HEM3MEHseMOoe) 3HaueHue, W (WIh) WHOM
UACHTUDUKATOD Ui 00ecieyeHHs JOCTyIa K MH(POPMAIMOHHON CUCTEME;

9) cBeneHwust, 00ecneunBaIOIINe BO3MOKHOCTh UCTIOIB30BaHUS IPOTPAMMHO-aNNapaTHOTO CPEACTBA



JUIS 1LeJell KOHTPOJS MCHOJHEHHsl YycTaHOBIEeHHBIX @DenepaibHbIM 3akoHOM «0O0 wuHpopmanmu,
MH(POPMALIMOHHBIX TEXHOJOTHUAX U O 3aIIuTe WH(pOpMAIMKU» TPeOOBAHUH, B TOM YHUCIIE MO3BOJISIOLINE
@denepalibHON CiIy)0e 1O Ham30py B cdepe CBs3H, HHPOPMAIMOHHBIX TEXHOJOTHH M MacCCOBBIX
KOMMYHHMKAIUil TNPOUTH NpoueAypbl HAECHTU(UKALMU Ha CEpBUCE, MPEAOCTABISIEMOM BJa/eblieM
MPOrPaMMHO-AMIaPaTHOTO CPEJICTBA;

10) corysacue Ha TOJIy4YeHHE CBEACHUH W3 HMH(POPMAIMOHHOW CHUCTEMBI B €XEIHEBHOM
KpYTJIOCYTOYHOM PEXHUME.

3asiBKa, MOJANUCAHHAS BIAJAENbLEM MPOrpPaMMHO-ANIAPaTHOIO CPeACTBa (E€ro MpeicTaBUTENEM),
MokeT ObITh HampaBieHa B (DenepanbHyro ciayxOy mo Haazopy B cdepe cBs3HM, MHPOPMALMOHHBIX
TEXHOJOTMI M MacCOBBIX KOMMYHHUKAllUH B 3JEKTPOHHOM BHUJAE IOCPEJICTBOM MHCbMa IO ajpecy
ANEKTPOHHOMU 1mouThl 276-fz@rkn.gov.ru, unm Ha 6ymMakHOM HocuTene 1o aapecy deaepanbHON CIIyKObI
o Hax3o0py B cdepe cBsA3M, UHYOPMAIMOHHBIX TEXHOJIOTHH U MacCOBBIX KomMMmyHukanwuii: 109074, r.
Mocksa, Kutaliropoackuit npoesa, 1. 7, cTp. 2.

B ciywyae HampaBiieHus 3asBKM Ha OyMaXHOM HOCHUTENE Biajejel] MPOrpaMMHO-aNapaTHOro
cpeacTBa 00si3aH COOOIIUTH O HAINPaBICHUU COOTBETCTBYIOILIEH 3asiBKU B AJIIEKTPOHHOM BHJIE€ Ha aJipec
3JIEKTpOHHOMU NouThI 276-fz@rkn.gov.ru.

Taxoke, 3asBKa MOXET OBITh OTIpaBiIeHa uepe3 (popmy 0OpaTHOI CBS3H, Pa3MELICHHYIO 110 aJipecy:

https://276-fz.rkn.gov.ru/connect/?key=94f5afe4c76051f0b48c77cclbfe68al

Coo011aeM Takxe, YTO B COOTBETCTBUU € YacThio 7 cTtaThu 15.8 denepanbHOro 3aK0HA OT 27 WIONS
2006 1. Ne 149-®3 «O6 mHbpopmanuu, UHPOPMALMOHHBIX TEXHOJOTHUSAX M O 3alIUTe HH(OPMAIN»
BJIaJIeNIel] IPOTrpaMMHO-aNapaTHBIX CPEACTB 00s3aH:

1) B TeueHue Tpex pabOuMX JHEH TMOCIE MPEAOCTABICHHS €My J0CTyma K deaepaabHon
rOCy/IapCTBEHHOW HH(POPMAIIMOHHON cucteMe UWHGOPMALMOHHBIX PECYpcoB, HMH(POPMAIIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CETeH, JOCTYN K KOTOPHIM OrpaHWYEH, O00ECHeuuTh COOJNIIOJCHHE 3ampeTa
IIPEAOCTABIIATh BO3MOKHOCTh MCIOJB30BaHUs Ha Teppuropun Poccuiickoirt ®enepanuu MporpaMMHO-
anmnapaTHbIX CpEeICTB JocTyna K nH(GOPMaLIMOHHBIM pecypcawm, nH(GOPMaMOHHO-
TEJIEKOMMYHUKALIUOHHBIM CETSIM, JOCTYI K KOTOPbIM OIpaHM4YE€H Ha Teppuropun Poccuiickon
®eneparyn B cOoTBeTCTBUU ¢ DeniepanbHbIM 3aK0HOM OT 27 utonst 2006 1. Ne 149-03 «O6 undopmarmu,
MH(POPMAITMOHHBIX TEXHOJOTHIX U O 3alTUTe HHHOPMAITINY,

2) cobmonaTe ycTaHOBJeHHbIH @DenepanbHONH Cciay)00i 1Mo Ham3opy B cdepe CBA3W,
MH(POPMALIMOHHBIX TEXHOJOTMA M MAaCCOBBIX KOMMYHHUKAIMM pPEXUM OOpabOTKHM M HCHOJIb30BAaHUS
uHpOpMalMK, pa3MEIIeHHOW B  (QenepanbHOl  rocylapcTBEHHOW WHGOPMAIMOHHON  CHCTEME
MH(OPMALIMOHHBIX PECYPCOB, MHPOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETeH, JOCTyH K KOTOPBIM
OrpaHHYEH.

O6paiaem BHUMaHue, 4To coryiacHo yact 10 crateu 15.8 denepanbHoro 3akona ot 27 utoins 2006
r. Ne 149-03 «O06 unpopmanyu, THGOPMAMOHHBIX TEXHOJOTHIX U O 3alluTe MHPOpMAIUI» B Cilydae
HEUCIIOJTHEHUS BIAIENbIEM MTPOrPaMMHO-ANIMAPaTHBIX CPEJICTB YCTAHOBIECHHBIX 3aKOHOM 00s3aHHOCTEH,
JOCTYIl K TaKuM HPOTrpaMMHO-aNMapaTHbIM CPEACTBAM MOXKET OBITh OrpaHHMYEH IO PELICHUIO
@enepanbHOl CyKOBI TIO Haa3opy B cdepe CBs3M, MHPOPMAIMOHHBIX TEXHOJOTHMA M MAacCCOBBIX
KOMMYHUKAIIUI OlepaTopaMHu CBs3U Ha Bcel TeppuTopun Poccuiickoi denepannm.

Hacrosmee TpeOoBaHME MOIMUCAHO YCHUJICHHON KBAIU(DUIIMPOBAHHON SJIEKTPOHHOU TMOAMHCHIO
@enepanbHOil CyKObI 1O Haa30opy B cdepe CBA3M, MHPOPMALMOHHBIX TEXHOJOTHMM M MacCCOBBIX
KOMMYHHKAIUH.

THE FEDERAL SERVICE FOR SUPERVISION IN SPHERE OF COMMUNICATIONS,
INFORMATION TECHNOLOGY AND MASS MEDIA
(ROSKOMNADZOR)

Demand
On the necessity of the digital network, informational system, software or web-site (page)
owner connection to the Federal state informational system
of the blocked informational sources and networks



Domain name and (or) URLs or network address used to identify the blocked firmware
TorGuard
The firmware owner: TorGuard

In accordance with paragraph 5 of Article 15.8 of the Federal Law No. 149-FZ of 27.07.2006 "On
Information, Information Technology and on Protection of Information" hereby we are informing you
about the necessity to get connected to the Federal state informational system of the blocked
informational sources and networks within thirty working days from the receipt.

The connection to the Federal state informational system of the blocked informational sources and
networks is available via the request sent to the Federal Service for Supervision in Sphere of
Communications, Information Technology and Mass Media with the following data:

1. the information about the firmware owner:

for the Russian citizen — first name, last name, paternal name (if used), insurance number of
individual ledger account, the address of the registration, the residence address;

for the Russian legal entities — full and short (if used) name, legal form, registered address of actual
location, taxpayer registration number, main state registration number, the legal body head or another
authorized person first name, last name, paternal name (if used);

for self-employed entrepreneurs - first name, last name, paternal name (if used), address of
residence (registration), taxpayer registration number, primary state registration number of the individual
entrepreneur;

for foreign entities - full and short (if used) name, the country of residence, taxpayer number or
(and) trade register number in the country of residence, the address of registered location;

for the foreign citizen and apatrides - first name, last name, paternal name (if used), type, number
and country of issue of the ID, address of residence (registration) (if available);

the post address of the firmware owner (if available);

the e-mail address of the firmware owner;

domain name (if used) and the URL used to maintain the operation of the firmware;

the e-mail of the webmaster or another person authorized to support the operation of the search
engine;

the address of the hosting provider;

the firmware description;

the static address or another ID used to enter the firmware;

the data necessary to control the fulfillment the Federal Law "On Information, Information
Technology and on Protection of Information" demands including the data let the Federal Service
for Supervision in Sphere of Communications, Information Technology and Mass Media go
through the firmware identification process

10. the acceptance to get the information from the informational system 24 hours per day, 7 days per
week

il

A

The Request signed by the owner of the firmware (or his/her representative) can be sent to the
Federal Service for Supervision in sphere of Communications, Information Technology and Mass Media
via e-mail 276-fz@rkn.gov.ru or on the hard copy to the Federal Service for Supervision in Sphere of
Communications, Information Technology and Mass Media post address 7 Kitaygorodsky pass, building
2, Moscow, 109074.

Should the request be sent on the hard copy, the search engine operator is to inform about this fact
via the e-mail 276-fz@rkn.gov.ru.

The Request can also be sent by filling out the feedback form available at:

https://276-fz.rkn.gov.ru/connect/?key=94f5ate4c760511f0b48c77cclbfe68al

Also, we are informing that in accordance with the Paragraph 7 of the Article 15.8 of the
Federal Law No. 149-FZ of 27.07.2006 "On Information, Information Technology and on Protection of
Information", the firmware owner is obliged to:

1) ensure implementation of the prohibition to use the firmware directed to get connected to

the informational sources and networks blocked in Russia on the basis of the Federal Law
No. 149-FZ 0f 27.07.2006 "On Information, Information Technology and on Protection of



Information" within three working days from the connection to the Federal state informational
system of the blocked informational sources and networks
2) respect the process of the treatment and use of the information from the Federal state
informational system of the blocked informational sources and networks prescribed by the Federal
Service for Supervision in Sphere of Communications, Information Technology and Mass Media.
We draw your attention to the fact that in accordance with the Paragraph 10 of the Article
15.8 of the Federal Law No. 149-FZ of 27.07.2006 "On Information, Information Technology and on
Protection of Information", in case of firmware owner’s failure to fulfill the legal obligations, the access
to this firmware is to be blocked by the Federal Service for Supervision in Sphere of Communications,
Information Technology and Mass Media on the whole territory of the Russian Federation.
This Demand is signed with the enhanced encrypted digital signature of the Federal Service for
Supervision in sphere of Communications, Information Technology and Mass Media.



