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Topic Break Down

Topic No. of Questions

Tapic 1, Gite-to-aite VWirtual Private Hetworks on Routera and Firewalla | 10

Topic 2, Remote access VPNs 18
Topic 3, Troubleshooting using ASDM and CLI 12
Topic 4, Secure Communications Architectures 20
Topic 5, Mixed Questions 38

Taotal a8




interface TunnelO
ip address 172.16.1.1 255.255.255.0
no ip redirects
ip mtu 1440
ip nhrp authentication cisco
ip nhrp map multicast dynamic
ip nhrp network-id 150
no ip split-horizon eigrp 100
no ip next-hop-self eigrp 100
tunnel source GigabitEthernet0/0
tunnel mode gre multipoint
tunnel key 0
tunnel protection ipsec profile cisco

Refer to the exhibit. Which two conclusions should be drawn from the DMVPN phase 2 configuration? (Choose two.)
A. Next-hop-self is required.

B. EIGRP neighbor adjacency will fail.

C. EIGRP is used as the dynamic routing protocol.

D. EIGRP route redistribution is not allowed.

E. Spoke-to-spoke communication is allowed.

ANSWER: CE



group-policy DflcGrpPolicy internal
group-policy DflcGrpPolicy avtributes
banner none

dns-server value 10.10.10.10
vpn-tunnel-protocol ssl-clientless
default-domain value cisco.com
address-pools value ACPcol

group-policy Admin Group internal
group-policy Admin Group attributes
vpn-simultanecus-logins 10
vpn-tunnel-protocol ikevz ssl-clientless
split-tunnel-policy tunnelall

tunnel-group Admins type remote-access
tunnel-group Admins general-attributes
default-group-policy Admin Group
tunnel-group Admins webvpn-attributes
group-alias Admins enable

tunnel-group Employee type remote-access
tunnel-group Employee webvpn-attributes
group-alias Employee enable

enable cutside

anyconnect image disk0:/anyconnect-win-4.7.01076-webdeploy-k9.pkg 1
anycoennect enable

tunnel-group~list enable

Refer to the exhibit. Which VPN technology is allowed for users connecting to the Employee tunnel group?
A. SSL AnyConnect

B. IKEv2 AnyConnect

C. crypto map

D. clientiess

ANSWER: B



QUESTION NO: 3

A company's remoke kocations connect to the data centers via MPLS. A new request reguires that unicast and multicast
traffic that exits in the remofe locations be encrypted. Which non-twunneled fechnology should be used to satisfy this

requirement?
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A S5L

B. Flex\VPN
C. DMVPN
D. GETVFN

ANSWER: D



QUESTION NO: 4

A network engineer must implement an SSLVPN Cisco AnyConnect solution that supports 500 concurrent users, ensures all

traffic from the client passes through the ASA and allows users to access all devices on the inside interface subnet
(192.168.0.0/24). Assuming all other configuration is set up appropriately, which configuration implements. this solution?



A group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes
split-tunnel-policy tunnelall
address-pools value ACPool

ip local pool ACPool 10.0.0.1-10.0.3.254 mask 255.255.252.0
B. access-list ACSplit standard permit 192.168.0.0 255.255,.255.0

group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes
split-tunnel-policy tunnelspecified
split-tunnel-network-list value ACSplit
address-pools value ACPool

ip local pool ACPool 10.0.0.1-10.0.3.254 mask 255.255.252.0
C. access-list ACSplit standard permit 192.168.0.0 255.255.255.0

group~-policy DfltGrpPolicy internal

group~-policy DfltGrpPolicy attributes
split-tunnel-policy tunnelspecified
split-tunnel-network-list value ACSplit
address-pools value ACPool

ip local pool ACPool 10.0.0.1-10.0.0.254 mask 255.255.255.0

group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes
split-tunnel-policy tunnelall
address-pools value ACPool

ip local pool ACPool 10.0.0.1-10.0.0.254 mask 255.255.255.0
A. Option A
B. Option B
C. Option C
D. Option D

ANSWER: A




QUESTION NO: §
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An engineer nofices that while an employes is connected remotely, all fraffic is being rowted io the conporate network. Which
split-iunnel policy allows 8 remote client to use their local provider for Intermet access when working from home?

A tunnelall
B. excludeall
C. tunnelspecified

D. excludespacified
ANSWER: C

QUESTION NO: € - ([DRAG DROP)
DRAG DROP

Drag and drop the code enippets from the right onto the blanks in the configuration to implement FlexVPN. Not all snippeis
are used.

Select and Place:



