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The Code of Privacy1
LAWRENCE LESSIG
C. Wendell and Edith M. Carlsmith Professor of Law

Executive Director, Center for Internet and Society
Stanford Law School

N AN ARTICLE published in 2000, Harvard Law Professor Jonathan Zittrain observed that the problem of privacy on the Inter-

net was the same as the problem of copyright.2 In both cases,
Zittrain argued, someone's "data" had gotten out of control. In the
case of copyright, the data are the copyright owner's music ripped into

mp3s and spread across the Internet billions of times each day. In the
case of privacy, the data are data about us increasingly gathered by the
gaggles of technologies designed to aggregate data and do stuff with it.
In both cases, technology had set data free from their original-and
here's the assumption-proper-controller. In both cases, the problem
for policy makers then is how best to return control to the data owners.
Zittrain's argument is important and right. In this brief intervention, I want to extend it as it affects privacy on the Internet. For the
two "problems" of copyright and privacy could be solved not just by
returning control to the proper controller. The two problems could
also be solved by a regime that produced the values that copyright and
privacy seek without giving anyone "control" over the data they affect.
This is a solution that is increasingly familiar in the context of copyright. Copyright law is designed to give authors exclusive rights over
copyrighted material. Those rights have traditionally meant control
over the ability to copy or distribute copyrighted material. The Internet
has made that type of control especially difficult. The essence of this
network is the capacity to copy. Copying-for a digital network-is like
breathing is to us.
So many have begun to describe alternatives to the present copyright system-a regime that would not give authors exclusive control
over copies, but that still gives authors the incentives to produce. A
1 Read 24 April 2004, as part of the symposium "Privacy."
2Jonathan Zittrain, "What the Publisher Can Teach the Patient: Intellectual Property and
Privacy in an Era of Trusted Privication," 52 Stan. L. Rev. 1201 (2000).
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For example: Imagine you are stopped by the police on a highway.
You're asked for a driver's license, for the purpose of determining whether

you are licensed to drive. Given the current architecture of driver's licenses, that certification is achieved with a token that is (relatively) hard

to fake, and information on the token designed to link you to the token. Such information may include your height, weight, age, eye color,
and address, and the police officer then matches that information to the

person she sees. If it matches, then the presumption is that the token
has validated your authority to drive.
But in this story, there's lots that the ID reveals beyond the authori-

zation of the holder to drive. The home address, for example, is information used to tie the individual to the token, but an individual may not
want to provide it generally. The same goes for the age of the driver. Or

any other bit of data on the license. All of the information used to
prove the individual is licensed to drive is information that may have
other, unnecessary, uses that the individual may want to restrict.

So then compare the driver's license to a well-architected national
ID. The police stop you. You put a black card into a reader the police
officer has, and place your thumb on the thumb scan. The thumb scan
authenticates you as the holder of the card. The card reveals to the
police officer that the holder is authorized to drive. The appropriate
information has been secured (authority to drive); no other information has been revealed (age, address, etc.). The better-architected ID thus
assures traceability, but can also assure traceability does not degenerate
to produce transparency.

A second principle
This is the regulation
data that link data to
those linked data. The

is more traditional, and follows from the first.
of use. Regulating traceability limits access to
an individual. Regulating use limits the use of
essential threat to the values of privacy is real-

ized when a nym is linked back to a person. It is therefore here that the

core protection must be secured. Agencies both private and public that
have secured access to the data that link a nym to a person must be
heavily regulated to protect that link. No agency upon its own should
be able to generate the link. No agency should be permitted to reuse
the data about the link beyond clearly specified purposes.
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