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When i started making pentesting on android applications, i had problems on intercepting requests with burp suite
and other proxies.

So i've started to search more about SSL-Pinning.

| made this tutorial using an Android Phone with ROOT and a Kali Linux Machine.
Let’s start

First of all lets install ADB, Frida-Tools and Burp Suite on our machine.

To install Frida-Tools we will need pip installed. To install pip: Read

>> apt-get install adb
>> pip install frida-tools

After make this, we need to enable developer options on the phone:

A’ QA 7:00

Developer options
On

Memory

Take bug report

Desktop backup passwor

Stay awake

HDCP checking

Enable Bluetooth HCI
snoop log

With this option enabled, we conect our phone on the machine.

We go to our terminal, type adb shell Here is where we will make the conection with the phone, our phone will make
an confirmation request, and we accept it.

: # adb shell
* daemon not running; starting now at tcp:5037
* daemon started successfully
reamlte:/ $ []

Now we need to know the architecture of our phone because we will need to send the frida binary to change it into a
“Android Server”. To get the binary: Github
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https://codeshare.frida.re/@sowdust/universal-android-ssl-pinning-bypass-2/
https://portswigger.net/burp
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Mine: Frida-server-12.7.26-android-armé64

We need to send the frida binary using adb:
>> adb push frida-server-12.7.26-android-arm64 /data/local/tmp/
/data/local/temp/ = is the directory of androd to copy

Applications ~ Places ~ Terminal ~ Mon11:34

root@P3NT35T37: ~/Desktop/Frida

server-12.7.2 : 1M 208 bytes in 2.152s)

Now we need to generate the Certificate of BurpSuite and send it to the same directory of frida binary file.
On burp: We go on tab proxy > Tab options > Export > Certificate in DER format

Applications ¥ Places ~ Bl burp-StartBurp ~ Mon 11:41

Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Fromy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | xssValidator | Java Serialized Payloads |

[ intercept | HTTP history | websockets history | @ptians
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@] CA Certificate x ™
S} Burp Proxy uses listeners to receive incoming HTTP requests from your brg Ir
You can export your certificate and key for use in other tools, or in another
| installation of Burp. You can import a certificate and key to use in this installation
2] M3 L A Dol LU of Burp. Note that you can also export the current certificate by visiting
O 12700138080 http: Aburpfcert in your browser.
| Edit |
| Remove |
O certificate in DER format
(O Private key in DER format
O Certificate and private key in PKCS#12 keystore
Each installation of Burp generates its own CA certificate that Proxy listener ) Certificate and private key in DER format |e in other tools or another installation of Burp.
| import / export CA certificate | | Regenerate CA certificate | © Certificate and private key from PKCS#12 keystore
Use these settings to control which requests are stalled for viewing and edj
. @ Intercept requests based on the following rules: |_Cancel | | Next |
| add | |Enabled |operator |Match type Relationship | Condition [
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| Un |
| Down |
[ Automatically fix missing or superfluous new lines at end of request
@ Automatically update Content-Length header when the request is edited b
v

Now we need to change certificate extension from .der to .cer
I've created an certificate called cert4.cer, we can save it any place to send it to android phone.

Applications ¥ Places ~ B burp-StartBurp ~ Mon 11:42
x
Burp Project Intruder Repeater Window Help d "
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[ frida-server-12.7.26-android-arms4
[ frida_lief_injection.py
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Now we send it to the same directory of frida server on Android

>> adb push certd.cer /data/local/tmp/

Applications ~ Places = Terminal =

: # adb push certd.cer fdata/local/tmp/
certd.cer: 1 file pushed. 0.1 M (973 bytes in 0.012s)

#[]

In terminal we'll run the binary we sent. So:

>> adb shell
>> su

Su - to root privileges
Applications ~ Places ~ Terminal ~ Mon 11:37

root@P3NT35T37: ~/Desktop/Frida

: # adb push frida-server-12.7.26-android-armé4 /data/
frida-server-12.7.26-android-arm64: 1 file pushed. 17.1 MB, 80208 bytes in 2.1
: # adb shell
dreamlte:/ $ su
dreamlte:/ # whoami
root
dreamlte:/ # [

Now we need to change the privileges of binary execution
>> chmod +x frida-server-12.7.26-android-armé64

Applications ~ Places ~ Terminal

# adb shell

frida-server-12 6-android 164 re.fri rver
dreamlte: /1 tmp # chmod +x frida-server-12.7.26-android-arm64
dreamlt Trtmp # []

Lets run it:

>> ./frida-server-12.7.26-android-armé64 &

Applications = Places = Terminal ~

# adb shell
dreamlte:/ %
dreamlte:

dreamlte: / o

certd.cer a-s ; f-androi 54 re.fri erver

dreamlt / : fri droid-arm64
dreamlt

[1] 27

dreamlte:/data/local/tmp # [




Now we need to see if everything is ok to start
So we try to list android processes. Type:

>> frida-ps -U

Applications ~ Places ~ Terminal ~

# frida-ps -U
MName

audio@2.0-servic

Create an .js to by-pass ssl-pinning

*/

Java.perform(function() {

var array_list = Java.use(“java.util.Arraylist”);

var ApiClient = Java.use(‘com.android.org.conscrypt.TrustManagerimpl’);
ApiClient.checkTrustedRecursive.implementation = function(al, a2, a3, a4, a5, a6) {
// console.log(‘Bypassing SSL Pinning’);

var k = array_list.Snew();

return k;
1 0);
1Tl TUULIWFIINT 31 27 ~JLIC

se.implementation = function{al, a2

5L Pinnir

Recaping: we have burp, adb, pip, frida-tools, frida-server and burp certificate (.cer)



Lets configure it
On android we go to connections > network management and we put our burp proxy:
Mine: IP: 172.108.2.249 port: 8080

Applications ~  Places ~ Bl burp-StartBurp ~ Mon 12:06

Burp Project Intruder Repeater Window Help

[Dashboard | Target [ Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | xssValidator | java Serialized Payloads |
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Android and Burp gotta be in the same network
On burp we can see if the requests have been intercepted

Applications ~ Places ~ B burp-StartBurp ~ Mon 12:07

Burp Suite Community Edition v2.1.07 - Temporary Project

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget I I Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options szsVaIldator T]ava Serialized Payloads 1

T HTTP history TWebSo(kets history T Options ]

| Forward | | Drop | Intercept is an | Action

Headers IE]

GET 7 HTTP/1.1

User-Agent: Dalwiks2.1.0 (Linux; U; Android 8.0.0; SM-GS50F Build/R1ENW)
Host: 172.108.0.10

Connection: close

Accept-Encoding: gzip, deflate

Now the communication is working, we will try to by-pass Linkedin SSL because we are not intercepting application
requests. So we need to list the processes again and select the app we will try to find bugs.
Again:

>> frida-ps -U

Now we locate Linkedin pid

pGGlE r
emui
stemui:InfinityWallpaper

linkedin.android




So we access the .js directory. Mine called: by-pass-ssl.js
>> frida -U -f com.linkedin.android -1 bypass-ssl.js --no-pause

Note: Android will close and open automatically the process of Linkedin. At this time we bypassed it

Applications ~ Places = Terminal

root@P3NT35T37: ~/Deskto
# frida -U -f com.linkedin.android -1 bypa
dynamic instrumentation toolkit
the help system
information about 'object’

o .« . . More info at https: docs/home/
'.-:) Spawned " com.linkedin.android” . Resuming main thread!
[Samsung SM-G3s50 i

Now on burp we just need to see the requests of HTTPS that have been intercepted by Linkedin app.

Applications ~ Places ~ B burp-StartBurp ~ Mon12:19

Burp Suite Community Edition v2.1.07 - Temporary Project x

Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Proxy | intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project options | User options | xssvalidatar | java Serialized Payloads

Site map T Scope T Issue definitions ]

[ Fitter: Hiding not found items, hiding €55, image and general binary content; hiding 4xx responses; hiding smpty folders @
2 https:ffwww. linkedin. com Host Method | URL Params | Stat.. 4| Length | MIME type Title Comment Time requ...
v h https:fiwww. linkedin...  GET iftrack 200 2334 text 12:18:51 6..
v @ track . - . https:ffwww linkedin... POST | /lijtrack?nc=157833 < 200 1509 12:19:01 6
f llfatotio | f-‘f’?*""\!]j’ [llifted &¥BLIUS | ptips: frwww linkedin...  POST Jliftrack?ne=157833 v 200 1845 121924 6
'WM"‘{” A{‘"éd' SBRE@IMEMSdb' I | oo pwww linkedin..  POST  flitrack?nc=157833 v 200 1509 12:19:25 6
fllffvicoar | /,L'-‘o-o“_u ~aofjah JEUUYC | pips jrwww linkedin.. POST  flijtrack?nc=157833 v 200 1509 121934 6
fIllixOnOsdly (IvQE. Y (i8Amaili-t [/ /I | hitps: frwww linkedin . POST  /sensorCollect/7acti v 200 1908 JSON 12:19:25 6
v = ﬁejﬂfcﬂ”ﬂt https:ffwww linkedin . GET  /sensorCollect/

f fl<VEM-IEL. v ®V)/E/-BKIMUBREIK+ITO ]

Reguest Response]
Raw | Params THeaders TK]

POST /liftrack?nc=1578331141057 HTTP/1.1 A
Host: www.linkedin. com
Connection; close
Content-Length: 889
> X-UDID: c9957309-a3af-4824-9db0-34e8327a50c
X-RestLi-Protocol-version: 2.0.0
Accept-Language: pt-BR
Csrf-Token: ajax:5375134895264347474
. Content-Type: application/ison: charset=utf-&
®-LI-Track: {"

VM= C

Name":"Android

8.0.0","clientVersion":"4.1.395", "clientMinorVersion" :130300, "nodel " : "samsung_SM-GIS0F", "dpi": "xxxhdpi”, "deviceType": "a

com.linkedin android", "deviceId": "c9957309-a3af-4524-9db0- 34e8327a5e0c", "tinezoneOf fset” : -3, "storeld": "us_googleplay"."
. "voyager-android", "mp¥ersion": "0, 467.86"}

ndroid", "appId":

isAdTrackinglimited":false, "mpName":
Content -Encoding: gzip

¥-LI-Lang: pt_BR

Cookie:

JSESSIONIC=ajax: 5375134895264347474; bcookie=v=2&7%ab5fh2- 48a6-4b10-898d - ff207840fa61;
=1&20191216201340474balf7-597a - 4a%9 - Bd23-150fa0cb320f AQGs0ard IL7S] yqVmr j mub rEsSshWCh6; lang=v=2&lang=pt_BR;
VGSTOO0: g=1887:u=1:1=1578325967 : t=157841 2367 : s=A0GX82ZNI0Kb 6Re1pbECIVh IbFTUnwel R

User-Agent: com.linkedin.android/130300 (Linux; U; Android 8.0.0; pt_BR: SM-GS50F; Build/R16NW: Cronet/75.0.3770.101)
Accept-Encoding: gzip, deflate

v

= ][+ |[ =] |7vpeasearchte 0 matches
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Credits: https://br.linkedin.com/in/atjunior
Frida Code: https://codeshare.frida.re/ @sowdust/
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